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Addendum to the IMail Server Manuals
IMail Server Version 4.06

This document describes three important changes in Version 4.06 of
IMail Server for Windows NT. Read and keep this document with
your IMail Server User’s GuidandIMail Server Options Guide

» The IMail List Server program has a new name and alias.

* The Web Messaging and Mail to Pager/Beeper options are now
part of the IMail Server standard license.

* The new installation procedure installs the Web Messaging and
Mail to Pager/Beeper software.

Important Note to Upgraders: If you already have the Web
Messaging with Online Advertisements option installed, the
IMail Server Version 4.06 installation program will overwrite it
with the Web Messaging application. You will have to reinstall
the Web Messaging with Online Advertisements application.

Web Messaging and Mail to Pager/Beeper

IMail Server Version 4.06 now includes the following applications
as part of the standard license. These applications are installed when
you install IMail Server Version 4.06.

* Web Messaging — lets users read and send mail from any web
browser. This enhances e—mail access by “web enabling” the
IMail Server. It is especially helpful to users who are away
from the office and need quick and easy access to their
messages. Web Messaging also lets system administrators
monitor system activity and manage user accounts remotely
from a web browser.

Web Messaging with Online Advertisements is available as a
separately purchased option. This option is targeted at Internet
Service Providers who want to display banner ads at the top of
the Web Messaging mail screens. See note above.

» Mail to Pager/Beeper — lets you set up IMail aliases that can
receive mail from a mail client and forward it to a pager or
notify you by beeper.
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The Mail to Fax application, which lets you set up mail accounts
that can receive mail from a mail client and forward it to a fax
machine, is available as a separately purchased option.

For information on using these applications, sedtal Server
Options Guideor the application’s help system.

IMail List Server Changes

We have changed the name of the IMail List Server program to
imailsrv.exeand the related alias (used to subscribe and unsubscribe
to lists) toimailsrv. This was necessary due to a trademark conflict
for the previous namdigtsery). If you are using théstserv alias,

youdo not have to changeccurrences of the alias because we

have modified the IMail Server to allow all old aliases to work
properly. However, all aliases will retunmailsrv in place of

listserv If you are setting up a new list, use thmailsrv alias.

The new IMail List Server help filarfailsrv.hlp) reflects these
name changes. To display help topics, select Help—>Contents from
the IMail List Server window.

The IMail Server User’s Guideavill be updated in a future release to
reflect the name changes. Note that in Chapter 13, “List Server,” all
references tdistserv.exeshould be changed tmailsrv.exeand all
references to thkstservalias should be changeditoailsrv.

Installing IMail Server V4.06

The IMail Server Version 4.06 installation program installs the
complete IMail Server software, Web Messaging, and Mail to
Pager/Beeper applications. For procedures for installing the
software, see Chapter 2 in thédail Server User’s Guide

Note: If you already have the Web Messaging with Online
Advertisements option installed, see the Important Note to
Upgraders on the previous page.

Note: Before users can use the Web Messaging feature, you must
start the Web Messaging server. For information on setting up Web
Messaging, see Chapter 1 in thgail Server Options Guide
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Addendum to IMail Server 4.0 Manual

Overview

This addendum describes the new features and enhancements in
Version 4.0.3 of IMail Server for Windows NT. Please read the
following changes and additions and keep this addendum with your
IMail Server manual.

New features

This version of IMail Server contains the following new features:

* SMTP — Using virtual hosts to allow one IMail Server PC to
receive mail addressed to multiple domains. See the section
“Setting Up Virtual Hosts” for more information.

*  SMTP — Running “peer” IMail Servers to allow users for a
specific domain to be spread across multiple physical systems.
See the section “Running Peer IMail Servers” for information
on setting up peer servers.

e SMTP — Enables ESMTP support for ETRN and SIZE.

» POP3 — Allows clients to read more than 1000 messages in a
mailbox without affecting the service or the client.

 IMONITOR — Enhanced pager and beeper notification
routines to support SMS protocol (for Europe) and NTT
protocol (for Japan).

« POP3D32, SMTPD32, IMONITOR, IMAIL.CPL — removed
the address limit for access control lists.

Bug fixes

See the “Bug Fixes” section for a summary of the changes. A
detailed list of bug fixes is provided in thbhanges.txfile (found in
the directory where you installed IMail).
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Documentation notes

See the “Documentation Notes” section for corrections to the IMail
Server for Windows NT User’s Guide.

System requirements and capacities

See the “System Requirements and Capacities” section for changes
in the latest release.

2

Setting Up Virtual Hosts

IMail Server allows you to set up two types of virtual hosts, as
described on page 24 of the manual. Virtual Hosts allow one IMalil
Server PC to receive mail addressed to multiple domains. There are
two types of virtual hosts:

e Virtual Hosts with IP Addresses

e Virtual Hosts without IP Addresses

This section explains more about the differences between the two
types of virtual hosts and when each is recommended.

Virtual Hosts with IP Addresses: This is usually the recommended
way to set up virtual hosts, because all of the capabilities of regular
IMail Server hosts are available to virtual hosts with IP addresses.
The only limitations of virtual hosts with IP addresses are:

Each virtual host requires its own unique IP address. This requires
the extra step of adding an IP address in the NT TCP/IP
configuration in the Control Panel.
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Virtual Hosts without IP Addresses: Virtual hosts without IP
addresses are easier to set up than those with IP addresses. All you
have to do is go into the IMail Server host configuration dialog box
and click theAdd button. There are, however, several limitations of
virtual hosts without IP addresses:

* Some malil clients (such as Eudora, Netscape, and Microsoft
Internet Explorer) will not be able to connect to the virtual host
to read mail. This problem exists because some mail clients
either have length restrictions for userids, or they clip the userid
at the “@” sign.

To fix this problem, a new registry string variable has been
added:

HKEY_LOCAL_MACHINE\Software\lpswitch\IMail\Global\
HostDelimiters

The default value of this string i%*:$&

This allows a user to log in to the virtual host by substituting
one of the above characters for the “@” sigh when identifying
the virtual domain and using the “@” sign to delimit the
primary domain only. For example, to log in to a virtual host
without an IP address, the user would enter a userid with the
following syntax:

userid%virtualdomain@primarydomain

* The LDAP, Whois and Finger servers do not work with virtual
hosts without IP addresses.

* Remote management of lists does not work completely.

e Cannot use a virtual host without IP address as a “peer” mail
server.

Virtual hosts without IP addresses are recommended when you have
a shortage of IP addresses or when you wish to forward all mail for
a domain to a user at another domain. As an example of the latter:

*  Your primary domain is calledbracadabra.com

*  You want all mail sent tmerlin.comto be forwarded to
info@abracadabra.com

» To accomplish this, set up a virtual host without an IP address
for merlin.comand do not create any users fioerlin.com
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* Set up a “nobody” alias in the IMail User Manager for
merlin.compointing to a userid oabracadabra.com

» All mail to any user amerlin.comwill be sent to the specified
user aabracadabra.com

Running “Peer” IMalil Servers

IMail Server now lets you set up “peer” servers to allow users for a
specific domain to be spread across multiple physical systems. You
will need to purchase and install a copy of IMail Server Version
4.0.3 or later on each peer server.

To add one or more “peer” servers for an IMail Server domain:

1. Install a IMail Server Version 4.0.3 or later on each machine
that will function as a “peer” mail server.

2. In your Domain Name System (DNS) server, add mail
exchanger records for the peer servers. (See the example that
follows this procedure.)

3. In thehostsfile on each of the mail servers, make entries for all
the mail servers.

4. On each mail server, set up the Peer List in the IMail Server
software.

a. From the Start menu, select Settings—>Control Panel, and
then click the IMail Server icon. Click th@lobal tab, and
then click theVirtual Host Admin button. The Virtual
Host Configuration dialog box appears.

b. If you have more than one domain, select the domain for
which you want to add peer servers.

c. Click Peer List The Peer List dialog box appears.
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d. Enter the IP addresses of the peer servers. IP addresses for
a peer server must represent a real host or a virtual host
that is assigned an IP address.

Enter an IP address and cligkid to add it to the peer list.
To delete an IP address from the peer list, select it and
then clickDelete

The server does not have to be restarted after editing the
peer list.

Make sure that the peer list exists on each system that receives
mail for a domain. Note that you do not add the local machine’s
IP address in the peer list. You need to enter only the other
peers. (See the example that follows this procedure.)

5. On each mail server, in the Alias box (in the Virtual Host
Configuration dialog box), make sure the primary domain (for
example,ipswitch.ne} is entered. This alias names the primary
domain used to send and receive mail. Note that this alias
cannot be a primary domain associated with a particular host.
Do not enter IP addresses in the Alias box.

6. On each mail server, make sure Erefault Mail Host box (in
Control Panel->IMail Server—>SMTP tab) is empty when using
peer lists.

Example of Setting up Peer Servers

For example, suppose you have one domain (cgdkagitch.nej

and three servers. All three servers accept incoming mail on a
priority basis and all have a portion of the user database. You would
make the following entries in your DNS:

DNS entries:

ipswitch.net

IN MX 10 mail.ipswitch.net
IN MX 20 maill.ipswitch.net
IN MX 30 mail2.ipswitch.net

mail IN A XXX.XXX.XXX.2
maill IN A XXX.XXX.XXX.9
mail2 IN A XXX.XXX.XXX.14
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You create the following peer lists in the IMail Server software on
the three servers:

mail XXX XXX.XXX.9
XXX XXX.XXX. 14

maill XXX XXX.XXX.2
XXX XXX.XXX. 14

mail2 XXX XXX.XXX.2
XXX XXX.XXX.9

In thehostsfile on each of the three servers, make the three entries:

mail.ipswitch.net XXX XXX XXX. 2
maill.ipswitch.net XXX XXX.XXX.9
mail2.ipswitch.net XXX XXX XXX. 14

On each of the three machines, make sure the doipainitch.nej}
is the only entry in the Alias box in (in the Virtual Host
Configuration dialog box).

On each of the three machines, make sur®#fault Mail Host
box (in Control Panel->IMail Server—>SMTP tab) is empty when
using peer lists.
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Bug Fixes

This section provides a summary of the bug fixes in this IMalil
Server release. See tbeanges.txfile (found in the directory where
you installed IMail) for a list of all the bug fixes.

Changes to the IMAP4 Server (IMAP4D32)

Many fixes to allow correct operations with many IMAP4 clients,
including:

» Fixed commands to handle spaces in filenames properly.

» Fixed problem with BODY and BODYSTRUCTURE fetches to
eliminate possible loop condition and high CPU utilization.
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* Fixed problem with LIST command returning INBOX in every
subdirectory.

» Fixed problems with UID file.

Changes to IMail Administrator tool (IADMIN)

Miscellaneous fixes and minor enhancements, including:

» Delete Msg's by Date dialog box is now limited to 6 characters
to eliminate crash when text is too long for date functions.

* Modified standard alias editing to replace CR/LF with commas
when alias is less than 127 characters.

» Fixed bug that caused the Alias list box to disappear on NT
3.51 when a program alias is the first alias selected when
entering the alias tree.

» User forwarding field removed from Vacation tab.
» Alias edit box now accepts RETURN and has a scroll bar.

Changes to the SMTP server (SMTPD32)

* Now allows use of dashes (=) in mailbox names so digest
processing for lists with a dash (=) will now work properly.

* More accurately assesses number of times a message has been

sent to this host by looking for “Received: From” and “by
hostname.domain” on a single line.

* Added CRLF to the NOOP response to work with Microsoft
Exchange Server.

Changes to the POP3 server (POP3D32)

Many minor fixes, including:

* Now allows use of dashes (=) in mailbox names so digest
processing for lists with a dash (=) will now work properly.

* Removed 1000 message limit for clients.

* Modified UIDL validity checking and reconstruction routines.
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Changes to the IMail delivery program (SMTP32)

» Fixed rules processing, including bug with automated responses
when malil is sent via rules processing to “nul” mailbox, and
possible crash when the source message contained multiple
large To: lines in the header.

» Forwarding routine now strips CRLF from the address in the
forwarding file.

* Now adds a From: line, if none exists, to make Lotus Notes
comply with RFC 1123.

Changes to the LDAP server (ILDAP)

» Fixed CPU utilization problem when running this service.

* Now returns users while using the NT User Database.
Changes to the Setup program (SETUP)

Setup was modified so that a service not running prior to updating it
will copy the new executable, but not install it. If a service is not
installed, an Install button appears on its properties tab in the IMalil
Services program in the Control Panel. Also eliminated the need for
all .LRC files.
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Documentation Notes

This section contains corrections to the IMail Server for Windows
NT User’s Guide.

* Page 21. In “Performing an Initial Setup and Test,” Step 2
states “Make sure that the useot is defined in the User
Registration window. If it is not, you need to addt as a
user.” This is true when you are using the IMail user database
for a domain. The setup creates a user nawadand an alias
namedpostmasteiand points the alias to the usaministrator
However, if you choose to use the NT user database, the setup
does not create the ugent. Instead, it creates an alias named
root and points the alias to the usernaadeninistrator So in
this case, you do not need to addt as a user.
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Page 25. In the section “Setting Up Multiple Domains,” Step 2
states “Click theHosts button.” Replace this instruction with
“Click the Global tab, and then click theirtual Host Admin
button.”

Page 29. In the section “Setting up a Gateway for a Single
Domain,” the third paragraph refers to thestsfile. This path
should be \NT_directory\system32\drivers\etc\hosts

Page 48. In the section “Adding an Alias,” Step 3 states that
alias names “must be created from the character set of A-Z,
a-z, 0-9, _ (underline), and — (hyphen). Alias names and

usernames can also contain the period (.), or dot, character.

Page 51. In the section “Setting Up Delivery Rules,” the list of
message header fields in the first paragraph should include the
To: field.

Page 53. In the “Rule Syntax” section, the rules for processing
mail should include the following:

T=string:mailbox (Case sensitive match in To: header)
T~string:mailbox (Case insensitive match in To:
header)

And the example should include the following line:

T~help:support (send mail addressed to help to the
support mailbox)

Page 61. In the “IMail User Utility —Delivery Rules” section,
make the same changes to the rules and example as in the
previous bulletted item.

Page 67. In the “System Administration” section, add the
following item: List Administration — If you are the owner of

a mailing list or you have List Administrator access, you can
access the list maintenance functions. To have List
Administrator access, you must have both List Administrator
and Host Administrator access, or you must have both Host
Administrator and IMail System Administrator access. Only the
IMail System Administrator can assign access.

Page 68. In the “Host Administration” section, add the same
text as in the previous bulletted item.
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System Requirements and Capacities

e For NT 4.0, we recommend 64 MB of RAM, with a minimum
of 32 MB.

* The Web Messaging with Advertising Option how supports up
to 1,000 rotating banner ads.
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Preface

IMail Server for Windows NT is an Internet standards based mail
server system for Microsoft Windows NT 3.5 and later. IMail Server
provides Simple Mail Transfer Protocol (SMTP) for sending and re-
ceiving mail over the Internet or in an internal TCP/IP network.

IMail Server for Windows NT supports any mail client that uses the
Post Office Protocol, Version 3 (POP3) or Internet Message Access
Protocol (IMAP4).

IMail Server for Windows NT is self-monitoring — a monitor server
lets you monitor the SMTP, POP3, IMAP4 and other services, receive
notification when a service is down, and automatically restart the
service. The IMail Server product includes a list server for creating
and managing a mail discussion group, and servers to provide LDAP,
Finger and Whois information.

Remote administration utilities let the system administrator monitor
the IMail Server system from a remote system and perform user and
system maintenance functions.

As options, you can purchase the following software to run with
IMail Server for Windows NT:

« Mail to Pager option
e Mail to Fax option
*  Web Messaging option

For more information about these options, see Chapter 1.

In this Document

This guide describes how to install, set up, and run the IMail Server
for Windows NT and its services. Each of the add—on options to
IMail Server for Windows NT are documented in their own separate
user’s guides.
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What This Package Includes

IMail Server for Windows NT includes the following:

Three IMail Server for Windows NT diskettes.

One IMail Client for Windows 3.x diskette.

One IMail Client for Windows 95 diskette.

License agreement.

This manual, the IMail Server for Windows NT User’s Guide.

An IMail Client for Windows User’s Guide.

See Appendix A for a list of the files installed by IMail Server for
Windows NT.
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The Ipswitch O Products

Other Ipswitch products include:

WhatsUp] Gold Network Monitoring Tool

WhatsUp Gold is an inexpensive, graphical network monitoring
tool that initiates both visual and audible alarms when network
elements do not respond to polling. WhatsUp Gold can also
notify you of a network problem by digital beeper, alphanumeric
pager, and e—mail. WhatsUp Gold runs on Windows 95 or Win-
dows NT on the Intel, PowerPC, and DEC Alpha platforms and
can monitor any device on a TCP/IP or NetBEUI network.

WS_FTR] Professional FTP Client

WS_FTP Professional provides an intuitive, powerful Windows
interface for connecting to remote hosts and transferring files.
WS_FTP Professional provides drag and drop file transfer, and
support for more than 20 remote file systems.
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* VT320 Terminal Emulator for Windows

VT320 provides high—quality DEC VT320 terminal emulation

and Telnet communications program for accessing VMS and
UNIX host applications. This terminal emulator supports VT320,
VT220, VT100, and VT52 terminals. VT320 provides 80— and
true 132—column modes with double height and double width
characters and is easily customized via keyboard mapping, defin-
able hotspots, and changeable toolbars. It supports XMODEM,
YMODEM, ZMODEM, and Kermit communications.

¢ TN3270 Terminal Emulator for Windows

TN3270 provides IBM 3270 Models 2, 3, 4, and 5 terminal
emulation and communications programs for accessing your
IBM mainframe and minicomputer hosts. Advanced features
include drag—and-drop keyboard mapping and text editing, de-
finable hotspots, customizable toolbars, scalable fonts, multiple
session support, and support for EHLLAPI and Visual Basic.

Visit our Web Site

For more information about Ipswitch products or to purchase our
products online, visit the Ipswitch web site at:
http://www.ipswitch.com

In our technical support pages, you can read answers to Frequently
Asked Questions (FAQs) about our products and keep up—to—date on
product news.

Please Send Us Your Comments

We welcome your feedback on this product. Please send the results of
your evaluation and your comments and suggestions to the following
e—mail addresgeedback@ipswitch.com
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Contacting Ipswitch or Your Reseller for
Technical Support

Please use the following procedure to ask questions or report prob-
lems.

1. Locate your IMail Server for Windows NT serial number, which
is printed on Disk 1 of your IMail Server for Windows NT Kkit.

2. Contact your designated IMail Server for Windows NT support
provider.
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Downloading IMail Server Software Patches

If a software patch is created to fix a bug in the currently shipping
version of IMail Server, Ipswitch will make it available on our Web
site. You can check our download directory on our Web site for cur-
rent software patches.

To download software from the Ipswitch Web site:

1. Inyour Web browser, go tbttp://www.ipswitch.com

2. Click on thedownload directory link.

3. Under IMail Server Patch Files (if any exist), click on the link.

4. SelectSaveto save the patch file in your directory. Run the patch
file to update the software.
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1. Overview

This chapter introduces IMail Server for Windows NT and describes
its components, capabilities, and optional add—on products.

What is IMail ™ Server for Windows NT?

IMail Server for Windows NT is a comprehensive electronic mail
solution designed for today’s evolving Internet and corporate intranet
messaging requirements. Easy to install and administer, IMail Server
significantly reduces both the initial cost of mail implementation and
the on—going cost of administration. Its built—in, easy—to—use features
improve user productivity and provide a robust alternative to propri-
etary systems or complicated UNIX based Internet mail.

IMail Server for Windows NT consists of a series of special programs
that run as services on the Windows NT system. These services en-

able the Windows NT system to receive mail through the Simple Mail
Transfer Protocol (SMTP) and subsequently allow access to it by cli-

ent systems using Post Office Protocol version 3 (POP3) or the Inter-
net Message Access Protocol version 4 (IMAP4) .

IMail Server can be used with Ipswitch’s IMail Client for Windows

or any other POP3 or IMAP4 mail client. This Internet standards—
based client/server architecture provides system administrators with
complete flexibility in setting up a total mail solution that easily ac-
commodates disparate and/or geographically dispersed mail clients.

IMail Server provides scalability from one to more than 15,000 users,
capacity of over 200,000 messages a day, and full integration with the
Windows NT user database.
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The IMail Server for Windows NT Family

IMail Server for Windows NT is the foundation of an integrated fam-
ily of Internet server software products. In addition to SMTP, POP3,
and IMAP4 servers, IMail Server for Windows NT also provides the
following server programs that run as services on Windows NT:

A Lightweight Directory Access Protocol (LDAP) server which
provides remote access (through an LDAP client) to IMail user
information. The IMail user database has been extended to in-
clude standard LDAP information, such as the user’s last name,
organization, mailing address, and telephone number.

A list server, which lets you set up automated mailing lists on the
IMail Server. The List server provides many options, such as the
ability to have moderated and unmoderated lists, and the ability
to group messages sent to the list into a digest and send the di-
gest as a single message.

A Monitor server that lets you monitor services (such as SMTP,
POP3, IMAP4, DNS, WWW) and receive naotification when a
service goes down.

You can configure a Web server that lets you access the IMail
Server system remotely via a Web browser to view the status of
monitored services and perform administration functions.

Finger and Whois servers, through which you can publish and
look up user information on the Internet.

A Password server, which lets users of Eudora, IMail Client for
Windows, and NuPOP mail clients change their IMail Server for
Windows NT password from the mail client.

Each of the servers is described in the chapters that follow.
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System Requirements

IMail Server for Windows NT is designed for the Windows NT oper-
ating system. Installation under Windows 95 or Win32s will not work
correctly and may cause problems with IMail Client for Windows.

The system requirements for IMail Server for Windows NT are:

Intel (Pentium or higher)
Microsoft Windows NT 3.51 or later

Network interface card installed and configured to use Micro-
soft’s TCP/IP for Windows NT

200 MB disk space (for a 30 user workgroup)

At least 32 MB of memory (64 MB is recommended)

New in Version 4

Version 4 of IMail Server for Windows NT offers many new capabili-
ties, including the following:

New IMAP4 server for increased user flexibility in accessing and
managing mail. IMAP4 lets users create mailboxes and leave
their mail on the IMail Server, which means they can access mail
from multiple machines.

LDAP server for publishing user information in a directory that
is available to any LDAP client.

Antispamming features to help prevent unauthorized mailings
and unauthorized use of your mail server as mail relay.

New Administrator utility, which provides a Windows Explorer
type tree view of the IMail user database and provides mailbox
management functions for mailboxes.

Extended List Server capabilities including security settings, and
the ability to group messages into a digest and periodically send
the digest to list users.
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* Expanded IMail Monitor application lets you configure service
monitoring and view service status on the Windows NT console.

* Expanded remote administration capabilities via the Web Re-
mote Administration utility such as the ability to change SMTP
server settings and to configure service monitoring.

e Optimized performance (over 260,000 messages per day on a
dual processor 120 Mhz Pentium with 64 Mb of RAM)

*  Web Messaging now supports receiving MIME attachments.
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Optional IMail Server Capabilities

You can also purchase the following add—on capabilities to run with
the IMail Server for Windows NT.

« An optional Mail to Pager/Beeper capability which lets you set
up an aliases on the IMail Server system that can receive malil
from a mail client and forward it to preconfigured pager or beep-
er addresses.

« An optional Mail to Fax capability which lets you set up mail
accounts on the IMail Server system that can receive mail from a
mail client and forward it to preconfigured Fax phone numbers.
This option also supports “dynamic aliasing.” which lets users
enter the FAX phone number when they create the message.

« The Web Messaging option which lets users access their mail on
the IMail Server system from any Web browser on the Internet.
This option, rather than replacing the function of a standard mail
client, enhances e—-mail access by “Web enabling” the IMail
Server. It is especially helpful to users who are away from the
office and need quick and easy access to their mail messages.

The Web Messaging option is also available in an enhanced ver-
sion that supports online advertising. This feature lets you dis-
play banner ads (in HTML text and/or graphics, including
hyperlinks) at the top of the Web Messaging mail screens. It can
cycle through up to 30 ads, changing the displayed ad every 30
seconds. This feature is very useful to Internet Service Providers
(ISPs) and other mail service providers who would like to sell
online advertising space on their mail server.
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IMail Client for Windows

IMail Client for Windows is an electronic mail client application de-
signed for use with Microsoft Windows 3.1, Windows 95, and Win-

dows NT 3.5 or later.

Note:
A special version of IMail Client for Windows is in-
cluded for use on the IMail Server for Windows NT
workstation. See the IMail Client for Windows guide for
information on using the mail client.

IMail Client for Windows provides a user interface for reading and
creating mail. The underlying mail transport programs allow com-
plete interconnection with the current Internet world and any system
that is based on SMTP and POP3.

IMail Client for Windows includes a POP3 client for reading mail
and an SMTP Client for sending mail.
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User Registration and Maintenance

IMail Server for Windows NT supports an unlimited number of user
accounts and user mailboxes. Users need to be registered in order to
have a local mailbox and to allow remote POP or IMAP4 clients to
connect to the system and retrieve mail stored in those mailboxes.

You can register users and maintain user account information by us-
ing any of the following tools:

e IMail User Manager

e IMail Administrator

¢ Web Remote Administration utility

*  Web Messaging option

¢ IMail Remote Administration utility IRADMEN)

e The command line prograragdduser.exeto add users from the
DOS command line or within a batch file.

Users can maintain their own user account information by using the
following tools:

«  Web Remote Administration utility
e IMail User Utility (IMUTIL)
*  Web Messaging option

Access to IMail Server functions from the Web utilities is determined
by the access settings for the login userid. System administrators have
access to all functions; host administrators have access to functions
for a particular mail domain; and users have access to their account
information.

The following sections provide an overview of each tool.
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IMail User Manager

The IMail User Manager (REGIST32) lets the system administrator
do the following:

e Add, modify, and delete domain information (virtual hosts)
¢ Add, modify, and delete users

¢ Add, modify, and delete system aliases

e Change passwords

e Change user information (for LDAP entries)

e Change inbound mail processing rules for users

e Set up vacation processing

e Set up mail forwarding

e Update the userpglanfile that is distributed by Finger

* Setup an automated response

Chapter 3 describes how to use the IMail User Manager.
IMail Administrator

The IMail Administrator (IADMIN) provides a Windows Explorer
type tree view of the IMail user database. The IMail Administrator
includes all of the functionality of the IMail User Manager and pro-
vides the following additional functions:

« View, add, and delete mailbox{bx files and delete messages
by date (for IMAP4 mailboxes created on the server)

e Add, delete, and manage mailing lists

¢ Find and list orphan user mail accounts

Chapter 4 describes how to use the IMail Administrator.
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IMail User Utility

The IMail User Utility (IMUTIL) lets users make changes to their

mail account from their own system. IMUTIL is licensed for an un-
limited number of users, regardless of the mail client used. Users can
use IMUTIL to do the following:

* Change their password (Conversations with the host system are
encoded but not encrypted.)

¢ Change inbound mail processing rules
e Set up vacation processing
e Set up mail forwarding

¢ Update their Finger protocol PLAN file

Chapter 3 describes how to use the IMail User Utility.
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Remote Administration Tools

IMail Server for Windows NT provides two tools that system admin-
istrator’s can use to access the user mail account information from a
remote system.

The IMail Remote Administration utility (IRADMEN) is an execut-
able program that can be copied to any Windows NT system. (The
program is infMAILDIR\iradmen.exeThe IMail Remote Administra-
tion utility lets you add, modify, and delete users and aliases, change
passwords, and monitor services.

The Web Remote Administration utility (configured in Set-
tings—>Control Panel->IMail Server—>Web) provides remote access
to the user registration functions from any forms—capable Web
browser. From a Web browser, you can perform user administration
functions (add users, change passwords, etc.), configure and monitor
services, change IMail Server configuration, and view log files.
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For each user, the system administrator can define the level of access
to the Web remote administration functions. In this way, individual
users can be given remote access to their own account information.

The “Remote Administration Utilities” section in Chapter 3 describes
how to enable these utilities.

User Mail Functions

In addition to sending and receiving mail, the IMail Server provides
the following mail functions that can be set up for each user mail ac-
count. These functions can be set up or modified by the system ad-
ministrator by using either the IMail User Manager or IMail Admin-
istrator on the Windows NT console or the remote administration
utilities. Or, individual users can access these functions for their ac-
count by using the IMail User Utility, the Web Remote Administra-
tion utility, or the Web Messaging option on a remote system.

Mail Forwarding

If a file namedorward.imaexists in a user’s home directory, all of

the user’s incoming mail will be forwarded to the mail address speci-
fied in the file. Note this must be a complete mail address. Only the
first line of the file is read and must not contain quotes, spaces or
angle brackets (<>).

Vacation Support

If a file namedvacation.imaexists in a user’'s home directory, the
contents of the file will be mailesihceto each person that sends mail

to the user. The people who receive these messages are listed in the
vacation.snfile in the user’s directory. Once a person’s e—mail ad-
dress has been addeds/axation.sntthey will not receive the vaca-

tion notice in response to subsequent messages. (A single notification
is usually sufficient.) This allows people to send many messages to
someone on vacation without being flooded with notices that the re-
cipient is away.
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Finger “Plan” Support

If the file namedblan.imaexists in a user’s home directory, the con-
tents of that file are returned to Finger requests from other hosts.

The system administrator can disable the transmission of any in-
formation about a user through the Finger protocol by using the IMail
User Manager or IMail Administrator.

Mail Delivery Rules

If the file namedules.imaexists in a user’s home directory, all in-
coming mail for that user is sorted according to the rules in the file.
The rules can be used to sort mail into mailboxes based on the con-
tents of the From:, Subject:, and Sender: headersiuldémimafile is
read from top to bottom until a match is found. Only incoming mail
intended for the user’s main mailbox is effected by the rules.
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Automated Mail Accounts

The Info Manager feature lets you set up an automated e—mail in-
formation system. When mail is received for a user that has enabled
the Info Manager, a prepared message is sent back to the sender.

The Info Manager lets you set up subcategories of a particular user
account and enter an automated response specific to each category.
For example, you may want to set upirEfio user account for your
organization. When someone sends mail tartfeeaccount, the sys-

tem can return a response that describes the subcategorieméd the
account in which they can obtain further information. They could

then send a messagenfo—salesand receive back a different mes-
sage related to sales, orindo—classesnd receive back a message
about classes you offer. There is no limit to the number of subcatego-
ries that you can set up in the Info Manager.
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List Server Support

IMail Server for Windows NT includes a list server for creating and
managing electronic mail discussion groups. The List server lets you
set up automated mailing lists on the IMail Server. A mailing list can
receive mail and resend the mail to all the users on the mailing list.
Mailing lists are used widely on the Internet as a means of sharing
information about a topic.

The List server for IMail Server for Windows NT is a simple list
server that provides two distinct functions:

* Auser interface for creating and maintaining mailing lists (from
the Start menu, select Programs—>IMail->IMalil List Server).

A way to process mail messages addressed to “listserv” on the
IMail Server for Windows NT workstation.

The List server supports a set of commands that can be used from a
mail client to subscribe or unsubscribe to a discussion group, get a list
of available discussion groups, and get help on a discussion group.

The List server includes the ability to group messages into a digest
and periodically send the digest to list users, and to approve or deny
access to a mailing list.

Monitoring and Notification Tools

IMail Server for Windows NT provides self—-monitoring via a Moni-
tor server that polls each of the IMail services and notifies you when
a service has gone down. The Monitor server can monitor the IMail
SMTP, POP3, IMAP4, LDAP, PServ, Whois, Finger, and Syslog ser-
vices. In addition, you can monitor DNS, NNTP, WWW, Telnet, and
FTP services on either the local or a remote system. The Monitor
server can automatically restart a service that has gone down.

You can set up the Monitor server to send an e—mail, beeper, or pager
notification when it detects a service going down or up. You can also
set up the Monitor server to display the service status to a Web page
that can be accessed from a forms—capable Web browser.
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You can configure service monitoring and view the status of moni-
tored services by using either of the following tools:

e Monitor server (from the Start menu, select Settings—>Control
Panel—>IMail Server, and then select the Monitor tab)

¢ IMail Monitor (from the Start menu, select Programs—>
IMail->IMail Monitor)

*  Web Remote Administration utility. You must configure the Web
utility properties (from the Start menu, select Settings—>Control
Panel—>IMail Server, and then select the Web tab).

Chapter 12 describes how to set up and use the Monitor server, the
IMail Monitor, and the Web Remote Administration utility.
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Antispamming Features

IMail Server’s built—in messaging controls can prevent unauthorized
mailings from passing through IMail as a relay or gateway. You can
set up the server to only accept mail that originates from local users
or that is destined for local users. (IMail Server lets you define the
systems or address blocks that you want to consider as local.) In addi-
tion, you can block incoming messages from specified IP addresses if
those addresses have been a source of unwanted e—mail.

See the “Setting SMTP Security” section in Chapter 5 for information
on setting up these security features.

If you are unfamiliar with “spamming” and “spoofing,” the following
paragraphs provide some background.

The SMTP standard for Internet messaging allows electronic mail to
make its way across a network in “hops” by passing from one com-
puter system to another, repeating this process until the mail arrives
at its final destination. This is part of the original design of SMTP

and was necessary in the early days of the Internet in order for e-mail
to travel between various networks. In the current Internet this is not
necessary and mail usually is delivered directly from the sending host
to the receiving host. Exceptions to this include application gateways
that are used to bridge firewalls.

IMail Server for Windows NT



This inherent design of SMTP allows a host computer that needs to
deliver a message to another computer (or even hundreds or thou-
sands of recipients) to make a connection (or multiple connections) to
some other SMTP server and ask that server to relay the message(s)
on its behalf.

Recently there has been a lot of controversy over unwanted e—mail.
Many companies and ISPs have been blocking the receipt of this mail
from known sources, as it is possible to deny access to a sending ma-
chine with a firewall or some other method. Once a bulk mailer’s
home mail server is known and blocked, senders of bulk e-mail —
taking advantage of SMTP’s open design — may attempt to deliver
their mail through someone else’s computer by asking the other com-
puter to route that mail for them. Senders of unsolicited e-mail can
also use this method to try to hide their real identity by manipulating
the headers in the message in a certain way and then sending the mes-
sage through your system for delivery to its final destination — mak-
ing it appear as if the message originated from the relaying server.
This is known as “spoofing.” (IMail Server, however, will always
include the IP address of the source in the message headers.)

When a bulk mailer chooses your computer to deliver unsolicited
mail to thousands of other people (known as “spamming”), your sys-
tem immediately becomes busy delivering messages that didn't origi-
nate with your users, tying up your valuable system resources.

IMail Server protects your system against this type of abuse in two
ways. First, IMail Server allows administrators to configure the sys-
tem to only accept mail that originates from local users or that is des-
tined for local users. (IMail Server allows you to define the systems
or address blocks that you wish to consider as local.) Second, IMail
Server allows you to define the systems from which you never want
to receive mail, allowing administrators to block mail from known
sources of spam mail.
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Domain Name System MX Support

Domain Name System (DNS) Mail eXchange (MX) record support is
important when using the IMail Server to create a mail message or
when processing messages in the outbound queue. IMail Server for
Windows NT uses the domain name server that is defined in the Win-
dows NT TCP/IP configuration.

To check the domain name for your local network, click on the Net-
work icon in the Control Panel, select the Protocols tab, then select
TCP/IP Protocol, and then cliékoperties. The TCP/IP Configura-
tion window appears. ClicRNS to view the domain information.

You need to make the proper entries (MX records) in the DNS for
each mail domain that you create. See your DNS documentation for
more information.

Multiple Domain Support

If you want to receive mail for more than one e—mail domain on the
same Windows NT system, you can set up a virtual host for each do-
main. For example, if your mail server provides mail service for your
local e—mail domaimail.ipswitch.comand you also want it to pro-
vide mail service for another e—mail domairgil.acme.comyou can
create a virtual host fonail.acme.com

Each virtual host must have a unique IP address. You can use either a
real IP address or a virtual IP address. To use a real IP address, the IP
address must be set in the the Control Panel’s Network applet, under
Protocols—>TCP/IP Advanced properties. You can add IP addresses

in the Network applet.

Note:

If you are using Windows NT 3.51, you can add up to
five IP addresses in the Network applet. If you need to
add more than five addresses, refer to the documentation
for the Windows NT Resource Kit.
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A virtual IP address can be assigned to the domain (virtual host) by
the IMail Server system. This allows you to have a virtual host with-
out an IP address. You can then use an MX record in your DNS to
point the virtual domain to an actual IP address.

If you use a virtual IP address for a mail domain, users must log in to
mail accounts in the domain by specifying their userid as:
userid@virtualhostwhereuseridis the userid andirtualhostis the
domain name, and entering their password. If you use an IP address
that is set up on your IMail Server system, this method of login is not
necessary.

For information on setting up virtual hosts, see Chapter 2.

Privacy Enhanced POP Support

When used with the IMail Client for Windows software, Version 3 or
later, client conversations with the POP3 server are encoded and are
not in plain text. This should not be confused with security. This
means that standard sniffer programs will not show the communica-
tions without additional programming.

Route Inbound Mail to an External Program

To route inbound mail to an external program, IMail Server for Win-
dows NT can use an alias to determine the program destination. Rout-
ing is handled by using an alias that starts with “ | ” (pipe) and con-
tains a program name. The program must be a simple name located in
a PATH directory or in the mail executables directory. The alias must
not contain a path. The complete mail message is made available to
the destination program as a filename argument at the end of the
alias. (It is not sent in with STDIN.)

For example, the following defines the program alias named ips-
witch:

ipswitch=| listserv send ipswitch
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Sending mail to this alias will result in the following command:

listserv send ipswitch c:\mail\spool\file.tmp

Special Unknown Local User Processing

IMail Server for Windows NT can perform special processing of mail
addressed to users that are not registered on the local host. This is
accomplished through a special alias, “nobody”. If the “nobody” alias
exists, all incorrectly addressed mail is sent to a specified program or
another user’s mailbox.
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2. Installing and Setting Up the IMail Server

This chapter describes how to install and set up IMail Server for
Windows NT.

If you are doing an initial installation of IMail Server, we suggest that
you create a few mail accounts as part of the installation. The installa-
tion program will ask if you want to create mail accounts. You can
then perform some simple tests to check that the IMail Server is set
up correctly. See “Performing an Initial Setup and Test” in this chap-
ter for more information.

If you are upgrading an existing IMail Server installation (Version 2.9
or earlier), you need to complete some tasks to migrate existing data
to the new installation. See “Notes for Upgrading to IMail Server

4.0” for more information.

Installation, Upgrade, and Removal Instructions

To install IMail Server for Windows NT:

1. Read Chapter 1 of this manual to get an understanding of instal-
lation and configuration options and to learn about the capabili-
ties of IMail Server for Windows NT.

2. Log on as System Administrator or to an account with System
Administrator privileges.

3. Back up your Windows NT registry.

Note: Upgrades

If you are upgrading from IMail Server Version 2.9 or
earlier, the installation program will convert your exist-
ing IMail database to use the Windows NT registry. If
you revert to an earlier version of IMail, you will lose
any new accounts added with this version and aliases
will have to be rebuilt.
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Note: Upgrades
When upgrading from a previous IMail version, as a
precaution, in the Windows NT registry (regedt32), save
the SOFTWARE\Ipswitch\IMaiegistry key to a file. If
you need to go back to the previous IMail Server ver-
sion, you can restore this registry key.

4. Insert the IMail Server for Windows NT diskette in a diskette
drive.

5. SelecRun from the File menu, and then enter the diskette path
followed bysetup.exeFor example:

a:setup.exe

6. Select the desired installation option:

Initial Installation
Update previous installation
Remove from system

Select “Initial Installation” if you have never installed IMail
Server for Windows NT before, or if you have changed directory
locations, or if the installation notes tell you that you must. An
“Initial Installation” will reset program defaults for the servers
and may result in a loss of mail accounts.

Select “Update previous installation” if you have previously
installed and do not wish to lose configuration parameters for the
service. For example, you may want to savetbevice owner

or Allow service to interact with desktopoptions.

Select “Remove from system” if you want to remove the current
IMail Server installation from your system. (This option does not
install the new version of IMail Server.)

7. Enter the primary official host name of your system. This host
name is used in greeting messages and in message headers in
outgoing messages. This namastbe registered in the Domain
Name System (DNS) if you want remote hosts to be able to com-
municate with your system.

IMail Server for Windows NT



8. Select the user database option you prefer.

NT User Database

IMAIL User Database
This option defines where users are registered and how user au-
thentication takes place for the primary host.

Select “NT User Database” if you want to use the Windows NT
User Database to create user mail accounts. The Windows NT
user database stores userids and passwords for logging on to the
Windows NT system. If you select this option, IMail Server will
create a user mail account for each user listed in the NT User
Database. The mail accounts for these users are created as neces-
sary when a mail message for the user is received by the mail
server or when a user accesses the mailbox through a mail client.

Select “IMAIL User Database” if you want to store user mail
account information apart from the Windows NT User Database.
If you select this option, userids and passwords for mail accounts
will be separate from userids and passwords for logging on to the
Windows NT system.

Note:

You can set up virtual hosts to support multiple e—mail
domains on your mail server. For each virtual host that
you create, you select whether or not to use the Win-
dows NT User Database for that host.

9.

Enter the directory where IMail Server for Windows NT will be
installed. This must be your existing IMail directory if you have
an existing installation of IMail Server on your system. This di-
rectory name should never be changed after initial installation. In
the event that you do change the directory after an initial installa-
tion, re—run thesetupprogram and select “Initial Installation.”

You will then have to move the user directories to back to the
IMail directory.
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10. If you are installing IMail Server for Windows NT on your sys-

11.

12.

tem for the first time, you will be prompted to add a user and
password. You can add users now, or exit the installation and add
users using the IMail User Manager.

The userid of “root” is automatically registered.

(Optional.) Open the Control Panel and run the IMail Server ap-
plication and verify or modify the configurations for each of the
services (SMTP server, POP3 server, IMAP4 server, LDAP serv-
er, Finger server, Whois server, List server, Monitor server). If
you change any parameters, stop the service, wait 5-10 seconds
and then start the service or reboot the system after the comple-
tion of all changes.

We recommend that you reboot your system after installation.

Uninstalling IMail Server for Windows NT

To uninstall IMail Server for Windows NT, rigetupand select the
“Remove from system” option. The Uninstall program deletes ser-
vices, registry entries, and Control Panel application, but does not
delete the mail directory or files.
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Notes for Upgrading to IMail Server 4

If you are upgrading an existing IMail Server installation to IMail
Server 4, note the following:

L]

As a precaution, in the Windows NT registry (regedt32), save the
SOFTWARE\Ipswitch\IMailegistry key to a file. If you need to

go back to the previous IMail Server version, you can restore this
registry key.

When updating the IMail Server for Windows NT product, we
recommend rebooting the Windows NT system after installation.
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If you are upgrading from IMail Server Version 2.9 or earlier, the
installation program will convert your existing IMail database to
use the Windows NT registry. If you revert to an earlier version
of IMail, you will lose any new accounts added with this version
and aliases will have to be rebuilt.

If upgrading from an earlier version, you need to verify that any
host aliases are correct in the Host Configuration. An example of
a host alias is where the official host namienail.ipswitch.com

and you set a host aliasipbwitch.conso that the IMail Server

will accept mail addressed to bathail.ipswitch.comand
ipswitch.com

If you are upgrading from IMail Server Version 2.9 or earlier,
you should edit any existing lists with the new list server pro-
gram, reset any parameters and cidk in the modify box for

each list. You must do this in order for the lists to work properly
in the new version, as Aliases have to be modified to include the
virtual hostname.

Performing an Initial Setup and Test

If you are installing IMail Server for the first time, we suggest that
you perform a minimal initial setup and then test that you can send
and receive mail.

1.

In the IMail Server for Windows NT program group, click the
IMail User Manager icon. The User Registration window appears.
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2.

User Registration

File Wiew Help
Host Imai\sew.ipswitch.com j

Mew... | Modif_l,l...l Delete...l e | Bliazes |j Exit I
arnie Amold Zitfel 3
ethel Ethel Mertz

fred Fred Farkle

root System Administrator

If you are using the IMail database (rather than the NT database),
make sure that the usmot is defined in the User Registration
window. If it is not, you need to addot as a user.

If you are using the NT database, make sure theraliass de-
fined. If it is not, you need to addot as an alias.

Add one or two user mail accounts. (If you added some user mail
accounts as part of the installation, you can skip this step.)

In the User Registration window, click tAeld button. The New
User dialog box appears.

New User I
Enter nesw userid: i |
Im Cancel |

Uszerids are limited to 30 characters and must be
created from the character zet of digits and letters. |t
cannot contain spaces. Userids must be unique
within the spstem

Enter a user name (this will be the userid for the mail account)
and clickOK. The User Properties dialog box appears.

A userid is limited to 30 characters and must be created from the
character set of digits and letters. The userid can contain dashes.
It cannot contain spaces. The userid must be unique within the
system.
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Flan | Bules |£acation| lnfoMgrl Cancell QK. I

UserlD: . Atibs | ﬂ

Full Marne: Ainold Ziffel
Liser CAIMAI s mailservU sersharmi
Qirector_l,l: I 5 Malzen EErEWArne

Pazzword: I""’“‘““

(B l—
Password:

Fomward: I

Max Mailbox Size: ID Current zize: ID
b ax Meszages: ID Current mggs: ID

[T User Canmot Change Password W Allow Web Access
[~ POP2 &ccess Disabled [~ Huost Administrator
™ Dizable Finger and ‘Whois Info ™ IMail Systemn Administrator

In the Full Name text box, enter the user’s full name.

The User Directory text box displays the directory where the user
account information is stored. You cannot edit this field.

In the Password text box, enter a password for the user.

Confirm the password you entered by entering it again in the
Confirm Password text box

Click OK to add the user. The userid is added to the list of regis-
tered users.

4. Check your e—-mail domain name.

Any users you have added can now receive mail through IMail
Server for Windows NT at the domain name specified in your
Windows NT TCP/IP parameters.

For example, if you added the usenie and the domain name is
ipswitch.comthe user can now receive mail addressed to
arnie@ipswitch.com

Installing and Setting Up the Mail Server 35

IMail Server for Windows NT



36

User’s Guide

Note:

To check the domain name for your local network, click
on the Network icon in the Control Panel, select the Pro-
tocols tab, then select TCP/IP Protocol, and then click
Properties. The TCP/IP Configuration window appears.
Click DNS to view the domain information.

You need to make the proper entries (MX record) for your mail
domain in your Domain Name System (DNS). See your DNS
documentation for more information.

5. Check that the mail servers are running. In the Control Panel,
click on the IMail Server icon. In the IMail Server window, the
status of the SMTP, POP3, and IMAP4 servers should be “Ser-
vice running.”

6. Start the IMail Client, log on using one of the user accounts you
created in IMail Server, and send mail to the userid and check
that the mail appears in the user’s Main mailbox.

7. If you are connected to the Internet, you can send mail to
imailtest@ipswitch.corto test mail service to remote systems.
We will reply to your mail. Or, send mail to a user on another
domain and ask them to reply.

When you are satisfied that the mail server works properly, you
can finish adding user mail accounts, add aliases, and add any
special processing such as delivery rules, vacation processing,
and a Finger PLAN. See Chapter 3 for information on complet-
ing these tasks.

IMail Server for Windows NT



Setting Up Multiple Domains (Virtual Hosts)

If you want to receive mail for more than one e—mail domain on the
same Windows NT system, you need to set up a virtual host for each
domain. For example, if your mail server provides mail service for
your local e—mail domaimmail.ipswitch.comand you also want it to
provide mail service for another e—mail domamail.acme.coqyou

need to create a virtual host foail.acme.com

There are two types of virtual hosts:

¢ Virtual hosts with IP Addresses

* Virtual hosts without IP addresses

Note:

Whether you use a virtual host with IP address or a
virtual host without IP address, you need to make the
proper DNS entries for your mail domain(s). See your
DNS documentation for information on creating these
entries.

Virtual Hosts with IP Addresses

This is usually the recommended way to set up virtual hosts, because
all of the capabilities of regular IMail Server hosts are available to
virtual hosts with IP addresses. The only limitations of virtual hosts
with IP addresses are:

e Each virtual host requires its own unique IP address.

* Requires the extra step of adding an IP address in the Windows
NT TCP/IP configuration in the Control Panel (Protocols—>TCP/
IP Advanced properties.

Note:

If you are using Windows NT 3.51, you can add up to
five IP addresses in the Network applet. If you need to
add more than five addresses, refer to the documentation
for the Windows NT 3.51 Resource Kit.
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Virtual Hosts without IP Addresses

Virtual hosts without IP addresses are easier to set up than those with
IP addresses. All you have to do is go into the IMail Server host con-
figuration dialog box and click on the Add button (see step 4 in the
following procedure). The IMail Server system will assign a virtual

IP address for the selected domain. You can then use an MX record in
your DNS to point the virtual domain to an actual IP address. There
are, however, several limitations of virtual hosts without IP addresses:

*  Some mail clients will not be able to connect to the virtual host
to read mail. This problem exists because some mail clients ei-
ther have length restrictions for userids, or they clip the userid at
the “@" sign. (So that IMail Server can tell which virtual host
the user is associated with, we require the entire “userid@host-
name.com” string when logging in to virtual hosts without IP
addresses.

e The LDAP, Whois, and Finger servers do not work with virtual
hosts without IP addresses.

¢ Remote management of lists does not work completely.

Virtual hosts without IP addresses are recommended when you have a
shortage of IP addresses, or when you want to forward all mail for a
domain to a user at another domain. As an example of the latter:

¢ Your primary domain is calledbracadabra.com

* You want all mail sent tmerlin.comto be forwarded to
info@abracadabra.com

« To accomplish this, set up a virtual host without an IP address for
merlin.comand do not create any userstioerlin.com

¢ Set up aobodyalias formerlin.compointing to a userid on
abracadabra.com

» All mail to any user aterlin.comwill be sent to the specified
user albracadabra.com
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To configure a virtual host:

1. Inthe Control Panel, double—click the IMail Server icon. The
IMail Server window appears.

2. Click theHostsbutton.

3. The Virtual Host Configuration dialog box appears.

Yirtual Host Configuration [ x|

Local Addresses

(fficial Host Mame

Default Max Malbox Size

e

Syirtuialll] Imail.acme.com

156.21.1.67 . Default Ma Messages
Aliazes IU_
Iacme.cnm

Single Message Max Size

e

b awimum User Caunt

s

Each virtual hozt must have a unique P address.
The first 5 of these are set in the Control Panel's
properties. $¥itual [Ps allow hosts without P Exit |

Add | Delete | addresses. Max sizes of 0 are unlimired.

Top Directory Name
|CAMAILacme

[=]

=

™ Use local NT User Database

Metwork applet, Select TCP/IP advanced

The Local Addresses list box shows all IP addresses set up in the
Windows NT TCP/IP properties as well as any virtual IP ad-
dresses assigned by the IMail Server.

4. Select the IP address for the virtual host (in the Local Addresses
list box) or click theAdd button to assign a new virtual IP ad-
dress to use for the new mail domain.

5. In the Official Host Name text box, enter the name of the mail
host.

The name you enter here will be used to address mail to the users
on the virtual host. For example, if you enteail.acme.conas

the mail host name, any users you add to the virtual host will
receive mail atiser_nhame@mail.acme.com
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6.

In the Aliases text box, specify alternate host names for which
you want the system to accept mail. For example, if your mail
hostname isnail.acme.comyou can set an alias aéme.conso
that the IMail Server will accept mail addressed to
fred@mail.acme.corand alsdred@acme.comMultiple aliases
are separated by a space.

In the Top Directory Name text box, enter the name of the direc-
tory where the user information (userids and passwords) for this
virtual host will be stored.

In most cases, you will want to use a different directory for each
virtual host that you create. It is possible for virtual hosts to share
a single directory but then users that have the same names will
actually share the same mailbox.

Select thdJse local NT User Databaséor this host option if

you want IMail Server to create user mail accounts for this host

by using the userids and passwords in the Windows NT User
Database. The mail accounts for these users are created as neces-
sary when a mail message for the user is received by the mail
server or when a user accesses the mailbox through a POP3 mail
client.

Do not select théJse local NT User Databaseption, if you

want userids and passwords for mail accounts to be separate
from userids and passwords for logging on to the Windows NT
system.

Enter the parameters for mailboxes and messages. These parame-
ters apply to all users on the virtual host. Enter zero for any of
these parameters to provide an unlimited size.

Default Max Mailbox Size

The default maximum size (in bytes) for each mailbox created in
a user’s mail account. If a mailbox exceeds the maximum, any
new mail for the mailbox is returned to the sender.

Default Max Messages

The default maximum number of messages (the total for all mail-
boxes created in the user’s mail account). If the maximum is ex-
ceeded, any new mail for the user is returned to the sender.
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10.

Single Message Max Size

The default maximum size (in bytes) for a single message sent to
the server. If a message exceeds the maximum, it is returned to
the sender.

Maximum User Count

The maximum number of users that can be registered for the do-
main. Enter O for an unlimited number of users. (Note that this
does not apply to virtual domains that use the NT user database.
The displayed counts of users for domains that use the NT user
database may not be correct).

Click Saveto save the new virtual host configuration. Cliekit
to close the Virtual Host Configuration window.

After you've created the virtual host, you need to add user mail
accounts. See Chapter 3 for information on creating and modify-
ing user mail accounts.

Setting Up IMail Server as a Mail Gateway for a
Proprietary Mail System

You can set up IMail Server to function as an SMTP mail gateway for
proprietary mail systems such as MS—Mail or CC:Mail.

Note that IMail Server for Windows NT works over TCP/IP and uses
the SMTP protocol. If your proprietary mail system does not run on
TCP/IP and use the SMTP protocol, IMail Server for Windows NT
will not work with your system directly. In this case, you'll need an
SMTP gateway for your proprietary system to translate your mail so
it will work over TCP/IP with the SMTP protocol.

IMail Server can function as the Internet mail gateway to proprietary
SMTP mail gateways or servers from any e—mail systems vendor. For
example, Microsoft's MS—Mail and IBM/Lotus’s CC:Mail SMTP
gateway products can both receive mail from the Internet and redis-
tribute it to MS—Mail or CC:Mail users.

Installing and Setting Up the Mail Server 41

IMail Server for Windows NT



42

Both products can also get mail from MS—Mail or CC:Mail users and
send it to the Internet. However, these systems sometimes need an
Internet mail gateway to translate between the Internet and their
SMTP mail gateways. IMail Server for Windows NT can function as
this mail gateway.

A common scenario for the mail gateway is to have all inbound mail
(from the Internet) sent to the IMail Server, then the IMail Server
forwards the mail to a different (the proprietary) SMTP mail gateway
or server. For outbound mail (to the Internet), the proprietary SMTP
mail gateway or server sends mail to the IMail Server, which then
forwards the mail to the Internet.

The following diagrams show some different scenarios for setting up
IMail Server for Windows NT with other SMTP servers.

IMail Your
<> Server ——»| SMIP
Server
IMail MS-Mail MS-Mail MS-Mail
Inteme! g Server [€¥| SMTP <€ Server €| Client
Gateway
Internet L y! IMalil CC:Mail CC:Mall CC:Mail
Server <P SMTP <> Server <> Client
Gateway
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Setting up a gateway for a single domain

The following example shows how you can set up IMail Server to
accept mail for a single domain (domainl.com) and forward all mail
for this domain to another SMTP server. Assume the following:

Your domain name domainl.com

Hostname of IMail Server system: my_imail_machine
IP address of IMail Server system: 156.21.50.10
Hostname of your SMTP server: your_SMTP_server
IP address of your SMTP server: 156.21.50.240

You can replace “your SMTP server” hostname and IP address with
your MS—Mail, or CC:Mail, or other SMTP gateway’s hostname and
IP address.

When Windows NT looks up a domain name, it first searches the
\winnt\system32\drivers\hodfike, then, if there is no matching do-
main name, Windows NT asks a Domain Name Server (DNS) for the
IP address for the domain name. So, in the DNS, you can point your
domain name to your IMail Server system:

domainl.com 156.21.50.10 (my_imail_system)
In thehostsfile point your domain name to your SMTP server:

156.21.50.240 domainl.com (your_SMTP_server)
Setting up a gateway for multiple domains

The following example shows how you would set up IMail Server to
accept mail for two domains. One mail domain will stay on the IMalil
Server system (domainl.com) and mail for the other mail domain will
be forwarded to another SMTP server. Assume the following:

Domain name for IMail Server domainl.com
Hostname of IMail Server system: my_imail_machine
IP address of IMail Server system: 156.21.50.10
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Domain name for your SMTP server  domain2.com
Hostname of your SMTP server: your_SMTP_server
IP address of your SMTP server: 156.21.50.240

You can replace “your SMTP server” hostname and IP address with
your MS—Mail, or CC:Mail, or other SMTP gateway’s hostname and
IP address.

When Windows NT looks up a domain name, it first searches the
\winnt\system32\drivers\hodite, then, if there is no matching do-
main name, Windows NT asks a Domain Name Server (DNS) for the
IP address for the domain name. So, in the DNS, you can set up the
domains as follows:

domainl.com 156.21.50.10 (my_imail_system)
domain2.com 156.21.50.10 (my_imail_system)

In thehostsfile point your domain name to your SMTP server:

156.21.50.10 domainl.com (my_imail_system)
156.21.50.240 domain2.com (your_smtp_server)

If you need to add more domains, you just need to decide which mail
server you want to receive the mail addressed to the domain. If you
set up a domain and you want the mail destination to be the IMalil
Server system, then add that domain to the DNShast¥file and

point it to the IP address of the Windows NT machine running the
IMail Server.

If you want mail for a domain to go through the IMail Server system
and then on to another SMTP server, add the domain to the DNS and
point it to the NT machine running the IMail Server. Then, add the
domain to thénostsfile and point it to the other SMTP server.
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Setting up a Dial-up Internet Connection

You can create a dial-up Internet connection from IMail Server for
Windows NT to your Internet Service Provider (ISP), allowing you to
receive mail from an account with your ISP.

IMail Server for Windows NT does not perform any dial-up func-
tions or spawn off any dialing commands. To start your RAS/PPP
connection to your ISP, you need to either use a scheduling program
or manually start the connection.

IMail Server for Windows NT uses the TCP/IP transport on Windows
NT; it does not configure Windows NT’'s TCP/IP transport. If you
need to set up your RAS/PPP connection, refer to your Windows NT
Online Help.

Receiving Mail From an Internet Service Provider

IMail Server for Windows NT was designed to work on a 7—day, 24—
hour Internet connection, but you can also set up IMail Server to sup-
port dial-up connections.

When using a dial-up connection, your inbound mail from the Inter-
net has to be stored somewhere on the Internet. Usually, your ISP
does this for you. Your ISP can store your mail in several ways.

Three of the more popular ways that ISP’s store mail for users are:

e Method 1: The ISP sets up individual mail accounts on the ISP
machines. This method can include using the popular POP3 mail
protocol to read or retrieve your mail, or some other means. With
this method, each user has to dial up to the ISP and either read or
download their individual mail.

e Method 2: The ISP sets up individual mail accounts on the ISP
machines, but the ISP forwards all the mail for your users to your
mail server when your dial-up connection is up. This method
uses the ISP’s Internet domain name.
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* Method 3: You have a registered Internet domain of your own,
and you register your domain to point to the ISP machine. Your
ISP stores your incoming mail and forwards it to your mail serv-
er when your dial-up connection is up.

To register your own domain, contact your ISP. In most cases, they
will do all the work for you. All you have to do is come up with a
name!

If you use Method 1, then in order to use IMail Server for Windows
NT, you will have to change to either Method 2 or 3 to receive mail
from your ISP. IMail Server for Windows NT cannot log into indi-
vidual mail accounts on your ISP mail server, retrieve the mail and
then parse the mail correctly. An Internet standard for this does not
exist.

Setting Up the Server for Dial-up Access

Setting up the IMail Server for Windows NT when using a dial-up
connection is the same for both methods 2 and 3. Use the following
procedure to set up your IMail server machine:

1. Create mail accounts for users on the IMail Server for Windows
NT machine by using the IMail User Manager. See the IMalil
User Manager section in Chapter 3.

Note that if you are using Method 2, you need to make sure that
the users’ names are the same on both the ISP’s machine and
your IMail Server for Windows NT machine.

2. You then need to inform Windows NT about your e—mail domain
name.

When Windows NT looks up a domain name, it first searches the
\WINNT35\SYSTEM32\DRIVERS\HOSTS file, then, if there is
no matching domain name, Windows NT asks a Domain Name
Server (DNS) for the IP address for the domain name.
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This creates a problem, as your Windows NT machine has a dif-
ferent IP address than your ISP’s machine. When IMail Server
for Windows NT looks at the incoming mail, it will look up the
domain name to which the e—mail is addressed. If the domain
name points to your ISP’s machine (your ISP’s IP address), then
IMail Server for Windows NT will send the mail back to your
ISP’s machine (which it thinks is correct). Mail will be bounced
back and forth until one of the machines sends the mail message
back to the original sender.

To avoid this problem, set up the domain as a virtual host, then
add the domain name to which your incoming mail is addressed
(either your ISP’s if Method 2 ,or your own if Method 3) to the
Aliases text box in the Virtual Host Configuration dialog box,

and make this domain name point to your NT machine’s IP num-
ber.

For example, if you are using Method 2, and the machines in-
volved have the following addresses and names:

ISP’s IP address: 156.21.50.1
ISP’s domain name: isp_are_us.com
Windows NT IP address: 156.21.50.240
Windows NT Name: my_nt_machine

you would make the following entries in the \WINNT\SYS-
TEM32\DRIVERS\HOSTS file:

156.21.50.240 my_nt_machine
156.21.50.240 isp_domain_name.com

You can have multiple names pointing to the same IP address.
This also helps if your machine is receiving mail for multiple
domains. Just place each domain name in the hosts file pointing
to your NT machine’s IP address.

Installing and Setting Up the Mail Server 47

IMail Server for Windows NT



48

User’s Guide

If you are using Method 3, and the machines involved have the
following addresses and names:

ISP’s IP address: 156.21.50.1
Your Domain Name: my_domain_name.com
IP address for

my_domain_name.com: 156.21.50.1
Windows NT Name: my_nt_machine
Windows NT IP address: 156.21.50.240

you would make the following entries in the \WINNT\SY S-
TEM32\DRIVERS\HOSTS file:

156.21.50.240 my_nt_machine
156.21.50.240 my_domain_name.com

Unless you plan on maintaining a 24—hour/7—day dial-up Inter-

net connection, you need to have your ISP spool all the mail for

your company. Then, have your ISP set up their mail machine to
try periodically sending mail to the IMail Server for Windows

NT system.

How often the ISP attempts to send mail to your server will de-
pend on how often your dial-up connection is up. You need to
consider several factors in determining queue times. The first
factor is the most important.

— How long will your dial-up connection last (10, 20, 30 min-
utes)?

— How often will your ISP’s machine try to send the spooled
mail to your NT machine?

— How often will your NT machine try to send mail to the In-
ternet?

— How much mail will you receive and send when you make
your dial-up connection?

For example, if the connection time will be 20 minutes, and you
will have relatively light traffic (50 received and 50 sent) and
relatively short messages (no attachments, or large files), you
could set up the queue times as follows:

Connection Time: 20
ISP Queue Time: 15
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IMail Queue Time: 15
Email Quantity: 50 received/50 sent (short messages)

In this example, the Connection Time is the amount of time your
IMail server is connected to the ISP’s machine. The ISP Queue
Time determines how often the ISP mail machine tries to send
mail to the IMail. The IMail Queue Time determines how often
the IMail server tries to send mail to the ISP or Internet.

To ensure that you send and receive all your mail, regardless of
the connection time, make the queue times less than the connec-
tion time. If you expect to receive or send greater numbers of
messages, or more lengthy mail than in the example, you should
either increase the connection time, or decrease both queue
times.

Remember that IMail Server for NT does not do scheduling. You
need to obtain a scheduler to have the connection automatically dial,
connect, and disconnect.

IMail Services

Configuration of the various services is performed through a Win-
dows NT Control Panel application. After installation, a new icon
called “IMail Server” appears in the Control Panel.
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Click thelMail Server icon. The Status properties appear.

Finger | Password I Log Server I I oritor I Muatifications I wieb I Hueue I
Status | Glebal | SMTP | SMTP Securie | POPS | IMAP4 | LDAP | twheis
SMTP Service running
FOP2 Service running
[EFA=F] Service running
LD&P Service running
wihaiz Service stopped
Finger Service stopped
Password Service running
Log Server Service running
M onitor Service running
Copyright € 1334-1937, |pawitch. Ine.
Ok | Cancel | Lpply | Help |

Current status of each of the servers is displayed. Chapters 5 through
13 describe the configuration options available for each of these
servers.

IMail Services — Global

You can click theSlobal tab to show the directory structure for the
services. You cannot change the directory entries.

Finger | Password I Log Server I b oritor I Matifications I wieh I Queus I
Status  Global | SMTP | SMTP Securiw | POP3 | 1M&P4 | LDAP | twheis

Wiew/Edit mail zervice zettings

Syztem Directorie
Top  [Coimall

CFG  [CiMAlLNcig
Spool  [CruMAILYspool

Users IC:\IMAIL\userS

Log
Server I1 27.0.0.1

Timezone IE STEEDT
Wirtual Host Adrmin |

Copyright € 1334-1937, |pawitch. Ine.

Ok I Cancel | Lpply | Help |
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In the Log Server text box, you can enter an IP address to which any
of the IMail services set up to use the log server will send messages.

In the Timezone text box, you can enter your local time zone.

Click theVirtual Host Admin button to display the Virtual Host
Configuration dialog box. The section “Setting Up Multiple
Domains” in this chapter describes how to add, modify, or delete a
virtual host (mail domain).

IMail Services — Log Server

You can click thd_og Servertab to display the log files in the IMalil
spool directory. Log files are named with the fortogt MMD Xt
whereMMs the month an®Dis the date.

Status | Global | SMTP | SMTF Secwity | FOP3 | IM&P4 | LD&FP | whois |

Finger I Password Log Server bl oribor I Motifications I “web I Qusue
Control Spstemn Logger Service
LCurrent log Wi |
Ezisting Logs
1978683 .
19708684 .
W2978515. “iew Log |
W29768512_.1o0g 21438
W297685268.10g 5250 Delete L
W2978521.10g 2313 —Ieee =2
W2978523.10g 19719 Lot
W20F70O528 1nn 123271 LI
Service running Stop zervice |
Copyright € 1994-1997, |pswitch, Inc.

Ok I Cancel I Aapli I Help I

The Current log box shows the currently active log file. Clickw
next to this box to view the file in the Windows Notepad.

The Existing Logs box lists recent log files. You can select a log file
in the list and clickv/iew to open it in the Windows Notepad. To de-
lete a log file, select it and clidBelete
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IMail Services — Queue

You can click theQueuetab to display the files in the outbound mail
queue.

Each of the messages waiting to be delivered will have a file. These
are listed in the Filename listbox. Selecting one of these files will
display information about that message. You can then remove (delete)
the message from the outbound queue or force delivery of one or all
of the messages. Note that you cannot modify any of the displayed
information.
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]
3. Creating and Maintaining Mail Accounts

IMail Server for Windows NT provides two interfaces that system
administrators can use to create and maintain user mail accounts:

« IMail User Manager — provides all user and alias administration
functions. The IMail User Manager is described in this chapter.

¢ IMail Administrator — provides a Windows Explorer—type tree
view interface to the user and alias administration functions. This
utility provides all of the functionality of the IMail User Manag-
er plus mailbox management functions for maintaining mail-
boxes created on the server system for mail clients. Chapter 4
describes how to use the IMail User Administration utility.

You can use either one or both of these interfaces to add, modify, and
delete users and aliases. A command line progaddyser.exes
available for adding and deleting users from the command line.

A companion program, the IMail User Utility (IMUTIL) lets users
modify their mail accounts from a remote system.

In addition, both the system administrator and users can have remote
access to the mail account functions by using the IMail Remote Ad-
ministration Utility or the Web Remote Administration utility.

This chapter describes how to use these utilities to create and main-
tain user mail accounts.

IMail User Manager

The IMail User Manager (REGIST32) lets the system administrator
perform the following:

e Add, delete, and modify users
e Add, delete, or modify system aliases

e Change passwords
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e Change user information in LDAP directory

e Change inbound mail processing rules for users

e Set up vacation processing

e Set up mail forwarding

e Update the user’s PLAN file that is distributed by Finger

« Setup an automated response

The companion program, IMail User Utility (IMUTIL), is designed to
be distributed to users to allow them to modify their mail accounts
from their own system. See the IMail User Utility section in this
chapter for more information.

IMail User Manager — Main Screen

To start the IMail User Manager, do one of the following:

¢ From the Start menu, select Programs—>IMail—>IMail User
Manager.

* Run the REGIST32.EXE program.

If you have set up more than one mail domain, the Select Virtual Host
dialog box appears. (For information on setting up virtual hosts, see
“Setting Up Multiple Domains” in Chapter 2.) Select the host and
click OK.

The User Registration window appears. This window shows all regis-
tered IMail users. You (the system administrator) can add new users,
modify user properties, and delete users.
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User Registration

Fle Wiew Help
Host I mailsery ipswitch, com j

Mew.., | Modify...l Delete...l sere | Aliazes |j Exit I
arnie Amnold Zitfel
ethel Ethel Mertz
fred Fred Farkle

root System Administrator

(If you click on the Aliases button, the window shows all registered
system aliases. You can add new aliases, modify alias properties, and
delete aliases.)

The sections that follow describe how to perform these functions.

Adding, Modifying, and Deleting User Mail
Accounts

You can add, modify, and delete user mail accounts by using the
IMail User Manager.

Note:

When you first install IMail Server, or when you create a
virtual host, you can select to use the Windows NT User
Database to generate user mail accounts. See Chapter 2
for more information.

Adding a User Mail Account

For an initial installation of IMail Server for Windows NT, you need

to add the user mail accounts for your domain. (If you set up virtual
hosts, you need to add users for each host.) After the initial installa-
tion, you may need to add, modify, or delete user mail accounts when
changes are made on your network.
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To add users using the IMail User Manager:

1. Start the IMail User Manager.
If you have created virtual hosts, you are prompted to select the
Host (domain) to which you want to add user(s). Select a host
and clickOK .

The User Registration window appears.

2. Click theNew button. The New User dialog box appears.

New User I
Enter nesw userid: i |
Im Cancel |

Uszerids are limited to 30 characters and must be
created from the character zet of digits and letters. |t
cannot contain spaces. Userids must be unique
within the spatemn.

Enter a userid. A userid is limited to 30 characters and must be
created from the character set of digits and letters. The userid can
contain dashes. It cannot contain spaces. The userid must be
unique within the system.

When sending mail to a userid, a mailbox name can be appended
to the userid by using a dash. The mailbox name cannot contain
dashes. If a userid contains a dash, IMail Server will check to see
if it is a valid userid. If it is not a userid, the characters following
the dash are read as a mailbox name.

Note:

You can change the character used to delimit the mail-
box name in a userid. In the Windows NT registry, add a
GLOBAL IMail key of “MailBoxSplitChar” and specify
the new character as the first character of the string
value.
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3. Enter a user name (this will be the userid for the mail account)
and clickOK. The User Properties dialog box appears.

Flan | Bules |Eacation| lnfoMgrl Eancell QK. I

UserlD: _— Atribs | j

Full Mame: Arnold Ziffel
E;:[ctoly: IE:'\I MalLhmailzerv U sersharnie

Pazzword: I’“‘"***

LCanfirm l—
Password:

Fonwmard: I

tdax b ailbox Size: ID Current gize: ID
Max Meszages: ID Current mzgs: ID

I User Cannot Change Password W Allow 'Web Sccess
™ POP3 Access Disabled ™ Host Administrator
I Dizable Finger and Whais Info ™ IMail System Administrator

The User Properties dialog box lets you modify a users name,
their user directory, password, vacation file, plan file, mail deliv-
ery rules, automated response, and set options for the account.
You can also modify a user’s LDAP directory information (such
as organization name, telephone number).

4. In the Full Name text box, enter the user’s full name.

5. The User Directory text box shows the directory where the user
account information is stored. You cannot edit this field.

6. Inthe Password text box, enter a password for the user.

Confirm the password you entered by entering it again in the
Confirm Password text box

7. Optionally, in the Forward text box, enter a different userid to
which all of this user’s mail will be sent. See “Setting Up Malil
Forwarding” in this chapter for more information.
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8. Enter any of the following options:

Max Mailbox Size

The maximum size (in bytes) for each mailbox created in the
user’s mail account. If a mailbox exceeds the maximum, any new
mail for the mailbox is returned to the sender. Enter O to use the
Host default value (entered in the Virtual Host Configuration
dialog box).

Max Messages

The maximum number of messages (the total for all mailboxes
created in the user’s mail account). If the maximum is exceeded,
any new mail for the user is returned to the sender. Enter O to use
the Host default value (entered in the Virtual Host Configuration
dialog box).

Current Size
The current size (in bytes) of thdain mailbox.
Current Msgs

The current total of all messages in Main mailbox in the
user’s account.

User Cannot Change Password

This option controls whether or not the user can change their
password remotely by using the IMail User Utility or the Web
Remote Administration utility.

POP3 Access Disabled

Prohibit the user from accessing the account remotely through
POP3 or IMAPA4. Lets the system administrator disable the ac-
count without changing the user’s password or removing them
from the system.

Disable Finger Info and Whois Info

Allows you to disable the distribution of any information about
this user through Finger if you have the Finger server running
and through Whois if you have the Whois server running.

Allow Web Access

Allows this user access to their account via the Web Remote
Administration utility (provided the utility is configured) and the
Web Messaging option.
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10.

Host Administrator

Allows this user to add, modify, or delete users in their current
domain by using IRADMEN or the Web Remote Administration
utility. To use the Web utilityAllow Web Accessmust also be
selected.

IMail System Administrator

Allows this user to use all services configuration provided by the
IRADMEN or Web Remote Administration utilities. To use the
Web utility, Allow Web Accessmust also be selected.

Optionally, set up any special processing for this user, such as
delivery rules, a vacation message, a Finger Plan file, an auto-
mated response, or enter LDAP attribute information. See the
following sections for information on setting up these options.

ClickOK to add the user. The userid is added to the list of regis-
tered users.

Any users you have added can now receive mail through IMail
Server for Windows NT at the specified host (domain name). For
example, if you added the usanieto the virtual host for the
domainipswitch.comthe user can now receive mail addressed to
arnie@ipswitch.com

Modifying a User Mail Account

To modify a user mail account:

1.

2.

4.

Select the user name from the list of users.

Click theModify button. The User Properties dialog box
appears.

Make any change to the User Properties, Vacation Processing,
Rules Processing, Finger Plan, Forwarding, Information Manag-
er, or Attributes. See the description of User Properties in “Ad-
ding User Mail Accounts” and the following sections on other
mail options.

Click OK to apply the changes.
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You can also click thiModify button when no user is selected and
you will be prompted for the userid of the user that you want to
modify. You can also modify a user’s properties by double—clicking
on the user name in the list.

Deleting a User Mail Account

To delete a user mail account:
1. Select the user name from the list of users.
2. Click theDeletebutton.

A dialog box asks if you want to delete the user account and all
subdirectories and files.

3. ClickYesto delete the user mail account and all related files (all
of this user’s mail will be deleted). Clid¢ko to delete just the
user mail account but retain the subdirectories and files.

You can also click thBeletebutton when no user is selected and you
will be prompted for the userid of the user that you want to delete.
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Adding and Deleting Users with the Command
Line Program

You can also use the command line progradduser.exeto add and
delete users. To view the syntax for the command line program, type
eitheradduser oradduser/?  atthe DOS prompt. This com-
mand returns the following:

adduser —u userid
[-h hostname]
[-n "full name”]
[-p password]

—u userid is the IMail user name (e.g. Maggie)

—h hostname is the name of the virtual host (e.g. mail.acme.com)
—n “full name” is the user’s full name (e.g. Margaret Smith)
—p password is the user’s password (e.g. magmail)

—k userid is the userid of a user account to be deleted
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Theaddusemprogram can be used from the command line, in a batch
file, or in a script file.

Adding, Modifying, and Deleting Aliases

IMail Server for Windows NT supports three types of aliases:

Standard aliases that point to a mail address on the local system,
a remote system, or another alias.

List aliases that point to a file containing a list of mail addresses.
This is not an automated mailing list such as those that can be set
up with the List server. It is a simple distribution list with no au-
tomated subscribe, unsubscribe, or digest functions.

Program aliases that point to an executable program on the host
system.

Adding an Alias

To add an alias:

1.

In the IMail User Manager, click thiidiasesbutton. All regis-
tered aliases are displayed in the window.

If you are installing IMail Server for Windows NT for the first
time, you will see only the postmaster=root alias, which was set
up automatically. To comply with the Internet mail RFC specifi-
cation, you need a postmaster alias so Internet mail users can
send mail to postmaster@your_domain_name. You can change
the postmaster alias to point to a different mail account.
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User Registration
File Wiew Help

Host Imai\sew.ipswitch.com j

Modif_l,l...l Dielete... Userz | filizes |j Exit |

marketing=peter,mary,ulf@acme.com,therese,jose,alice@acme.com
newaccounts=martha
postmaster=root

2. Click theNew button.

The New Alias dialog box appears.

Mew Alias [ <]
Enter new alios name 7
Imarketing Cancel I

Alias Type
|V i Standard 0 List " Program
Alias names are limited to 45 characters and must be
created from the character set of &2, a2, 09, _ - It
cannol contain spaces. Aliazes must be unique within
the system but can overnide a userid.

3. Enter a name for the alias.

Alias names are limited to 45 characters and must be created
from the character set of A—Z, a—z, 0-9, _ (underline), and — (hy-
phen). The name cannot contain spaces and must be unique with-
in the system. An alias name can be the same as a userid on the
system and will override that userid (allowing mail to be for-
warded in a manner that the user cannot override).

4. Select the type of Alias to add and cleK.

The Alias Properties dialog box appears. The information you
enter in this dialog box is different depending on the type of alias
you selected.
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Standard Aliases

A standard alias can point to a single userid on the same system,
multiple userids on the same system, a remote mail address, mul-
tiple mail addresses, another alias, or any combination of the
same. In the Alias Properties dialog box, you should place one
complete mail address per line (ho spaces), as shown below. If
you create an alias that is longer than is allowed, the alias will be
converted to a list alias.

Aliaz Properties

_?I Cancel I ak I

Alias: marketing

peter ;I
mary

ulfEacrme. com

therese

joze

alice@acme. com

Ly o

Standard Alias

List Aliases

A list alias points to a file that contains a list of valid mail ad-
dresses, one per line. The dialog box allows you to define the
location of the list by manually typing the name of the file or
through the use of the browse button.

List aliases are affected by two SMTP Security settings (Set-
tings—>Control Panel—>IMail Server—>SMTP Security): Ahe
low remote mail to local listsandAllow remote view of local
lists options. See Chapter 5 for more information.

Program Aliases

A program alias points to a program that can accept the mail
message for further processing. The message is passed to the
program by passing the full pathname of a temporary file as the
last argument on the command line when the program is in-
voked. Other required command line parameters can be placed in
the edit box that defines the program to execute.
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5. After entering the alias properties, clioK to add the alias. The
new alias is added to the list of registered aliases.

Modifying an Alias
To modify an alias:
1. Select the alias from the list of aliases.

2. Click theModify button. The Alias Properties dialog box ap-
pears.

3. Make any changes to the properties associated with the alias.
4. Click OK to apply the changes.

You can also click thiModify button when no alias is selected and
you will be prompted for the alias that you want to modify. You can
also modify an alias by double—clicking on the alias in the list.

Deleting an Alias

To delete an alias:

1. Select the alias from the list of aliases.
2. Click theDeletebutton.

3. ClickOK to apply the change.

You can also click th®eletebutton when no alias is selected and
you will be prompted for the alias that you want to delete.

Setting Up Mail Forwarding

You can have IMail Server for Windows NT automatically forward a
user’s mail to another account or system.

To set up mail forwarding for a user:

1. Inthe User Properties dialog box, enter a complete mail address
in the Forward text box.
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The address that you enter in this text box must be a complete
mail address that is valid from the IMail Server for Windows NT
host system.

If you want to send the user’s mail to a different user on the same
host, you can enter the simple userid. If you want to send the
user’s mail to a different system, you must enter a complete mail
address including the userid and the full domain name, for exam-
ple: (userid@host.domain)

To leave a copy in the user’s mailbox and forward a copy to
another user, enter the address using the following format:

.,userid@host.domain

To forward to multiple users, separate each mail address with a
comma.

You can also access the same mail forwarding function through
the vacation feature.

2. Click OK to apply the change.

To turn mail forwarding off, make sure the text box is empty and
click OK.

Setting Up Delivery Rules

You can create delivery rules to direct incoming mail to different
mailboxes based on the contents of the From:, Subject:, and Sender:
fields in the message header. The rules effect only incoming mail sent
to the user’dMain mailbox.

When you add delivery rules, IMail createsibes.imafile in the

user’s home directory on the IMail Server for Windows NT host sys-
tem. This file is read top down until a match is found. fithes.ima

file is a text file that can be copied to any user’'s home directory.

To create a delivery rule:

1. Inthe User Properties dialog box, clkRkles The Mail Deliv-
ery Rules dialog box appears.
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Mail Delivery Rules [rules.ima) | %]
ad | e | 2] Cancel |[ ok |

Send mail that

[ S=eb
F~tredimportant

% containg  doesn't contain
[Redson st
in the header ¥ Match Case
H  From C 1o
€ Subjec!
' Cender
to the maibox

Isports

D

2. Click theAdd button.

3. Select th&ontains option to apply the rule to messages that
contain the search string, or selBcesn’t Containto apply the
rule to those that do not contain the search string.

4. Enter a search string in the text box belowGbatains option.

Optionally, select th&latch Caseoption. When this option is
enabled, the search string must match the find string in both up-
per and lower case.

5. Select the header field (From, Subject, Sender) that you want to
search.

6. Enter the name of the mailbox to which you want to route the
messages that meet the rule criteria.

7. Click OK to save the rule.

The list box shows the new rule, along with any other rules you
have created. See the “Rule Syntax” section below for informa-
tion on the syntax used to define rules.

To delete a rule:
1. Inthe list box, select the rule you want to delete.

2. Click theDeletebutton.

66 User’s Guide
IMail Server for Windows NT




Rule Syntax

The syntax used to define rules in thies.imafile specifies the

search type, the search string, and the destination mailbox. When you
create a rule in the Mail Delivery Rules dialog box, it is entered in the
rules.imafile in this format. You can use the following rules for pro-
cessing mail:

F=string : mailbox (Case sensitive match in From: header)
F~string : mailbox (Case insensitive match in From: header)
S=string : mailbox (Case sensitive match in Subject: header)
S~string : mailbox (Case insensitive match in Subject: header)
N=string : mailbox (Case sensitive match in Sender: header)
N~string : mailbox (Case insensitive match in Sender: header)

wherestring is the search string amaiailboxis the destination mail-
box.

Example rules.ima file:

F=ipswitch:internal (send mail from ipswitch to mailbox "internal”)
N~53list:53list (send mail from 53listserver to mailbox "53list”)
S~ftp:ftp (send mail with ftp in subject to "ftp” mailbox)
S~mail:mail (send mail with mail in subject to "mail” mailbox)

Setting Up a Vacation Message

You can create wacation.imdfile in the user’s home directory on the
IMail Server for Windows NT host system that will be mailed once to
each user that sends mail to the user.

To create a vacation message:

1. Inthe User Properties dialog box, clié&cation. The Vacation
Message dialog box appears.
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Yacation Message [vacation.ima)

¥ Enable vacation ¥ Delete ald recipients ﬂ Cancel |

‘while on wacation, farward mail to I

Hella. Thiz iz an automated responize. | will be on vacation through July 10, ;I

Please send any inquines to fred@mailsery. ipswitch.com or call the help
Idesk at [B17) 555-uwuw.

o o

Enter the message that you want to send as a reply to mail while
you (the user) are away.

When the vacation message is sent, IMail Server for Windows
NT lists the e—-mail address of the recipient inwaeation.snt

file. The presence of the address in this file is what stops the
sender from receiving a second message.

Select thé&nable Vacationoption.

When the you (the user) returns from vacation, you can disable
the vacation message by making sureihable Vacationop-
tion is not checked.

Optionally, select thBelete old recipientsoption. IMail Server
maintains a file\facation.sntthat lists users to whom the vaca-
tion message has been sent. If you do not select this option, the
vacation message will not be sent to any users inabation.snt
file. If you select the option, thecation.snfile is deleted when
you click OK, thus deleting the list of old recipients.

Optionally, enter a mail address to which IMail will forward your
mail while you are away.

The address that you enter in this text box must be a complete
mail address that is valid from the IMail Server for Windows NT
host system. If you want to send the user’s mail to a different
user on the same host, you can enter the simple userid.
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If you want to send the user’s mail to a different system, you
must enter a complete mail address including the userid and the
full domain name, for example: (userid@host.domain)

To leave a copy in the user’s mailbox and forward a copy to
another user, enter the address using the following format:

., userid@host.domain

To forward to multiple users, separate each mail address with a
comma.

6. ClickOK.

When the vacation message is sent, IMail Server for Windows NT
lists the e—mail address of the recipient invtheation.snfile. The
presence of the address in this file is what stops the sender from re-
ceiving a second message.

Setting Up a Finger Plan

You can create plan.imafile in the user’s home directory on the

IMail Server for Windows NT host system to provide Finger informa-
tion. The contents of the file are returned to Finger requests from oth-
er hosts, provided the system administrator enables Finger and allows
the users plan to be presented. The Plan contents are displayed in
addition to the login username of the user, login times, and other in-
formation displayed by the Finger server.

The system administrator can disable the transmission of any in-
formation about any user through the Finger protocol by checking the
Disable Finger Info option in the User Properties dialog box.

To create or modify a Finger Plan:

1. Inthe User Properties dialog box, clielan. The Finger dialog
box appears.

2. Enter any information you desire to make publicly available to
Finger clients.

3. Click OK.
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Setting Up an Automated Response with the Info
Manager

The Info Manager feature lets you set up an automated e—mail in-
formation system. When mail is received for a user that has enabled
the Info Manager, a prepared message is sent back to the sender.

The Info Manager lets you set up subcategories of a particular user
account and enter an automated response specific to each category.
For example, you may want to set upifo user account for your
organization. When someone sends mail tartfeeaccount, the sys-

tem can return a response that describes the subcategorieséd the
account in which they can obtain further information. They could

then send a messagenfo—salesand receive back a different mes-
sage related to sales, orindo—classesnd receive back a message
about classes you offer. There is no limit to the number of subcatego-
ries that you can set up in the Info Manager.

To create an automated response for a mail account:

1. Inthe User Properties dialog box, click théo Mgr button. The
Info Manager dialog box appears.

Info Manager [zales]
Wiew Hecipients | ﬂ Exit |
Sub Area Isales j

V¥ Enable info manager for thiz sub area

After responding, fonward mail to I

Thank you for your interest in |pswitch's intermetworking products. ;I

To receive information about our WhatsUp network, monitoring tool, send
mail bo: - sales-whatzup@Emailsery. ipswitch. com

To receive information about our 'WS_FTP Pra file transfer program, zend
mail to: zales-waitplEimailzer.ipswitch.cam

Toreceive information about our IMail 5erver for Windows NT Intermet mail
program, send mail to; sales-imail@mailsers. ipswitchl com

o o

2. Create a new subarea or select an existing subarea to which the
response message will apply.
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The default subareaisain The message you enter for this area
will be returned to users’ who send mail to the account but do not
specify a mailbox. For example, if a user sends mail to info@ips-
witch.com, they will receive the response entered fontaim
subcategory. If a user sends mail to the info—sales@ipswitch.com
mailbox, they will receive the response entered fostiessub-
category of thénfo mail account.

3. Enter the message to be returned to all users who send mail to
this subarea.

The first line of the body of the message is used as the subject
line for the automated response. It must be less than 80 charac-
ters long.

The response message is contained istiheategory.infile in
the user’s mail directory.

4. Select th&nable info manager for this subareaoption.

To disable the automated response, make suiferthiele info
manager for this subareaoption is not checked.

5. Optionally, enter a mail address to which IMail will forward mail
sent to the subarea (in addition to sending the response to the
sender).

The address that you enter in this text box must be a complete
mail address that is valid from the IMail Server for Windows NT
host system. If you want to send the user’s mail to a different
user on the same host, you can enter the simple userid. If you
want to send the user’s mail to a different system, you must enter
a complete mail address including the userid and the full domain
name, for example: (userid@host.domain)

6. Click Saveto save the message and enable the Info Manager.

When a user sends mail to a mail account with Info Manager enabled,
the user’s mail address is listed in thicategory.srile in the mail
directory. To view this file, click th¥iew Recipientsbutton.

Info Manager messages are not returned if the original message con-
tains the Precedence: bulk header or contains listserv in the mail ad-
dress.
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It is recommended that you do not send mail from an account for
which the Info Manager is enabled because the recipient of the mes-
sage will receive an automated response if they reply.

You can use the Info Manager and Bwesfeatures together. You

can use the rules processing feature to search incoming messages for
a string and route the mail to a mail account for which you have set

up an automated response.

The Info Manager is checked after the Rules Manager and before the
Vacation Manager.
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Entering LDAP Directory Information (Attributes)

You can add attribute information to the user’s account record for
publishing via the LDAP server. IMail Server provides an LDAP in-
terface to the IMail user database. The IMail user database is ex-
tended to include standard LDAP attributes (such as name, address,
organization name, phone number). These attributes are made avail-
able (through the LDAP server) to any LDAP—enabled client. See
Chapter 8 for more information on the LDAP server and LDAP data.

To enter LDAP information for a user:

1. Inthe User Properties dialog box, click titribs button. The
User Attributes dialog box appears.

Uszer Attributes E3
Cancel I Ok I
IE”QU'Plit Select an attribute to change or
- enter a new attribute.
City
Country
Clrganization
Postal IMarketing
State
Streetdddr Set
Surtame
Telephone
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2. Select an attribute from the list or define a new attribute by enter-
ing it in the text box at the top of the list.

The list contains the most common attributes used in an LDAP
entry. Other attributes can be defined by the system administrator
or the user.

The text box at the top of the list shows the currently selected
attribute. The text box to the right of the list shows the entry for
the currently selected attribute.

3. Enter or modify the entry for the selected attribute, and then click
the Setbutton to save the change.

4. Select or enter another attribute to change.

5.  When you have finished making entries, cliK.

IMail User Utility

The IMail User Utility (IMUTIL) is designed to be used only with the
IMail Server for Windows NT. Any valid licensee of IMail Server for
Windows NT is authorized to make an unlimited number of copies of
IMUTIL for use with IMail Server for Windows NT.

The IMail User Utility lets users change their password, change in-
bound mail processing rules, set up vacation processing, set up malil
forwarding, and update their PLAN file that is distributed by Finger.
The IMUTIL (imutil.exg program is designed to be distributed to any
users, regardless of client.

The utilities in the IMail User Utility match those in the IMail User
Manager (REGIST32) with a few exceptions. A user cannot change
their name, userid or other user properties. They can change their
password and enable mail forwarding.

IMUTIL is a 16—bit application and can be used on the Windows NT
host, as well as on any Winsock 1.1 compliant network stack.

System administrators who want to limit these functions can elect not
to distribute the IMUTIL program.
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IMail User Utility — Logging On

To start the IMail User Utility, do one of the following:

¢ Inthe IMail Server for Windows NT program group, click the
IMail User Utility icon.

¢ Run theimutil.exeprogram.

The Login dialog box appears.

When you enter your profile/userid name and press TAB, the remain-
der of the dialog box will fill in from the last use. Multiple profile/us-
erids may exist on a system. The information used to maintain this is
found in themail.ini file in the Windows directory.

To use the IMail User Utility on the same system that contains the
POP server, you will need to use a host name of 127.0.0.1.

The password is saved in thei file provided that, in the User sec-
tion of the.ini file, the parameter OPT_SAVEPWD is set equal to 1.
Note that the password is saved in plain text if this option is set!

IMail User Utility — Main Screen

The main screen of IMail User Utility has a menu bar, a button bar,
and a conversation window. You can access functions by either se-
lecting from the menu or by clicking the buttons. The conversation
window, below the button bar, displays a record of the “conversa-
tion,” or communications, with the server. This provides feedback to
the user on the success of a function. (Note that a special mailbox
called IMUTIL is used to access the remote functions of IMail Server
for Windows NT.)

IMail User Utility — Changing Your Password

You can change your password on the remote host (if the administra-
tor allows) by selecting Change Password from the File menu, or by
clicking the ChgPass button. You must enter your old password
again, and then enter the desired new password twice. Note that a
password can be from 4 to 30 characters and cannot contain a space,
hyphen, or equal sign.
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IMail User Utility — Forwarding Mail

You can cause IMail Server for Windows NT to automatically for-
ward your mail to another account or system by selecting Forwarding
from the File menu, or by clicking tl&rward button.

The address that you enter in the Forwarding field must be a com-
plete mail address that is valid from the IMail Server for Windows
NT host system. If you want to send your malil to a different user on
the same host, you only have to enter the simple userid. If you want
to send your mail to a different system, you must enter a complete
mail address including the userid and the full domain naser(
id@host.domain

To leave a copy in the user’s mailbox and forward a copy to
another user, enter the address using the following format:

., userid@host.domain

To forward to multiple users, separate each mail address with a
comma.

You can also access the same mail forwarding function through the
vacation feature. To turn mail forwarding off, ensure the edit box is
empty and cliclOK.

IMail User Utility — Delivery Rules

You can create a RULES.IMA file in your home directory on the
IMail Server for Windows NT host system to perform rules—based
processing on incoming mail. This file is read top down until a match
is found when the destination mailbox is MAIN. You can use this file
to direct mail to different mailboxes based on the contents of the
From, Subject, Sender, and To headers.

You can use the following rules for processing mail:

F=string:mailbox (Case sensitive match in From: header)
F~string:mailbox (Case insensitive match in From: header)
S=string:mailbox (Case sensitive match in Subject: header)
S~string:mailbox (Case insensitive match in Subject: header)
N=string:mailbox (Case sensitive match in Sender: header)
N~string:mailbox (Case insensitive match in Sender: header)
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Example RULES.IMA:

F=ipswitch:internal (send mail from ipswitch to mailbox "internal”)
N~53list:53list (send mail from 53listserver to mailbox "53list")
S~ftp:ftp (send mail with ftp in subject to "ftp” mailbox)
S~mail:mail (send mail with mail in subject to "mail” mailbox)

Alternate mailboxes may be accessed by any POP3 client by append-
ing the mailbox name at the end of the userid, following a hyphen:
(userid—mailbok The alternate mailboxes can be accessed directly
with an IMAP4 client.

You can have incoming mail sent directly to an alternate mailbox by
addressing mail taserid—mailbox@host.domaiwhen subscribing

to a mailing list, you can use thserid—mailboxas your userid so

that mail from the list will be sent to the mailbox. The default mail-
box for a user isiserid—main@host.domain

IMail User Utility — Vacation Processing

You can create a VACATION.IMA file in your home directory on the
IMail Server for Windows NT host system that will be maibedeto
each user that sends mail to the user.

When the vacation message is sent, IMail Server for Windows NT
lists the email address of the recipient in the VACATION.SNT file.
The presence of the address in this file is what stops the sender from
receiving a second message.

IMail User Utility — Finger Plan

You can create a PLAN.IMA file in the your home directory on the
IMail Server for Windows NT host system to provide Finger informa-
tion. The contents of the file are returned to Finger requests from oth-
er hosts, provided the system administrator enables Finger and allows
the users plan to be presented.

The system administrator can disable the transmission of any in-
formation about any user through the Finger protocol.
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Backup and Restore IMail Database

Whenever you exit from the IMail User Manager, it attempts to back-
up the IMail Server section of the Windows NT registry to the file
imailreg. After you complete the initial IMail Server installation, the
IMail registry data is written to the fileginit.

You can perform a backup manually by selecBagkup IMail Reg-
istry from the File menu. A dialog box prompts you to specify a file-
name to which it will back up the IMail Server section of the registry.

You can restore these backup files to the registry by seldRénatpre

IMail Registry from the File menu. A dialog box displays a list of

the backup files. If you select to restore a backup file, you will lose

any changes made between the time of the backup and the time of the
restore.

Importing NT Users

If you did not select to use the Windows NT User Database for user
mail accounts, you can use tingport NT Users feature (from the

File menu) to add users to the IMail database. Selecting this option
displays a dialog box that lists the users in the NT User Database.
You can select the users you want to add to the IMail database and
IMail Server will create accounts using the userid and the user’s full
name. You are prompted to enter a password for each user or you can
specify an initial password for all users.

Remote Administration Utilities

IMail Server provides two remote administration utilities:

¢ The Remote Administration utility IRADMEN) lets you add,
modify, and delete IMail Server user accounts from a remote
system.You can copy the IRADMEN program to a remote ma-
chine and use it to log on to the mail server and make any
changes.
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* The Web Remote Administration utility lets you add, modify,
and delete IMail Server user accounts from a Web browser on a
remote system.

Running the IRADMEN Utility

You can copy the IRADMEN utilityiadmen.exgfrom the IMail
product directory (default €:\IMail) and put it on any remote Win-
dows NT system.

To run the Remote Administration utility:

1. SelecRun from the File menu, then entetimailiradmenand
press Return. A Logon dialog box appears.

2. Make sure the Password server is running. (See Chapter 11 for
more information).

3. Set the appropriate access options (Host Administrator, IMail
System Administrator) in the User Properties for the userid you
will use to log in to IRADMEN.

See “Adding a User Mail Account” in this chapter for informa-
tion.

4. Enter your userid and password, then ociiék. The IRADMEN
window appears.

See the online help for information on using IRADMEN.
Setting up the Web Remote Administration Utility

You can access the Web Remote Administration utility from any Web
browser.

To set up the Web Remote Administration utility:

1. Configure the IMail Server Web server as described in the “Con-
figuring the Web Server” section of Chapter 12.

Note:

You should use a Web browser that supports frames as
the IMail Server Web server uses frames to display ser-
vice status. The most recent Netscape Navigator and
Microsoft Internet Explorer browsers support frames.
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2. Setthe appropriate access options (Allow Web Access, Host Ad-
ministrator, IMail System Administrator) in the User Properties
for the userid you will use to login.

You must enable thallow Web Accessoption. See “Adding a
User Mail Account” in this chapter for information on these
options.

3. Start a Web browser and open the URL address for the Web serv-
er. The address is:

http::/iyour_imail_server_systeB181

whereyour_imail_server_systeirs the hostname of the Win-
dows NT system on which you installed the IMail Server and
8181 is the port number for the Web server.

You are prompted for your IMail Server userid and password.

4. Enter your IMail userid and password.

Note:

The IMail userid and password use base64 encoding for
sending this information via the HTTP protocol.
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Using the Web Remote Administration Utility

The following screen shows an example of the Web page display. In
addition to providing access to the user mail accounts, the Web page
can display the status of services monitored by the Monitor server.
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In the left panel, the Monitor shows the status of monitored services.
Services shown in green are running; services shown in red are
stopped.

The right panel shows the menu of administration functions. The
functions that are available to the user depend on the access assigned
to the userid. (Access is set in the user properties for the userid.) All
users will see the functions listed under Personal Information. Host
Administrators will also see the Host Administration functions. Sys-
tem Administrators will also see the System Administration functions.

Personal Information

All users have access to these menu items:

« Change Password — can change and confirm the user’s pass-
word.

e Change User Information — change the user information that
gets published in a directory by the LDAP server.

¢ Change Finger Information — change the information in the
user’splanfile. This information is provided in response to a
Finger request.
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e Change Mail Forwarding Information — set a forwarding e—mail
address to which all the user’s mail is sent.

« Change Vacation Message — enter a vacation message that will
be sent once to each user that send’s mail to this user’s account.
The presence of a message in the text window activates the vaca-
tion message. If the text window is left empty, the vacation mes-
sage is disabled. If the vacation message is enabled, you can
view thevacation.snfile to see who has received the message.

System Administration

Users who hav8ystem Administrator access enabled (in the user
properties) will see these menu items:

¢ Service Administration — stop and start the IMail services and
configure service monitoring.

e List Administration — If you are the owner of a mailing list, you
can access the list maintenance functions.

e Current Host Configuration — view and modify the host
configuration.

e SMTP Settings — change the configuration settings for the
SMTP server. See Chapter 5 for a description of each setting.

e Local Address Table — modify the Local Address table which
determines the IP addresses that the SMTP server will consider
to be local hosts. See Chapter 5 for more information on the mail
relay capabilities.

e SMTP Access Table — modify the SMTP access table which
determines the IP addresses that the SMTP server will allow to
connect to it. See Chapter 5 for more information on the SMTP
access capabilities.

* POP3/IMAP4 Access Table — modify the POP3/IMAP4 access
table which determines the IP addresses that the POP3 and
IMAP4 servers will allow to connect to it. See Chapters 6 and 7
for more information on these access capabilities.

« Web Access Table — modify the Web access table which deter-
mines the IP addresses that the Web server for the Remote Ad-
ministration utility will allow to connect to it. See Chapter 12 for
more information on these access capabilities.
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View Monitor Database — shows all service monitoring events.

View Spool Directory — shows all IMail Server send and re-
ceive mail transactions that are in process and provides access to
log files.

Edit Welcome Message — enter up to 1000 characters of plain
text and/or raw HTML code in this edit box. The message will be
displayed in the main logon screen above the logon form. The
message persists across reboots.

Recent IMail News — displays the Web page where Ipswitch
reports information on new releases, bug fixes, and workarounds.

Host Administration

Users who havelost Administrator access enabled (in the user
properties) will see these menu items:

User Administration — lets you add, modify, and delete users
and aliases. See the appropriate sections of this chapter for more
information.

List Administration — If you are the owner of a mailing list, you
can access the list maintenance functions.

View Monitor Access Log — shows each access attempt to the
IMail Web Messaging server and to the IMonitor web server.

View Monitor System Log — shows logons to the mail server
and to the IMonitor web server and shows the status of services.

View IMail System Log — shows IMail Server send and receive
mail transactions. This shows the contentsysfog.txt

View IMail Syslog Log — records transaction and debug in-
formation when enabled in each of the servers (for example,
POP3 and SMTP). This shows the contentegfinnn.txt the
System Log Service file.
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4. Using the IMail Administrator

IMail Server for Windows NT provides two interfaces that system
administrators can use to create and maintain user mail accounts:

e IMail User Manager — provides all user and alias administration
functions. The IMail User Manager is described in Chapter 3.

e IMail Administrator — provides a Windows Explorer—type tree
view interface to the user and alias administration functions. This
utility provides all of the functionality of the IMail User Manag-
er plus mailbox management functions for maintaining mail-
boxes created on the server system for IMAP4 clients. You can
also add, delete, and manage mailing lists. This chapter describes
how to use the IMail Administrator.

You can use either one or both of these interfaces to add, modify, and
delete users and aliases. A command line progaddyser.exgs

also available for adding and deleting users from the command line.
See Chapter 3 for information on using the command line program.

A companion program, the IMail User Utility (IMUTIL) lets users
modify their mail accounts from a remote system.

In addition, both the system administrator and users can have remote
access to the mail account functions by using the IMail Remote Ad-
ministration Utility or the Web Remote Administration utility.

See Chapter 3 for information about these utilities.

IMail Administrator

The IMail Administrator (IADMIN) lets the system administrator
perform the following:

« Add, modify, and delete mail domains
* Add, modify, and delete users

e Change passwords
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* Find and delete orphan mail accounts

* Add, modify, and delete system aliases

¢ Add, delete, and manage mailing lists

e Change user information for the LDAP directory

* View, add, and delete mailbox (.mbx) files and delete messages
by date (for IMAP4 mailboxes created on the server)

¢ Change inbound mail processing rules for users

e Set up vacation processing

¢ Set up mail forwarding

¢ Update the user’s PLAN file that is distributed by Finger

« Setup an automated response

IMail Administrator — Main Screen

To start the IMail Administrator, do one of the following:

e From the Start menu, select Programs—>IMail->IMail Adminis-
trator.

* Run the IADMIN.EXE program.

The IMail Administrator window appears. This split window works
like the Windows Explorer. The tree view in the left panel provides
access to your mail domains and the user database.
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To expand the tree, click the plus sign (+) next to an item. When you
click on an item in the tree, its properties are displayed in the right
panel.

You can resize either the left or right panel by clicking and dragging
the border between them.

Click onLocal Systemto display the IMail Server configuration.

Mail domains are listed by IP address urnieAddressesin the tree
view. Mail domains are listed by domain name undgual

Domainsin the tree view. Users, aliases, and mailing lists are found
under the virtual domain name.

The sections that follow describe how to use the IMail Administrator
to add and delete mail domains, and to add, modify, and delete the
users, aliases, and mailing lists in a domain.

Viewing the Local System Configuration

In the tree view, click ohocal Systemto display the IMail Server
configuration.
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You can modify only the Gate Host or the Default Host properties.
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Host Name

The primary official host name of the IMail Server system, This was
specified during installation.

Default Host

The name of the host to send mail to if only a user ID is specified in
the mail message and that user ID is not found on the local system.
Normally this field should be blank. This field can be useful when
multiple systems are required to work as one system.

Gate Host

The name of another host to send mail to for further delivery when
that mail cannot be delivered directly to the destination host. This can
also be used in conjunction with t8end all remote mail through
gatewayoption to force delivery of mail through the gateway host.
Since IMail Server for Windows NT should be able to reach all hosts
directly, this field should typically be left blank. See Chapter 5,
“SMTP Server,” for more information.

Install Date
Date the IMail Server system was installed.
Top Dir

Directory where IMail Server files are installed. This is specified dur-
ing installation.

Spool Dir

Temporary directory where messages are spooled while awaiting pro-
cessing and where log files are kept.
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Adding and Deleting Virtual Domains

If you want to receive mail for more than one e—mail domain on the
same Windows NT system, you need to set up a virtual host for each
domain. For example, if your mail server provides mail service for
your local e-mail domaimail.ipswitch.comand you also want it to
provide mail service for another e—mail domamail.acme.comyou

need to create a virtual host foail.acme.com
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Each virtual host must have a unique IP address. You can use either a
real IP address or a virtual IP address. To use a real IP address, the IP
address must be set in the the Control Panel’'s Network applet, under
Protocols—>TCP/IP Advanced properties. You can add IP addresses

in the Network applet.

Note:

If you are using Windows NT 3.51, you can add up to
five IP addresses in the Network applet. If you need to
add more than five addresses, refer to the documentation
for the Windows NT 3.51 Resource Kit.

A virtual IP address can be assigned to the domain (virtual host) by
the IMail Server system. This allows you to have a virtual host with-
out an IP address. You can then use an MX record in your DNS to
point the virtual domain to an actual IP address.

If you use a virtual IP address for a mail domain, users must log in to
mail accounts in the domain by specifying their userid in their mail
client asuserid@virtualhostwhereuseridis the userid andirtual-

hostis the domain name, and entering their password. If you use an
IP address that is set up on your IMail Server system, this method of
login is not necessary.

Note:

Whether you use a real IP address or a virtual IP ad-
dress, you need to make the proper DNS entries for your
mail domain(s). If you use a virtual IP address, the MX
record (in DNS) for the domain should point to a real IP
address. See your DNS documentation for information
on creating these entries.

Adding a Mail Domain

To add a virtual mail domain:

1. Inthe tree view, click on Virtual Domains. The Virtual Domains
properties appear in the right panel.

2. Click theAdd Virtual Host button. The Create New Virtual
Host wizard appears.
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Click Next. The New Host Name screen appears.

Enter the official host name. The name you enter here will be
used to address mail to the users on the virtual host. For example,
if you entermail.acme.conas the mail host name, any users you
add to the virtual host will receive mail at
user_name@mail.acme.com

Click Next. The Virtual Host Alias screen appears.

Enter other host names for which you want the system to accept
mail. For example, if your mail hostnamemsil.acme.conyou

can set an alias @cme.conso that the IMail Server will accept
mail addressed tiled@mail.acme.corand also

fred@acme.com

Click Next. The Directory screen appears.

Enter the name of the directory where the user information (user-
ids and passwords) for this virtual host will be stored.

In most cases, you will want to use a different directory for each
virtual host that you create. It is possible for virtual hosts to share
a single directory but then users that have the same names will
actually share the same mailbox.

Click Next. The Database screen appears.

Select thdJse local NT User Databaséor this host option if

you want IMail Server to create user mail accounts for this host

by using the userids and passwords in the Windows NT User
Database. The mail accounts for these users are created as neces-
sary when a mail message for the user is received by the mail
server or when a user accesses the mailbox through a POP3 mail
client.

Do not select théJse local NT User Databaseption, if you

want userids and passwords for mail accounts to be separate
from userids and passwords for logging on to the Windows NT
system.

Click Next. The Create New Virtual Host screen appears.

Click Finish to create the virtual host.
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The new mail domain is added to the list of Virtual Domains in
the tree view. The domain properties appear in the right panel.
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Optionally, in the domain properties, enter the parameters for
mailboxes and messages. These parameters apply to all users on
the virtual host. Enter zero for any of these parameters to provide
an unlimited size. Zero is the default value.

Default Max Mailbox Size

The default maximum size (in bytes) for each mailbox created in
a user’s mail account. If a mailbox exceeds the maximum, any
new mail for the mailbox is returned to the sender.

Single Message Max Size

The default maximum size (in bytes) for a single message sent to
a user’s mail account. If a message exceeds the maximum, it is
returned to the sender.

Default Max Messages

The default maximum number of messages (the total for all mail-
boxes created in the user’s mail account). If the maximum is ex-
ceeded, any new mail for the user is returned to the sender.

Max Users

The maximum number of users that can be registered for the
domain.
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10. ClickApply to save any changes.

11. After you've created the virtual host, you can add user mail ac-
counts (described in the following section).

Deleting a Mail Domain
To delete a mail domain:
1. Inthe tree view, select the mail domain.

2. Inthe tree view, right—click to display the pop—up menu, and
then selecbelete Hostfrom the menu.

You are asked to confirm the delete request.

3. Click Yesto delete the host and related files.
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Adding, Modifying, and Deleting User Mail
Accounts

You can add, modify, and delete user mail accounts by using the
IMail Administrator.

Note:

When you first install IMail Server, or when you create a
virtual host, you can select to use the Windows NT User
Database to generate user mail accounts. See Chapter 2
for more information.

Setting Global User Properties

You can specify settings to be used by all user mail accounts that you
create. In the tree view, click on the virtual domain name. The do-
main properties (such as default maximum message size, and maxi-
mum number of messages) appear in the right panel. These settings
will be used by all mail accounts created in that domain. See the pre-
vious section, “Adding a Mail Domain,” for a description of each

property.
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To set defaults for user access options, in the tree view, select the do-
main, and then click on the Users folder. The default user settings
appear in the right panel. These settings will be used by all mail ac-
counts created in that domain. See the following section, “Adding a
User Mail Account,” for a description of each property.

Adding a User Mail Account

For an initial installation of IMail Server for Windows NT, you need

to add the user mail accounts for your domain. (If you set up virtual
hosts, you need to add users for each host.) After the initial installa-
tion, you can add, modify, or delete user mail accounts when changes
are made on your network.

To add users using the IMail Administrator:

1. Start the IMail Administrator. From the Start menu, select Pro-
grams—>IMail->IMail Administrator.

2. Inthe tree view, expand the Virtual Domains list and select the
domain to which you want to add users.

3. Click theAdd User button. The New User ID dialog box

appears.
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Enter a userid (this will be the userid for the mail account).A
userid is limited to 30 characters and must be created from the
character set of digits and letters. The userid can contain dashes.
It cannot contain spaces. The userid must be unique within the
system.
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When sending mail to a userid, a mailbox name can be appended
to the userid by using a dash. The mailbox hame cannot contain
dashes. If a userid contains a dash, IMail Server will check to see
if it is a valid userid. If it is not a userid, the characters following
the dash are read as a mailbox name.

Note:

You can change the character used to delimit the mail-
box name in a userid. In the Windows NT registry, add a
GLOBAL IMail key of “MailBoxSplitChar” and specify
the new character as the first character of the string
value.

4. ClickNext. The Full Name screen appears.
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In the First Name text box, enter the user’s first name. In the Last
Name text box, enter the user’s last name.

Select theshow Advanced Setting®ption if you want to enter
the settings (such as address, organization, telephone number)
and the access flags while setting up this account. If you do not
select this option, you will be prompted only for the required
entries (userid, first and last name, password) needed to create
the account.
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5. ClickNext. The Password screen appears.
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In the Password text box, enter a password for the user.

Confirm the password you entered by entering it again in the
Confirm Password text box. Select thser cannot change
passwordoption if you do not want the user to be able to change
their password from the IMail User Utility, the Web Remote Ad-
ministration Utility, or the Web Messaging option.

6. Click Next. The Detailed Information screen appears.
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This screen lets you enter the user’s LDAP directory information
(such as address, organization, telephone number). The informa-
tion entered here can be published via the LDAP server.
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The list contains the most common attributes used in an LDAP
entry. Other attributes can be defined by the system administrator
or the user. These attributes are made available (through the
LDAP server) to any LDAP—enabled client. See Chapter 8 for
more information on the LDAP server and LDAP data.

7. Click Next. The Advanced Settings screen appears.
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Enable any of the following advanced settings:

User Cannot Change Password

This option controls whether or not the user can change their
password remotely by using the IMail User Utility or the Web
Remote Administration utility.

Account Access Disabled

Prohibits the user from accessing the account remotely through
POP3 or IMAPA4. Lets the system administrator disable the ac-
count without changing the user’s password or removing them
from the system.

Hide from information services

Allows you to disable the distribution of any information about
this user through Finger if you have the Finger server running
and through Whois if you have the Whois server running and
through LDAP if you have the LDAP server running.

User can’'t modify LDAP attributes

Prohibits the user from modifying their LDAP attributes (name,
address, organization, etc).
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Allow Web access

Allows this user to access their account via the Web Remote
Administration utility (provided the utility is configured) and the
Web Messaging option.

Host administrator

Allows this user to add, modify, or delete users in their current
domain by using IMail Remote Administration utility, the Web
Remote Administration utility, or the Web Messaging option. To
use the Web utilitiesAllow Web Accessmust also be selected.

IMail system administrator

Allows this user to use the services configuration functions pro-
vided by the IMail Remote Administration utility, the Web Re-
mote Administration utility, or the Web Messaging option. To
use the Web utilitiesAllow Web Accessmust also be selected.

Click Finish to add the user. The userid is added to the list of
registered users for the domain. The user record appears in the
right panel.
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Any users you have added can now receive mail through IMail
Server for Windows NT at the specified host (domain name). For
example, if you added the udexd to the virtual host for the do-
mainipswitch.comthe user can now receive mail addressed to
fred@ipswitch.com

9. Optionally, set up any special processing for this user, such as
mail forwarding, mailbox directory limits, a Finger Plan file,
delivery rules, a vacation message, an automated response, or
enter new LDAP attribute information. See the following sec-
tions for information on setting up these options.

Modifying a User Mail Account

To modify a user mail account:

1. Inthe tree view, select the mail domain, and then select the user
name from the list of users.

2. Make any change to the user properties, mail forwarding, mail-
box directory limits, Finger plan, delivery rules, a vacation mes-
sage, an automated response, or LDAP attribute information..
See the description of the user properties in “Adding User Mail
Accounts” and the following sections on other mail options.

3. Click Apply to apply the changes.
Deleting a User Mail Account

To delete a user mail account:

1. Inthe tree view, select the mail domain, and then select the user
name from the list of users.

To select multiple users for deletion, you can select the check
box next to each user that you want delete.

2. In the tree view, right—click to display the pop—up menu, and
then selecDelete Users

A dialog box asks if you want to delete the user account and all
subdirectories and files.
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3.

Click Yesto delete the user mail account and all related files

(which means all of this user’s mail will be deleted). Chikto
cancel the delete request.

Finding Orphan Mail Accounts

An orphan mail account is one for which there is a directory structure
in the IMail users directory but the user has been deleted from the list
of users.

To find orphans:

1.

In the tree view, select the virtual domain name, and then click
on the Users folder. The Users properties appear in the right
panel.

Click theFind Orphans button.
The Orphans dialog box lists any orphan user mail accounts.

To delete an orphan account, click on a user name to select it,
and then cliclDelete

To delete all orphan accounts, clidklete All.

Click Closeto close the dialog box.

Adding, Modifying, and Deleting Aliases

IMail Server for Windows NT supports three types of aliases:

Standard aliases that point to a mail address on the local system,
a remote system, or another alias.

List aliases that point to a file containing a list of mail addresses.
This is not an automated mailing list such as those that can be set
up with the List server. It is a simple distribution list with no au-
tomated subscribe, unsubscribe, or digest functions.

Program aliases that point to an executable program on the host
system.
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The postmaster=root alias is set up automatically by the IMail Server
installation. To comply with the Internet mail RFC specification, you
need a postmaster alias so Internet mail users can send mail to post-
master@your_domain_name. You can change the postmaster alias to
point to a different mail account.

Adding an Alias

To add an alias:

1. Start the IMail Administrator. From the Start menu, select Pro-
grams—>IMail->IMail Administrator.

2. Inthe tree view, expand the Virtual Domains list and select the
domain to which you want to add aliases.

3. Click theAdd Alias button. The New Alias ID screen appears.
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Enter a name for the alias.

Alias names are limited to 45 characters and must be created
from the character set of A—Z, a—z, 0-9, _ (underline), and — (hy-
phen). The name cannot contain spaces and must be unique with-
in the system. An alias name can be the same as a userid on the
system and will override that userid (allowing mail to be for-
warded in a manner that the user cannot override).

4. Click theNext button. The Type of Alias screen appears.
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Select the type of Alias to add.

Standard Aliases

A standard alias can point to a single userid on the same system,
multiple userids on the same system, a remote mail address, mul-
tiple mail addresses, another alias, or any combination of the
same.

List Aliases

A list alias points to a file that contains a list of valid mail ad-
dresses, one per line. List aliases are affected by two SMTP Se-
curity settings (Settings—>Control Panel->IMail Server—>SMTP
Security): theAllow remote mail to local listsandAllow

remote view of local listsoptions. See Chapter 5 for more in-
formation.

Program Aliases

A program alias points to a program that can accept the mail
message for further processing. The message is passed to the
program by passing the full pathname of a temporary file as the
last argument on the command line when the program is in-
voked. Other required command line parameters can be placed in
the edit box that defines the program to execute.

Click Next. A text entry box appears. If you selected the Stan-
dard type, you should place one complete mail address per line
(no spaces), as shown below. If you create an alias that is longer
than is allowed, the alias will be converted to a list alias.
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If you selected the list type, enter the location of the list by
manually typing the name of the file. You can useBhmwvse
button to search for a file.

If you selected the Program type, enter the name of the execut-
able program. You can also enter any required command line
parameters for the program. You can useBitmavse button to
search for a file.

After entering the alias properties, clidkxt, and then click
Finish to add the alias. The new alias is added to the list of regis-
tered aliases. The Alias properties appear in the right panel.

Modifying an Alias

To modify an alias:

1.

In the tree view, select the domain name, and then select the alias
from the list of aliases. The Alias Properties appear in the right
panel.

Make any changes to the properties associated with the alias.

Click Apply to apply the changes.
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Deleting an Alias

To delete an alias:

1. Inthe tree view, select the domain name, and then select the alias
from the list of aliases.

2. Inthe tree view, right—click to display the pop—up menu., and
then selecDelete

You are prompted to confirm the delete request.

3. ClickYesto apply the change.

Setting Up Mail Forwarding

You can have IMail Server for Windows NT automatically forward a
user’s mail to another account or system.

To set up mail forwarding for a user:

1. Inthe tree view, select the mail domain, and then select a user
from the list of users. The user properties appear in the right pan-
el. Enter a complete mail address in the Forward text box.

The address that you enter in this text box must be a complete
mail address that is valid from the IMail Server for Windows NT
host system. If you want to send the user’s mail to a different
user on the same host, you can enter the simple userid. If you
want to send the user’s mail to a different system, you must enter
a complete mail address including the userid and the full domain
name, for example: (userid@host.domain)

To leave a copy in the user’'s mailbox and forward a copy to
another user, enter the address using the following format:

., userid@host.domain

To forward to multiple users, separate each mail address with a
comma.

You can also access the same mail forwarding function through
the vacation feature.
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2. Click Apply to apply the change.

To turn mail forwarding off, make sure the text box is empty and
click Apply.

Setting Mailbox Directory Limits

You can manage the user’s mailboxes by setting limits on mailbox
size and message count, and deleting messages older than a specified
date.

To view mailbox directories and set limits:

1. In the tree view, select a mail domain, and then select a user from
the list of users. The user properties appear in the right panel.

2. Click theDirectory tab to display the mailboxes and mailbox
properties.
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3. You can change the following settings:

User Directory

The user’s directory name in the IMail user database.
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Max Mailbox Size

The maximum size (in bytes) for each mailbox created in the
user’s mail account. If a mailbox exceeds the maximum, any new
mail for the mailbox is returned to the sender. Enter O to use the
host defaults.

Max Messages

The maximum number of messages (the total for all mailboxes
created in the user’s mail account). If the maximum is exceeded,
any new mail for the user is returned to the sender. Enter 0 to use
the host defaults.

The following text boxes are informational only, you cannot
change them.

Total Size

The current total size (in bytes) of the all mailboxes in the user’s
account.

Total Msgs

The current total number of messages in all mailboxes in the
user’s account. Enter O for an unlimited number.

Files
The current total number of files in the user’s account.

4. Click Apply to save any changes.

The Directory properties also list all mailboxasl§®) in the user’s
directory. For each mailbox, the list shows imbxfile name, the

size (in bytes), the number of messages it contains, and the last modi-
fied and first modified dates. You can delete or rename mailboxes,
delete messages by date, or refresh the mailbox list information. To
use the mailbox functions:

1. Select a mailbox in the list.
2. Right—click to display the pop—up menu.
3. Select one of the pop—up menu items:

Delete Mailbox
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Deletes the currently selected mailbox.

Delete Msg's by Date

Automatically deletes message from the mailbox according to a
specified date or number of days old. Displays a dialog box in
which you can either enter the number of days old or a specific
date. Any messages older than the specified days or date are
deleted.

Rename Mailbox

Displays a dialog box in which you can enter a new name for the
mailbox.

Refresh

Refreshes the list of mailboxes and the mailbox information.
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Setting Up a Finger Plan

You can create plan.imafile in the user’s home directory on the

IMail Server for Windows NT host system to provide Finger informa-
tion. The contents of the file are returned to Finger requests from oth-
er hosts, provided the system administrator enables Finger and allows
the users plan to be presented. The Plan contents are displayed in
addition to the login username of the user, login times, and other in-
formation displayed by the Finger server.

The system administrator can disable the transmission of any in-
formation about any user through the Finger protocol by checking the
Disable Finger Info option in the User Properties dialog box.

To create or modify a Finger Plan:

1. Inthe tree view, select a mail domain, and then select a user from
the list of users. The user properties appear in the right panel.

2. Click thePlan tab. The Finger properties appeatr.

3. Enter any information you desire to make publicly available to
Finger clients.

4. Click Apply.
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Setting Up Delivery Rules

You can create delivery rules to direct incoming mail to different
mailboxes based on the contents of the From:, Subject:, and Sender:
fields in the message header. The rules effect only incoming mail sent
to the user'svain mailbox.

When you add delivery rules, IMail createsibes.imafile in the

user’s home directory on the IMail Server for Windows NT host sys-
tem. This file is read top down until a match is found. fies.ima

file is a text file that can be copied to any user’s home directory.

To create a delivery rule:

1. Inthe tree view, select a mail domain, and then select a user from
the list of users. The user properties appear in the right panel.

2. Click theRulestab. The Mail Delivery Rules properties appear.
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3. Click theAdd button.

4. Inthe Rule section at the bottom of the screen, select the header
field (From, Subject, Sender. To) that you want to search.

5. Select th&€ontains option to apply the rule to messages that
contain the search string, or selBaesn’t Containto apply the
rule to those that do not contain the search string.
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6.

In the sub—area text box, enter a search string in the text box to
the right of theContains/Doesn’t Containoption.

Optionally, select théatch Caseoption. When this option is
enabled, the search string must match the find string in both up-
per and lower case.

Enter the name of the mailbox to which you want to route the
messages that meet the rule criteria.

Click Apply to save the rule.

The list box shows the new rule, along with any other rules you
have created. See the “Rule Syntax” section below for informa-
tion on the syntax used to define rules.

To delete a rule, select it in the list, and cliz&lete To delete all
rules click Delete All.

To move a rule up or down in the list, select it and dliicve Up or
Move Down.

Rule Syntax

The syntax used to define rules in thées.imafile specifies the

search type, the search string, and the destination mailbox. When you
create a rule in the Mail Delivery Rules dialog box, it is entered in the
rules.imafile in this format. You can use the following rules for pro-

cessing mail:
F=string : mailbox
F~string : mailbox
S=string : mailbox
S~string : mailbox
N=string : mailbox
N~string : mailbox

(Case sensitive match in From: header)
(Case insensitive match in From: header)
(Case sensitive match in Subject: header)
(Case insensitive match in Subject: header)
(Case sensitive match in Sender: header)
(Case insensitive match in Sender: header)

wherestring is the search string amaiailboxis the destination mail-
box.

Example rules.ima file:

F=ipswitch:internal (send mail from ipswitch to mailbox "internal”)
N~53list:53list (send mail from 53listserver to mailbox "53list”)
S~ftp:ftp (send mail with ftp in subject to "ftp” mailbox)
S~mail:mail (send mail with mail in subject to "mail” mailbox)
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Setting Up a Vacation Message

You can create gacation.imdfile in the user’s home directory on the
IMail Server for Windows NT host system that will be mailed once to
each user that sends mail to the user.

To create a vacation message:

1. Inthe tree view, select a mail domain, and then select a user from
the list of users. The user properties appear in the right panel.

2. Click theVacation tab. The Vacation Message properties appeat.
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3. Enter the message that you want to send as a reply to mail while
you (the user) are away.

When the vacation message is sent, IMail Server for Windows
NT lists the e—mail address of the recipient inwaeation.snt

file. The presence of the address in this file is what stops the
sender from receiving a second message.

4. Select thé&nable Vacationoption.

When the you (the user) returns from vacation, you can disable
the vacation message by making sureBhable Vacationop-
tion is not checked.
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5. Optionally, select thBelete old recipientsoption. IMail Server
maintains a fileacation.sntthat lists users to whom the vaca-
tion message has been sent. If you do not select this option, the
vacation message will not be sent to any users inabation.snt
file. If you select the option, theacation.snfile is deleted when
you click OK, thus deleting the list of old recipients.

6. Optionally, enter a mail address to which IMail will forward your
mail while you are away.

The address that you enter in this text box must be a complete
mail address that is valid from the IMail Server for Windows NT
host system. If you want to send the user’s mail to a different
user on the same host, you can enter the simple userid.

If you want to send the user’s mail to a different system, you
must enter a complete mail address including the userid and the
full domain name, for example: (userid@host.domain)

7. Click Apply.

When the vacation message is sent, IMail Server for Windows NT
lists the e—mail address of the recipient intaeation.snfile. The
presence of the address in this file is what stops the sender from re-
ceiving a second message.
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Setting Up an Automated Response with the Info
Manager

The Info Manager feature lets you set up an automated e—mail in-
formation system. When mail is received for a user that has enabled
the Info Manager, a prepared message is sent back to the sender.

The Info Manager lets you set up subcategories of a particular user
account and enter an automated response specific to each category.
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For example, you may want to set upiio user account for your
organization. When someone sends malil tartfeeaccount, the sys-

tem can return a response that describes the subcategoriegéd the
account in which they can obtain further information. They could

then send a messagenfo—salesand receive back a different mes-
sage related to sales, orimdo—classesnd receive back a message
about classes you offer. There is no limit to the number of subcatego-
ries that you can set up in the Info Manager.

To create an automated response for a mail account:

1.

2.

In the tree view, select a mail domain, and then select a user from
the list of users. The user properties appear in the right panel.

Click thelnfo Manager tab. The Information Manager proper-
ties appear.
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Create a new subarea or select an existing subarea to which the
response message will apply.

The default subareaisain The message you enter for this area
will be returned to users’ who send mail to the account but do not
specify a mailbox. For example, if a user sends mail to info@ips-
witch.com, they will receive the response entered fontam
subcategory. If a user sends mail to the info—sales@ipswitch.com
mailbox, they will receive the response entered fostiessub-
category of thénfo mail account.
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4. Enter the message to be returned to all users who send mail to
this subarea.

The first line of the body of the message is used as the subject
line for the automated response. It must be less than 80 charac-
ters long.

The response message is contained istiheategory.infile in
the user’s mail directory.

5. Select th&enable info manager for this subareeoption.

To disable the automated response, make sutenéiele info
manager for this subareaoption is not checked.

6. Optionally, enter a mail address to which IMail will forward mail
sent to the subarea (in addition to sending the response to the
sender).

The address that you enter in this text box must be a complete
mail address that is valid from the IMail Server for Windows NT
host system. If you want to send the user’s mail to a different
user on the same host, you can enter the simple userid. If you
want to send the user’s mail to a different system, you must enter
a complete mail address including the userid and the full domain
name, for example: (userid@host.domain)

7. Click Apply to save the message and enable the Info Manager.

When a user sends mail to a mail account with Info Manager enabled,
the user’s mail address is listed in thibcategory.stile in the malil
directory. To view this file, click th¥iew Recipientsbutton.

Info Manager messages are not returned if the original message con-
tains the Precedence: bulk header or contains listserv in the mail
address.

It is recommended that you do not send mail from an account for
which the Info Manager is enabled because the recipient of the mes-
sage will receive an automated response if they reply.
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You can use the Info Manager and Bigdesfeatures together. You

can use the rules processing feature to search incoming messages for
a string and route the mail to a mail account for which you have set

up an automated response.

The Info Manager is checked after the Rules Manager and before the
Vacation Manager.

Entering LDAP Directory Information (Attributes)

To enter LDAP information for a user:

1. Inthe tree view, select a mail domain, and then select a user from
the list of users. The user properties appear in the right panel.

2. Click theAttribute tab. The Attributes properties appear.
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3. Select an attribute from the list or define a new attribute by click-
ing Add and entering it in the text box that appears.

The Name box at the bottom of the list shows the currently se-
lected attribute. The Value box shows the entry for the currently
selected attribute.

4. Enter or modify the entry for the selected attribute.
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5. Select or enter another attribute to change.
6. When you have finished making entries, chgiply.

To delete an attribute, select it, and then diekete

Adding, Deleting, and Managing Mailing Lists

You can add, delete, and manage mailing lists using the IMail Admin-
istrator. The same functionality is also available by using the IMail
List Server (from the Start menu, select Programs—>IMail—>IMail

List Server).

To add a mailing list:

1. Inthe tree view, select a mail domain. The mail domain proper-
ties appear in the right panel.

2. Click theAdd List button. The Add List screen appears.

Enter a name for the list. The name must be from 3 to 23 charac-
ters in length, with no spaces between characters. This is the
name used to send mail to the list. For example, if you enter the
name “IMailinfo,” users will send mail to the list by specifying

the To address: IMailinfo@ipswitch.com.

3. Click Next. The Title screen appears.
Enter the title to appear on the mailing list.
4. Click Next. The Names screen appears.

Enter the mail account that the list runs under. You must enter the
full mail address.

Enter the local mail userid that is allowed access to the mail
account that the list runs under.

5. Click Next. The Security screen appears.

Select any of the security options to determine who can post mail
to the list.
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You can let any user post mail, let only the subscribers post mail,
or let only the list owner post mail.

Selectlet only the list owner post mail if you want the list to
be moderated. The list owner can review all messages before
they are posted to the list.

SelectDisallow subscriptionsif you want the mailing list to be
private. A Subscribe request to the mailing list will be refused.
The owner or administrator must add new users either by editing
the Users file, or through the Web Remote Administration utility.
Note that Unsubscribe requests are always enabled.

Click Next. The Create New List screen appears.

Click Finish to create the mailing list. The mailing list name is
added to the Lists folder for the domain (in the tree view). The
mailing list properties appear in the right panel.
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You can enter or modify any of the settings in the mailing list
properties. See Chapter 13 for a description of all mailing list
properties.
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5. SMTP Server

The SMTP server sends and receives mail from other Internet hosts
using the Simple Mail Transfer Protocol (SMTP). The SMTP server
processes all incoming and outgoing mail. Outgoing mail is spooled
until the SMTP server can confirm it has arrived at its destination;
incoming mail is spooled until users access it by using a POP3 or
IMAP4 mail client. Spooling allows the transfer from client and serv-
er to occur in the background.

This chapter describes how to configure the SMTP server and how
you can set options to provide security for the SMTP server.

See Request for Comments (RFCs) 821 and 822 for information on
SMTP.

SMTP Service

As a Windows NT service, the SMTP server program will continue to
run when you log off the Windows NT system. This service can run
completely hidden or with some feedback.

The SMTP server uses thmtpd32.exprogram and gets most of its
settings, including the directories it needs to work in, from the NT
Registry. Registry values can be modified by using the IMail Services
application in the Control Panel.

SMTP Service Security

By default, the SMTP service runs from the System account and
starts automatically. You can change these settings by using the Con-
trol Panel’s Services application.

Windows NT allows you to specify a user ID for the service to run
under. In this way, you can limit access to the service. To select this
option:
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1. Inthe Control Panel, select the Services application.

The Services dialog box appears and displays each service, its
operating status, and whether it uses automatic or manual startup.

2. Select the IMail SMTP Server service and clickSkertup
button.

3. Enter the settings and cli€k.

Make sure the specified user has full control ofubersdirecto-
ry tree in the IMail directory and any mailboxes that will receive
mail.

Note that if you set thAllow service to interact with desktop
option, the SMTP service will run under the current logged on
user account. (Refer to the Windows NT documentation for more
information.)

Make sure you send two or three test messages after installation and
look in thesyslodfile and in thesvent log If the SMTP service can-
not create the lock file, the permissions are probably set incorrectly.

Configuring the SMTP Server

To configure the SMTP server:

1. Inthe Control Panel, double—click the IMail Server icon.
The IMail services dialog box appears.

2. Click theSMTP tab. The SMTP Service properties appear.
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Service running Stop service I
Copyright © 1994-1997, Ipswitch, Inc. 4.00

Ok I Cancel | i I Help |

3. Enter the options you want to use to configure the SMTP server.

Each option is described in the “SMTP Options” section at the
end of this procedure.

4. After making changes, stop the SMTP service, wait 5-10 se-
conds and restart the service. Any changes that you make are
saved automatically as soon as you presStbp/Start Service
button.

5. Click OK to exit the dialog box.
SMTP Options

You can use the following options to configure the SMTP server.
Logging Options

In theLog To box, select the file that you want to use for logging
SMTP events.

The default settings Y SMMDD.TXTcauses all inbound and out-
bound mail to be logged in the filstAILDIR/spool/
sysmmdd.txt , wheremmis the month andd s the day the log
was written.
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Logging can be disabled by selectig Log If App Logis selected,
inbound malil is logged in the Application Log, which is viewed with
Windows NT’s Event Viewer. IEog Serveis selected, messages are
sent to the Log Server IP address specified in the Control Panel—>
IMail Server—>Global configuration.

Debug Messages

When enabled, writes debug messages to the log file.

Default Mail Host

The name of the host to send mail to if only a user ID is specified in
the mail message and that user ID is not found on the local system.
Normally this field should be blank. This field can be useful when
multiple systems are required to work as one system.

Domain Name Server address

The IP address of the system that provides domain name service for
your network.

Tries before returning to sender

Defines the number of times that delivery is attempted before giving
up and returning the mail to the sender. Each tim&tree Timer
reaches 0, a delivery attempt is made. Thus, iQtheue Timeris

set to 30 (minutes) and you want to attempt delivery for up to 3 days,
this field should contain 144. The default value of 20 with the default
Queue Timervalue of 30 will cause the message to be returned after
about 10 hours.

Queue Timer

How often, in minutes, the SMTP server will check the outbound
queue for qgueued mail. (See also Thies before returning to
senderoption.)

Server Status

A status message to the left of Bart/Stop Servicebutton shows
whether or not the service is running.

Start/Stop Service

This button toggles between Start service and Stop service depending
on whether the service is running.
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Using a Remote Mail Gateway

You can use the Gateway Options to configure your mail server to
use a remote mail gateway.

Remote Mail Gateway Host

The name of another host to send mail to for further delivery when
that mail cannot be delivered directly to the destination host. This can
also be used in conjunction with tBend all remote mail through
gatewayoption to force delivery of mail through the gateway host.
Since IMail Server for Windows NT should be able to reach all hosts
directly, this field should typically be left blank.

Send all remote mail through gateway

Causes all mail to be sent to fRemote Mail Gateway Host which
will forward it on to the addressee’s mail host. If this option is not
selected, mail is sent directly to the addressee’s mail host.

Tries before sending to gateway

The number of times that delivery directly to a remote host should be
attempted before giving up and delivering to the gateway host. Proper
function of this value is dependent on the validity ofReeote

Mail Gateway Hostname and th8end all remote mail through
gatewayoption.

Setting SMTP Security

You can set who has access to your mail server and control SMTP
security in several ways:

« Set Mail Relay Options that determine how your server can be
used by other Internet mailers and protect your server from mass
mailings (spam mail).

See “Antispamming Features” in Chapter 1 for background
information on how bulk mailers use SMTP to send mail.

* Set access to your local mailing lists.

« Validate incoming mail to check that it was sent from a valid user
mail account or to deny access to specified mail addresses.
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« Specify an IP address or set of IP addresses that are either
granted access to the mail server or denied access.

e Send a copy of every inbound and outbound message to a speci-
fied mailbox.

To set any of these options for the SMTP server:
1. Inthe Control Panel, double—click the IMail Server icon.
The IMail services dialog box appears.

2. Click theSMTP Security tab. The SMTP Security properties
appear.

Finger I Pazsword I Log Server | b anitor I Motifications I wieb I Hueue I
Status | Global | SMTP  SMTP Securty | POPS | IMAP | LDAP | ‘whois

Contral SMTP Security

~ Mail Relay Dptions W &llow remote mail to local lists

" Relay mail for anyone
WV Allow remate view of local lists

¥ Relay ml for M ¥ Fiefuze HULL <> Senders
= Mo Mail Relay

— Copy All b ail

v
@ Edit killfile: |
M ail address: Iadmin@acme. cam

Control access |
Send a copy of every inbound and outbound
mail mezzage to a specified mailbox. Provide a Stop service |

full e-mail address.

QK. I Cancel | Apply I Help I

3. Enter any of the options (described in the following sections) you
want to use to set security for the SMTP server.

4. Click Apply to save your changes. Cli€K to save your
changes and exit the dialog box.

Note:
If you make changes to the IP addresses that can use the
SMTP server, you must stop and restart the SMTP ser-
vice for changes to take affect.
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Setting Mail Relay Options

You can use the Mail Relay Options to prevent unauthorized mail-
ings, such as mass promotional mailings (known on the Internet as
spam mail) from passing through the IMail Server as a relay or
gateway. Thé&Relay mail for option lets you configure IMail Server

to only accept mail that originates from local users or that is destined
for local users. You can define the systems or address blocks that you
want to consider local.

Relay mail for anyone

Allows the SMTP server to accept mail destined for other hosts and
redeliver that mail to the proper host (i.e, become a mail gateway).
This is the default setting.

Relay mail for

Allows the SMTP server to accept mail destined for other hosts only
if the mail is received from the specified IP addresses (which the mail
server will consider to be local addresses).

If you use this option, you need to specify any host that you receive
mail for and you need to create a matching entry ifwtirent\sys-
tem32\drivers\etc\hosfse. For example, if your DNS is set up to
receive mail for a primary domaimailerl.ipswitch.comand also for
another domaimailer2.acme.conthe MX record will look like

this:

MX
10 mailerl.ipswitch.com
20 mailer2.acme.com

To relay mail for thenailer2.acme.cordomain, you need to specify
its IP address in theelay mail for option and also enter its host-
name and IP address in thestsfile on your mail server.
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To specify the valid IP addresses, click #uelressesutton. The
Access Control dialog box appears.

Access control

Addresses specified here are to be considered
lozal addresses for mail gatewaying.

Cancel

Congider following az local addresses:

P &ddress Subnet Mask

156.21.50.0 255, 255.255.0 Add... |
Edit... |
Remove |

MOTE: Y'ou must stop and restart the service for changes to take
affect!

1. Click theAdd button. The Accept as Local dialog box appears.

Accept Az Local E

" Single Computer

% Group of Computers

P Address: Subnet Mazk;
186.21.50.0 |255.255.255.D

Cancel | oK I

2. Inthe IP Address box, enter the IP address of the computer to be
considered local to the IMail Server.

To add a group of computers, select@reup of Computers
option. In the IP Address and Subnet Mask boxes, enter the IP
address and subnet mask for the group to be considered local.

For example, if you have a class C address space of 156.21.50.0,
enter a group address of 156.21.50.0 and a subnet mask of
255.255.255.0. This will allow those 254 systems to be consid-
ered the same as the local system and they can use the mail serv-
er to send mail to the outside world.

3. ClickOK to add the IP address(es) to the list.
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IMail Server will relay mail for all the computers listed.

4. ClickOK to save the changes. Note that you must stop and re-
start the service for the changes to take affect.

A “non-local” system that attempts to send mail through the IMail
Server system will receive the following message:

550 unknown local host %s, not a gateway

No Mail Relay

The SMTP server will refuse to accept mail destined for other hosts.
Setting List Access Options

You can use the following options to set access to distribution lists
(aliases of type List) on your mail server. (These options do not affect
mailing lists created with the List server.

Allow remote mail to local lists

When selected, the SMTP server will accept mail addressed to an
alias that was defined as a List alias and will resend the message to
the list contents.

Allow remote view of local lists

When selected, the SMTP server will reveal the contents of a List
alias in response to an EXPN SMTP command.

Validating Incoming Mail

You can use the following options to check that incoming mail was
sent from a valid user mail account or to deny access to specified
mail addresses. IMail Server will always include the IP address of the
source of a message in the message header.

Refuse NULL <> Senders

If enabled, refuses to accept mail if the null addres$ is specified
in the MAIL FROM line of an incoming message. Note that Microsoft
Exchange uses the null address for messages from the postmaster.
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Check valid sender

If enabled, requires that the user mail addfassr@host) is spe-
cified in the MAIL FROM line of an incoming mail message. Note
that a null address(> ) in the MAIL FROM line is handled sepa-
rately by enabling or disabling tgefuse NULL < > Senders
option.

Edit kill file

The kill file lets you specify a mail address or a particular mail host
that you do not want to accept mail from. To specify a mail address or
host in the Kill file, click theedit kill file button.

The filekill.Ist appears in the Windows Notepad. In kilklst file,
enter one entry per line in either of the following formats:

userid@host
@host

For example, to deny access from a user mail account, you could en-
ter:fred@widget.com  To deny access to all users from the mail
host widget.com, you can enté@widget.com .

IMail Server checks the incoming messadéAlL FROM:
<user@host> line. When it receives mail from an address listed in
the kill file, IMail Server returns the message:

501 unacceptable mail address

Thekill.Ist resides in théMail directory and applies to the primary
domain and all virtual domains.

Setting Access to the SMTP Server

You can specify an IP address or set of IP addresses that are either
granted access to the SMTP server or denied access. Systems that do
not have access to the SMTP server system will not be allowed to
create a connection. This is useful when you know the IP address(es)
of a mail sender that is making unauthorized use of your mail server.
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To deny access to a specific computer or group of computers:

1.

Click theControl accessbutton. The Access Control properties
appear.

Select the Granted Access option.

Click theAdd button. The Deny Access On dialog box is
displayed.

In the IP Address box, enter the IP address of the computer to be
denied access to the SMTP server.

To deny access to a group of computers, selecktbep of
Computers option. In the IP Address and Subnet Mask boxes,
enter the IP address and subnet mask for the group to be denied
access. For example, if you have a class C address space of
156.21.50.0, enter a group address of 156.21.50.0 and a subnet
mask of 255.255.255.0. This will deny access to those 254
systems.

Click OK to add the IP address(es) to the list.
Access will be granted to all computers except those listed.

Click OK to save the changes. Note that you must stop and re-
start the service for the changes to take affect.

To grant access to a specific computer or group of computers:

1.

Click theControl accessbutton. The Access Control properties
appear.

Select th®enied Accesoption.

Click theAdd button. The Grant Access On dialog box is
displayed.

In the IP Address box, enter the IP address of the computer to be
granted access to the SMTP server.
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To grant access to a group of computers, selecthep of
Computers option. In the IP Address and Subnet Mask boxes,
enter the IP address and subnet mask for the group to be granted
access. For example, if you have a class C address space of
156.21.50.0, enter a group address of 156.21.50.0 and a subnet
mask of 255.255.255.0. This will grant access to those 254
systems.

5. ClickOK to add the IP address(es) to the list.
Access will be denied to all computers except those listed.

6. ClickOK to save the changes. Note that you must stop and re-
start the service for the changes to take affect.
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Copying Inbound and Outbound Mail

You can send a copy of every inbound and outbound message to a
specified mailbox as follows:

1. Inthe Copy All Mail options, in the Mail address box, enter a
full e-mail address where you want to send a copy of each
message.

2. Click theEnable option (make sure it is checked) to enable co-
pying of all mail.

If you want to turn off the Copy All Mail feature, uncheck the
Enable option.

3. Click Apply to save your changes.
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Notes

If you want to see the icon for the service, in the Control Panel’s Ser-
vices application, you can enable fitow service to interact with
desktopoption. (See the Security section in this chapter for how to
access the Services options.)

The SMTP service will continue to run even if you log off. The icon
will disappear but will reappear the next time you log on as the same
user.

Note that younustremove and re—install the SMTP server if you
move it to a new location! This is because the full path to the applica-
tion is stored in the NT Registry.
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Registry Values

The following SMTP server entries in the Windows NT registry are
included for the benefit of system administrators.

HKEY_LOCAL_MACHINE
SOFTWARE
Ipswitch
IMail
Global
TopDir REG_EXPAND_SZ \IMAIL
CfgDir REG_EXPAND_SZ \IMAIL\Cfg
SpoolDir REG_EXPAND_SZ \IMAIL\Spool
UsersDir REG_EXPAND_SZ \IMAIL\Users
HostName REG_EXPAND_SZ (full workstation name)
SendName REG_EXPAND_SZ \IMAIL\SMTP32.EXE

SYSTEM
CurrentControlSet
Services
EventLog
Application
SMTPD32
EventMessageFile REG_EXPAND_SZ C:\IMail\mailmsg.dll
TypesSupported REG_DWORD 0x7
SMTPD32
DisplayName REG_SZ IMail SMTP Server
ErrorControl REG_DWORD 0x1
ImagePath REG_EXPAND_SZ C:\IMai\SMTPD32.exe
ObjectName REG_SZ LocalSystem
Start REG_DWORD 0x2
Type REG_DWORD 0x10
Parameters

AcceptAny RED_DWORD
CheckValidFrom REG_DWORD
CopyAddress REG_DWORD
CopyAllMail REG_DWORD
CurrentwWnd REG_DWORD

Debug REG_DWORD
Direct REG_DWORD
LogLevel REG_DWORD 0x1
NoRelayLocal REG_DWORD
QCheck REG_DWORD Oxle (30 min)

RefuseNullFrom REG_DWORD
RemoteLists REG_DWORD
SMTPFlags REG_DWORD 0x06
TryBeforeGate REG_DWORD 0x03
TryBeforeReturn REG_DWORD 0x14
Version REG_EXPAND_SZ (set only)
Security
Security REG_BINARY ??
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SMTP Deliver Program for Windows NT

Thesmtp32.ex@rogram is the 32—bit SMTP send program for use
with SMTPD32 SMTP Service for Windows NT. This program con-
tains the DNS Mail Exchanger (MX) support as well as the support
for list servers, etsmtp32.exés the program actually responsible for
delivery of the mail.

smtp32.exés responsible for processing messages left ispbel
directory by other processes and attempting final delivery both to
local addresses and remote addresses by way of SMTP.

smtp32.exeloes not parse any headers that are contained in the mes-
sage itself and expects to find properly formatted information in the
gueue control file, thus there are no size restrictions on line lengths.
Whatever is passed to #intp32.ex@asses along to the final system.
(No input checking.) Recipients are sorted by hostname and are sent
as a single message to multiple recipients to a single system.

smtp32.exsupports the following command line options:

SMTP32 With no options, SMTP32 will attempt to deliver
all messages in the mail queue.

SMTP32 queue_filename
Cause SMTP32 to process the single messages
pointed to by the queue_filename.

SMTP32—qr —x Cause SMTP32 to attempt to deliver all mes-
sages in the mail queue.

SMTP32-v Activate full display of the conversation
(verbose).
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6. POP3 Server

The POP3 Server lets any POP3 (Post Office Protocol, Version3)
mail client communicate with IMail Server for Windows NT. Sup-
ported POP3 clients include IMail Client, Internet Explorer, Netscape
Navigator or Communicator, Eudora, Pegasus, NuPOP, Z-Mail, and
UNIX mail.

POP3 clients typically use the “offline” method of accessing the mail
server, though they can also provide “online” access. In the “offline”
method, mail messages are delivered to the IMail Server system and
the mail client periodically connects to the server and downloads the
user’s mail to the client system. Mail messages are automatically de-
leted from the server system. Thus, mail messages are stored only
temporarily on the mail server. This method of access is best suited to
users who always read their mail from the same client system.

In the “online” method of access, mail messages are left on the mail
server system and users can read mail on the server without down-
loading. This method allows users to access their mail from mail
clients on different systems — from a laptop on the road or from a
workstation in the office.

IMail Server also offers mail client access via the IMAP4 (Internet
Message Access Protocol version 4). The IMAP4 server provides
both “online” and “offline” methods of access. See Chapter 6 for
more information on the IMAP4 server.

See Request for Comments (RFC) 1725 for a description of the POP3
protocol.

POP3 Service

As a Windows NT service, the POP3 server will continue to run when
you log off the Windows NT system. This service can run completely
hidden or with some feedback.

The POP3 server gets most of its settings from the Windows NT Reg-
istry. Registry values can be modified by using the IMail Services
application in the Control Panel.
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POP3 Service Security

By default, the POP3 service runs from the System account and starts
automatically. You can change these settings by using the Control
Panel's Services application.

Windows NT allows you to specify a user ID for the service to run
under. To select this option:

Note:

If you are using the Windows NT User Database option
to define where users are registered and how user au-
thentication takes place, this service must run as a sys-
tem service.

1. Inthe Control Panel, select the Services application.

The Services dialog box appears and displays each service, its
operating status, and whether it uses automatic or manual startup.

2. Select the IMail POP3 Server service and click3tastup
button.

3. Enter the settings and cli€k.

Make sure the specified user has full control ofubersdirecto-
ry tree in the IMail directory and any mailboxes that will receive
mail.

Note that if you set thAllow service to interact with desktop
option, the POP3 service will run under the current logged on
user account. (Refer to the Windows NT documentation for more
information.)
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Configuring the POP3 Server

To configure the POP3 server:

1.

2.

In the Control Panel, double—click the IMail Server icon.

The IMail Server for Windows NT services dialog box appears.

Click thePOP3tab. The POP3 Service properties appear.

Finger I Pagzsward I Log Server I Monitorl Motifications I wieb I Queuel
Status | Global | SMTP | SMTP Secuity  POP3 | iMaP4 | LDAP | whais

Control POP3 Service

Log Tax | 'l " Debug Messages

¥ Enable $THD <MIT command
™ Enable UIDL command

¥ &llow remote password changes

Control access |
Service running Stop service |
Copyright © 1994-1997, Ipswitch, Inc. 4.00

Ok I Cancel | Lpply I Help |

Enter the options you want to use to configure the POP3 server.

Each option is described in the POP3 Options section at the end
of this procedure.

After making changes, stop the service, wait 5-10 seconds and
restart the service. Any changes that you make are saved auto-
matically as soon as you press 8tep/Start Servicebutton.

Click OK to exit the dialog box.
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POP3 Options

You can use the following options to configure the POP3 server.
Logging Options

In theLog To box, select the file that you want to use for logging
POP3 events.

If SYSMMDD.TXTs selected, POP3 information is logged in the file:
MAILDIR/spool/sysmmdd.txt , wheremmis the month andd
is the day the log was written.

Logging can be disabled by selectidg Log If App Logis selected,
information is logged in the Application Log, which is viewed with
Windows NT’s Event Viewer. IEog Serveis selected, messages are
sent to the Log Server IP address specified in the Control Panel—>
IMail Server—>Global configuration.

Debug Messages

When enabled, writes debug messages to the log file.

Enable XTND XMIT command

Causes the server to accept outbound mail sent via XTND XMIT.
Clients such as WinQVT/Net require this functionality.

Enable UIDL Command

Causes the server to accept the recent UIDL POP command to sup-
port Netscape Navigator or any other POP3 client that uses UIDL.

Allow remote password changes

Enable the use of internal commands that allow the remote changing
of passwords. The IMUTIL Windows client program is required to
actually change passwords remotely.

Server Status

A status message to the left of Sart/Stop Servicebutton shows
whether or not the service is running.
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Start/Stop Service

This button toggles between Start service and Stop service depending
on whether the service is running.

Setting Access to the POP3 Server

You can specify an IP address or set of IP addresses that are either
granted access to the POP3 server or denied access. Systems that do
not have access to the POP3 server system will not be allowed to
create a connection.

To deny access to a specific computer or group of computers:

1.

Click theControl accessbutton. The Access Control properties
appear.

Select the Granted Access option.

Click theAdd button. The Deny Access On dialog box is
displayed.

In the IP Address box, enter the IP address of the computer to be
denied access to the POP3 server.

To deny access to a group of computers, selecktbep of
Computersoption. In the IP Address and Subnet Mask boxes,
enter the IP address and subnet mask for the group to be denied
access. For example, if you have a class C address space of
156.21.50.0, enter a group address of 156.21.50.0 and a subnet
mask of 255.255.255.0. This will deny access to those 254
systems.

Click OK to add the IP address(es) to the list.
Access will be granted to all computers except those listed.

Click OK to save the changes. Note that you must stop and re-
start the service for the changes to take affect.
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To grant access to a specific computer or group of computers:

1. Click theControl accesshutton. The Access Control properties
appear.

2. Select the Denied Access option.

3. Click theAdd button. The Grant Access On dialog box is
displayed.

4. Inthe IP Address box, enter the IP address of the computer to be
granted access to the POP3 server.

To grant access to a group of computers, selecstbep of
Computers option. In the IP Address and Subnet Mask boxes,
enter the IP address and subnet mask for the group to be granted
access. For example, if you have a class C address space of
156.21.50.0, enter a group address of 156.21.50.0 and a subnet
mask of 255.255.255.0. This will grant access to those 254
systems.

5. ClickOK to add the IP address(es) to the list.
Access will be denied to all computers except those listed.

6. ClickOK to save the changes. Note that you must stop and re-
start the service for the changes to take affect.

Notes

If you want to see the icon for the service, in the Control Panel’s Ser-
vices application you can enable thibow service to interact with
desktopoption. (See the Security section in this chapter for how to
access the Services options.)

The POP3 service will continue to run even if you log off. The icon
will disappear but will reappear the next time you logon as the same
user.

Note that younustremove and re—install the program if you move it
to a new location! This is because the full path to the application is
stored in the NT Registry.
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Registry Values

The following POP3 server entries in the Windows NT registry are
included for the benefit of system administrators.

HKEY_LOCAL_MACHINE
SOFTWARE
Ipswitch
IMail
Global
TopDir REG_EXPAND_SZ \IMAIL
CfgDir REG_EXPAND_SZ \IMAIL\Cfg
SpoolDir REG_EXPAND_SZ \IMAIL\Spool
UsersDir REG_EXPAND_SZ \IMAIL\Users
HostName REG_EXPAND_SZ (full workstation name)
SendName REG_EXPAND_SZ \IMAIL\SMTP32.EXE

SYSTEM
CurrentControlSet
Services
EventLog

Application

POP3D32
EventMessageFile REG_EXPAND_SZ C:\IMail\mailmsg.dll
TypesSupported REG_DWORD 0x7
POP3D32

DisplayName REG_SZ POP3 Server

ErrorControl REG_DWORD 0x1

ImagePath REG_EXPAND_SZ C:\IMai\POP3D32.exe

ObjectName REG_SZ LocalSystem

Start REG_DWORD 0x2

Type REG_DWORD 0x10

Parameters
IdleTime REG_DWORD 0x3a2 (930 sec. =15 min.)
LogLevel REG_DWORD 0x0
POP3Flags REG_DWORD 0x3
Port REG_DWORD Ox6e (110)
Version REG_EXPAND_SZ (set only)

POP3 Server 137

IMail Server for Windows NT



138 User's Guide

IMail Server for Windows NT



|
7. IMAP4 Server

With more and more users finding they need access to their mail from
multiple computers, IMAP4 (Internet Message Access Protocol, Ver-
sion 4) is rapidly becoming a mandatory feature for Internet—stan-
dards—based mail servers. By incorporating IMAP4, IMail Server
provides mail users with the added flexibility of being able to access
and manipulate their mail folders — anytime, anywhere. Now,
whether in the office, at home, or on the road, mail users can refer to
messages in all of their folders regardless of when or where they were
originally read or saved. This translates to increased efficiency for
those working from a “virtual office.”

The IMail Server IMAP4 Implementation

The IMAP4 Server lets any IMAP4 mail client communicate with
IMail Server for Windows NT. Supported IMAP4 clients include
Netscape Communicator and Internet Explorer 4.0. Many mail client
vendors are adding IMAP4 support.

IMAP4 Server Support

IMAP4 handles mail access only, and relies on SMTP for sending and
receiving mail over the Internet. The IMAP4 server allows an IMAP4
client to do the following:

¢ Access remote mailboxes as if they were local

« Read mail from more than one computer because mail is stored
on the server system

* Access mail “offline” or “online”

“Offline” access is the same as using POP3 to access mail on the
server. Mail messages are delivered to the IMail Server system
and the mail client periodically connects to the server and down-
loads the user’s mail to the client system, and deletes the mail
from the server system.
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Note:

If your users will access mail from a single system, the
“offline” method of access may be sufficient and will

use less server and network resources than IMAPA4.
IMail Server’s POP3 server provides offline access. See
Chapter 5 for more information.

In “online” access, messages are left on the mail server. This
method maintains an interactive session between the server and
client systems. Using an IMAP4 mail client, users can read their
mail, move or delete mail, create mailboxes — all on the server
system.

The IMAP4 “online” method of access lets users access and
manage their mail messages from more than one computer. Also,
if mailbox size is large or links are slow, IMAP4 can be faster
than the “offline” method of access.

The malil client may support switching between IMAP4 and POP3
methods, both of which are supported by IMail Server.

Full IMAP4 Client Support

The IMAP4 client can access remote message stores (on the mail
server) as if they were local. Users can:

View message headers before downloading
Select a message or part of a message for downloading
Leave messages on the server for archiving and sharing
Send and receive MIME—based attachments

Manipulate remote mailboxes other than the MAIN (or INBOX)
mailbox
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Mailbox Management

When a user creates a mailbox using an IMAP4 client, the mailbox is
created on the IMail Server system. As the IMail Server will be the
permanent store for IMAP4 users mail, you will want to configure the
server with appropriate disk space and you will want to manage the
disk space by monitoring mailbox disk usage.

You (the system administrator) can view, delete, or rename the mail-
box directories.Mmbxfiles) by using the new IMail Administrator
(IAdmin.exg, which provides an alternate interface to the IMail User
Manager.

You can also set maximum mailbox size and maximum number of
messages for each user, or on a global basis. Mail messages can also
be automatically deleted by specifying a date or number of days for
which messages older than the date will be deleted. See Chapter 4 for
information on using the IMail Administrator to maintain user mail-
boxes.

Administrators can set an option that determines whether users must
subscribe to a private mailbox before they can read it. See “Configur-
ing the IMAP4 Server” section in this chapter for more information.

Public Mailboxes

The IMAP4 server provides a means of creating a public mailbox in
which you can post messages for reading by IMAP4 clients. To create
a public mailbox, use the IMail User Manager (or IMail Administra-
tor) to create a userid named “public”. Any mailboxes in this user’s
directory will be available for reading by IMAP4 clients.

Administrators can use the “public” userid to post messages. Users
other than “public” can only read the public mailboxes. Administra-

tors can set an option that determines whether users must subscribe to
a public mailbox before they can read it. See “Configuring the

IMAP4 Server” section in this chapter for more information.
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IMAP4 Service

As a Windows NT service, the IMAP4 server will continue to run
when you log off the Windows NT system. This service can run com-
pletely hidden or with some feedback.

The IMAP4 server gets most of its settings from the Windows NT
Registry. Registry values can be modified by using the IMail Server
application in the Control Panel.
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IMAP4 Service Security

By default, the IMAP4 service runs from the System account and
starts automatically. You can change these settings by using the Con-
trol Panel’s Services application.

Windows NT allows you to specify a user ID for the service to run
under. To select this option:

Note:

If you are using the Windows NT User Database option
to define where users are registered and how user au-

thentication takes place, this service must run as a sys-
tem service.

1. Inthe Control Panel, select the Services application.

The Services dialog box appears and displays each service, its
operating status, and whether it uses automatic or manual startup.

2. Select the IMail IMAP4 Server service and click 8tartup
button.

3. Enter the settings and cli€k.

Make sure the specified user has full control ofubers
directory tree in the IMail directory and any mailboxes that will
receive mail.
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Note that if you set thallow service to interact with desktop
option, the IMAP4 service will run under the current logged on
user account. (Refer to the Windows NT documentation for more
information.)

Configuring the IMAP4 Server

To configure the IMAP4 server:
1. Inthe Control Panel, double—click the IMail Server icon.
The IMail services dialog box appears.

2. Click theIMAP4 tab. The IMAP4 Service properties appeatr.

Finger I Password I Log Server I MUnitUrI Motifications | wieb I Queuel
Status | Global | SMTP | SMTP Securty | POPZ  IMAP4 | LDAP | whois

Contral IMAP4 Service

Log Ta: ¥ Debug Meszages

I Force subscribe to public mailboxes

I Force subscribe to private mailboxes

Service running Stop zervice I

Copyright © 1994-1997_ Ipswitch, Inc 4.00

(u] I Cancel | ol I Help |

3. Enter the options you want to use to configure the IMAP4 server.
Each option is described at the end of this procedure.

4. After making changes, stop the service, wait 5-10 seconds and
restart the service. Any changes that you make are saved auto-
matically as soon as you press 8tep/Start Servicebutton.

5. Click OK to exit the dialog box.
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Logging Options
In theLog To box, select the file that you want to use for logging
IMAP4 events.

If SYSMMDD.TXTs selected, IMAP4 information is logged in the
file: MAILDIR/spool/sysmmdd.txt , wheremmis the month
anddd s the day the log was written.

Logging can be disabled by selectig Log If App Logis selected,
information is logged in the Application Log, which is viewed with
Windows NT’s Event Viewer. IEog Serveis selected, messages are
sent to the Log Server IP address specified in the Control Panel—>
IMail Server—>Global configuration.

Debug Messages

When enabled, writes debug messages to the log file.

Force subscribe to public mailboxes

When enabled, requires that the IMAP4 client is subscribed to use a
public mailbox. If the user is not a subscriber, they are refused access.

Force subscribe to private mailboxes

When enabled, requires that the IMAP4 client is subscribed to use a
private mailbox. If the user is not a subscriber, they are refused
access.

Server Status

A status message to the left of Sart/Stop Servicebutton shows
whether or not the service is running.

Start/Stop Service

This button toggles between Start service and Stop service depending
on whether the service is running.
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Configuring an IMAP4 Client

You need an IMAP4 enabled client to communicate with IMail Serv-
er's IMAP4 server. Supported IMAP4 enabled clients include:

* Netscape Communicator Pre—release 2
e Internet Explorer 4.0

You may need to select IMAP4 in your mail client’'s setup options.
See your mail client's documentation for information on setting up
and using the client.

Notes

If you want to see the icon for the service in the Control Panel's Ser-
vices application you can enable thibow service to interact with
desktopoption. (See the Security section in this chapter for how to
access the Services options.)

The IMAP4 service will continue to run even if you log off. The icon
will disappear but will reappear the next time you log on as the same
user.

Note that younustremove and re—install the program if you move it
to a new location! This is because the full path to the application is
stored in the NT Registry.
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Registry Values

The following IMAP4 server entries in the Windows NT registry are
included for the benefit of system administrators.

HKEY_LOCAL_MACHINE
SOFTWARE
Ipswitch
IMail
Global
TopDir REG_EXPAND_SZ \IMAIL
CfgDir REG_EXPAND_SZ \IMAIL\Cfg
SpoolDir REG_EXPAND_SZ \IMAIL\Spool
UsersDir REG_EXPAND_SZ \IMAIL\Users
HostName REG_EXPAND_SZ (full workstation name)
SendName REG_EXPAND_SZ \IMAIL\SMTP32.EXE

SYSTEM
CurrentControlSet
Services
EventLog

Application

IMAP4D32
EventMessageFile REG_EXPAND_SZ C:\IMail\mailmsg.dll
TypesSupported REG_DWORD 0x7
IMAP4D32

DisplayName REG_SzZ IMail IMAP4 Server

ErrorControl REG_DWORD 0x1

ImagePath REG_EXPAND_SZ C:\IMai\IMAP4D32.exe

ObjectName REG_SZ LocalSystem

Start REG_DWORD 0x2

Type REG_DWORD 0x10

Parameters
IdleTime REG_DWORD 0x3a2 (930 sec. = 15 min.)
LogLevel REG_DWORD 0x0
IMAP4Flags REG_DWORD 0x3
Version REG_EXPAND_Sz (set only)
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8. LDAP Server

By creating a standard way for applications to request and manage
directory information, LDAP (or Lightweight Directory Access Pro-
tocol) has become another popular feature for standards—based mail
servers. A simplified subset of the much more elaborate X.500 Direc-
tory Access Protocol, LDAP is more appropriate for many of today’s
applications — on both the client and server sides — since it makes
fewer demands on system resources.

LDAP implementations use a client/server architecture to publish
directory information (such as address books) on the server and pro-
vide access to that directory information from LDAP enabled clients.

For more information about LDAP, see the Internet Requests for
Comments (RFCs) that describe the protocol. The IMail Server for
Windows NT implementation of LDAP is based on RFC-1777.

The IMail Server LDAP Implementation

IMail Server provides an LDAP interface to the IMail user database.
The IMail user database is extended to include standard LDAP attrib-
utes (such as name, address, organization name, phone number) and
any other attributes that a site defines. The user database is flat; it
does not support a tree hierarchy of users.

Each user with an account on the IMail Server system has an LDAP
entry. When a user is added to the IMail user database, an LDAP
entry is defined with the following attributes:

ObjectClass The type of entry. The value would be
“Person.”

CN CommonName | The full name of the user.

Mail The IMail Server e—-mail address for th
user. This is constructed from the user
ID and the hostname.

uiD The IMail Server user ID.

D
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When a user receives mail on the IMail Server system, their LDAP
entry is activated.

Using an LDAP enabled client, the user can add, delete, and modify
information in their own LDAP entry. A user cannot modify another
user’s entry. The following table describes several additional attrib-
utes that the user can add (by using an LDAP client that supports the
Modify function):

SurName The surname, or last name, of the usey.

Organization The company that the user works for.

OrgUnit The department within the company that
the user works for.

Street The street address of the user.

City The city in which the user is located.

ST The state or province in which the usef is
located.

Postal The ZIP or postal code of the user.

C The country name of the user.

Telephone The telephone number of the user.

These are the most common attributes used in the LDAP entry. Other
attributes can be defined by the system administrator or the user.

The system administrator can add and delete users, add LDAP attrib-
utes, and modify LDAP attribute values through any of the following
applications:

¢ IMail User Manager — See Chapter 3 of this guide for more
information.

¢ IMail Administrator — See Chapter 4 of this guide for more
information.

¢ An LDAP enabled client — Refer to the documentation for your
client for information on accessing and using an LDAP directory.

*  The IMail Server remote administration utilities: Web Remote
Administration Utility or IMail Remote Administration Utility.
See the "Remote Administration Utilities” section of Chapter 3.
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Full LDAP Directory Support
IMail Server supports LDAP version 2, which provides the following
capabilities:

e Allows users of LDAP enabled clients such as Netscape’s
Communicator to:

— Locate LDAP directory information that may include name,
phone number, e-mail address, organization, department, and
address.

— List all users at a site.
— Browse for users who meet certain criteria.
— Maodify their own user information in the LDAP directory.

e Authenticates LDAP login by using the IMail userid and
password.

e Host Administrators and System Administrators can use an
LDAP enabled client to add, delete, and modify user accounts,
including any LDAP directory information.

¢ You can monitor the LDAP server and receive notification when
it goes down. See Chapter 12 for more information.

LDAP Service

As a Windows NT service, the LDAP server will continue to run
when you log off the Windows NT system. This service can run com-
pletely hidden or with some feedback.

The LDAP server gets most of its settings from the Windows NT
Registry. Registry values can be modified by using the IMail Server
application in the Control Panel.
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LDAP Service Security

By default, the LDAP service runs from the System account and
starts automatically. You can change these settings by using the
Control Panel’s Services application.

Windows NT allows you to specify a user ID for the service to run
under. To select this option:

Note:

If you are using the Windows NT User Database option
to define where users are registered and how user au-

thentication takes place, this service must run as a sys-
tem service.

1. Inthe Control Panel, select the Services application.

The Services dialog box appears and displays each service, its

operating status, and whether it uses automatic or manual startup.

2. Select the IMail LDAP Server service and click 8tartup
button.

3. Enter the settings and cli€k.

Make sure the specified user has full control ofubers
directory tree in the IMail directory and any mailboxes that will
receive mail.

Note that if you set thAllow service to interact with desktop

option, the LDAP service will run under the current logged on
user account. (Refer to the Windows NT documentation for more
information.)
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Configuring the LDAP Server

To configure the LDAP server:
1. Inthe Control Panel, double—click the IMail Server icon.
The IMail services dialog box appears.

2. Click theLDAP tab. The LDAP Service properties appear.

Finger I Pagzsward I Log Server I Monitorl Motifications I wieb | Queuel
Status | Global | SMTP | SMTP Securty | POP3 | IMaP4  LDAP | whais

Control LDAP Service

Log To:

™ Allow queries anly

Service running Stop service |

Copyright © 1994-1997. Ipswitch, Inc. 1.00

Ok I Cancel | Apply I Help |

3. Enter the options you want to use to configure the LDAP server.
Each option is described at the end of this procedure.

4. After making changes, stop the service, wait 5-10 seconds and
restart the service. Any changes that you make are saved auto-
matically as soon as you press 8tep/Start Servicebutton.

5. Click OK to exit the dialog box.
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Logging Options

In theLog To box, select the file that you want to use for logging
LDAP events.

If SYSMMDD.TXTs selected, LDAP information is logged in the
file: MAILDIR/spool/sysmmdd.txt , wheremmis the month
anddd s the day the log was written.

Logging can be disabled by selectig Log If App Logis selected,
information is logged in the Application Log, which is viewed with
Windows NT’s Event Viewer. IEog Serveis selected, messages are
sent to the Log Server IP address specified in the Control Panel—>
IMail Server—>Global configuration.

Allow queries only

When enabled, an LDAP client can query the server for LDAP in-
formation and read the results, but cannot enter or modify LDAP in-
formation.

Server Status

A status message to the left of Beart/Stop Servicebutton shows
whether or not the service is running.

Start/Stop Service

This button toggles between Start service and Stop service depending
on whether the service is running.
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Configuring the LDAP Client

You need an LDAP enabled client to communicate with IMail Serv-
er's LDAP server. Supported LDAP enabled clients include:

¢ Netscape Communicator Pre—release 2

Communicator supports the LDAP URL format from the main
browser window and simple LDAP queries from the Address
Book. Communicator is available fromww.netscape.com
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To configure Communicator to use IMail Server's LDAP server:

In the main browser window, in the Location edit box, enter

LDAP:/lyour_mailserver_nante
(for example, LDAP://mail.acme.com/)

This command will add your LDAP server to the internal list that
Communicator maintains.

*  SWIX

This is a Windows—based LDAP client application which can be
obtained from:ftp.umu.se/pub/pc/swix

Refer to the SWIX documentation for information on setting up
and using the LDAP client.

Notes

If you want to see the icon for the service in the Control Panel's Ser-
vices application you can enable #hléow service to interact with
desktopoption. (See the Security section in this chapter for how to
access the Services options.)

The LDAP service will continue to run even if you log off. The icon
will disappear but will reappear the next time you log on as the same
user.

Note that youmustremove and re—install the program if you move it
to a new location! This is because the full path to the application is
stored in the NT Registry.
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Registry Values

The following LDAP server entries in the Windows NT registry are
included for the benefit of system administrators.

HKEY_LOCAL_MACHINE
SOFTWARE
Ipswitch
IMail
Global
TopDir REG_EXPAND_SZ \IMAIL
CfgDir REG_EXPAND_SZ \IMAIL\Cfg
SpoolDir REG_EXPAND_SZ \IMAIL\Spool
UsersDir REG_EXPAND_SZ \IMAIL\Users
HostName REG_EXPAND_SZ (full workstation name)
SendName REG_EXPAND_SZ \IMAIL\SMTP32.EXE

SYSTEM
CurrentControlSet
Services
EventLog
Application
ILDAP
EventMessageFile REG_EXPAND_SZ C:\IMail\mailmsg.dll
TypesSupported REG_DWORD 0x7
ILDAP
DisplayName REG_SzZ IMail LDAP Server
ErrorControl REG_DWORD 0x1
ImagePath REG_EXPAND_SZ C:\IMail\lLDAP.exe
ObjectName REG_SZ LocalSystem
Start REG_DWORD 0x2
Type REG_DWORD 0x10
Parameters
IdleTime REG_DWORD 0x3a2 (930 sec. = 15 min.)
LogLevel REG_DWORD 0x0
QueriesOnly REG_DWORD 0x3
Port REG_DWORD Ox6e (389)
Version REG_EXPAND_SZ (set only)
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9. Whois Server

The Whois server lets a Whois client look up information about IMail
Server users. Whois information can include the user’s full name,
mailing address, telephone number, and a network mailbox. When the
Whois server receives a lookup request about a particular user, it will
send the information about the user that it finds in the IMail database.

Whois Service

As a Windows NT service, the Whois server will continue to run
when you log off the Windows NT system. This service can run com-
pletely hidden or with some feedback.

The Whois server gets most of its settings from the Windows NT
Registry. Registry values can be modified by using the IMail Server
application in the Control Panel.

Whois Service Security

By default, the Whois service runs from the System account and must
be started manually. You can change these settings by using the Con-
trol Panel’s Services application.

Windows NT allows you to specify a user ID for the service to run
under. To select this option:

1. Inthe Control Panel, select the Services application.

The Services dialog box appears and displays each service, its
operating status, and whether it uses automatic or manual startup.

2. Select the IMail Whois Server and click @rtup button.

3. Enter the settings and cli€k.
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Note that if you set thAllow service to interact with desktop
option, the Whois service will run under the current logged on
user account. (Refer to the Windows NT documentation for more
information.)
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Configuring the Whois Server

To configure the Whois server:
1. Inthe Control Panel, double—click the IMail Server icon.
The IMail Server for Windows NT services dialog box appears.
2. Click theWhois tab. The Whois Service properties appeatr.
3. Enter the options you want to use to configure the Whois server.
Each option is described at the end of this procedure.

4. After making changes, stop the service, wait 5-10 seconds and
restart the service. Any changes that you make are saved auto-
matically as soon as you press 8tep/Start Servicebutton.

5. ClickOK to exit the dialog box.

The version date of the Whois server is displayed in the upper
right corner of the screen.

Logging Options

In theLog To box, select the file that you want to use for logging
Whois events.

If SYSMMDD.TXTs selected, Whois information is logged in the
file: MAILDIR/spool/sysmmdd.txt , wheremmis the month
anddd s the day the log was written.

Logging can be disabled by selectig Log If App Logis selected,
information is logged in the Application Log, which is viewed with
Windows NT'’s Event Viewer. IEog Serveis selected, messages are
sent to the Log Server IP address specified in the Control Panel—>
IMail Server—>Global configuration.
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Database

The full pathname of the Whois database file.

Server Status

A status message to the left of Seart/Stop Servicebutton shows
whether or not the service is running.

Start/Stop Service

This button toggles between Start service and Stop service depending
on whether the service is running.

Notes

If you want to see the icon for the service, in the Control Panel’'s Ser-
vices application, you can enable thiow service to interact with
desktopoption. (See the Security section in this chapter for how to
access the Services options.)

Note that youmustremove and re—install the Whois server if you
move it to a new location! This is because the full path to the applica-
tion is stored in the NT Registry.
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Registry Values

The following Whois server entries in the Windows NT registry are
included for the benefit of system administrators.

HKEY_LOCAL_MACHINE

SYSTEM
CurrentControlSet
Services
EventLog
Application
WHOISD32
EventMessageFile REG_EXPAND_SZ C:\IMail\mailmsg.dll
TypesSupported REG_DWORD 0x7
WHOISD32
DisplayName REG_SZ WHOIS Server
ErrorControl REG_DWORD 0x1
ImagePath REG_EXPAND_SzZ C:\IMail\WHOISD32.exe
ObjectName REG_SZ LocalSystem
Start REG_DWORD 0x2
Type REG_DWORD 0x10
Parameters
Database @ REG_EXPAND_SZ C:\IMAIL\cfg\whois.db
LogLevel REG_DWORD 0x0
Port REG_DWORD 0x2b (43)

Version ~ REG_EXPAND_SZ (set only)
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10. Finger Server

In response to Finger requests from other hosts, the Finger server
returns the full name of the specified user, their complete e—-mail ad-
dress and the date and time that they last read their mail. If there is a
plan.imafile in the user’s home directory or a “PLARNe namé

line defined in the user’s configuration, the information in the Plan
file is returned as well.

If an alias is specified in a Finger request from another host, the Fin-
ger server returns the expansion of that alias.

In response to Finger requests that do not specify a user, the Finger
server reports that it will not display the current logged in user. To do
otherwise is considered by many to be a security breach.

Finger Service

As a Windows NT service, this program will continue to run when
you log off the Windows NT system. This service can run completely
hidden or with some feedback.

The Finger server gets most of its settings from the Windows NT
Registry. Registry values can be modified by using the IMail Server
application in the Control Panel.

Finger Service Security

By default, the Finger service runs from the System account and must
be started manually. You can change these settings by using the Con-
trol Panel’s Services application.

Windows NT allows you to specify a user ID for the service to run
under. To select this option:

1. Inthe Control Panel, select the Services application.
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The Services dialog box appears and displays each service, its
operating status, and whether it uses automatic or manual startup.

Select the IMail Finger Server service and clickStetup
button.

Enter the settings and cli€k.

Make sure the specified user has read access to the user directo-
ries.

Note that if you set thAllow service to interact with desktop
option, the Finger service will run under the current logged on
user account. (Refer to the Windows NT documentation for more
information.)
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Configuring the Finger Server

To configure the Finger server:

1.

In the Control Panel, double—click the IMail Server icon.

The IMail Server for Windows NT services dialog box appears.
Click theFinger tab. The Finger Service properties appeatr.

Enter the options you want to use to configure the Finger server.
Each option is described at the end of this procedure.

After making changes, stop the service, wait 5-10 seconds and
restart the service. Any changes that you make are saved auto-
matically as soon as you press 8tep/Start Servicebutton.

Click OK to exit the dialog box.

The version date of the Finger server is displayed in the upper
right corner of the screen.

IMail Server for Windows NT



Logging Options

In theLog To box, select the file that you want to use for logging
Finger events.

If SYSMMDD.TXTs selected, Finger information is logged in the
file: MAILDIR/spool/sysmmdd.txt , Wwheremmis the month
anddd is the day the log was written.

Logging can be disabled by selectidg Log If App Logis selected,
information is logged in the Application Log, which is viewed with
Windows NT'’s Event Viewer. IEog Serveis selected, messages are
sent to the Log Server IP address specified in the Control Panel—>
IMail Server—>Global configuration.

Server Status

A status message to the left of Bart/Stop Servicebutton shows
whether or not the service is running.

Start/Stop Service

This button toggles between Start service and Stop service depending
on whether the service is running.

Notes

If you want to see the icon for the service, in the Control Panel's Ser-
vices application, you can enable w service to interact with
desktopoption. (See the Security section in this chapter for how to
access the Services options.)

Note that younustremove and re—install the Finger server if you
move it to a new location! This is because the full path to the applica-
tion is stored in the NT Registry.
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Registry Values

The following Finger server entries in the Windows NT registry are
included for the benefit of system administrators.

HKEY_LOCAL_MACHINE

SYSTEM
CurrentControlSet
Services
EventLog
Application
FINGRD32
EventMessageFile REG_EXPAND_SZ C:\IMail\mailmsg.dll
TypesSupported REG_DWORD 0x7
FINGRD32
DisplayName REG_SZ FINGER Server
ErrorControl REG_DWORD 0x1
ImagePath REG_EXPAND_SZ C:\IMai\FINGRD32.exe
ObjectName REG_SZ LocalSystem
Start REG_DWORD 0x2
Type REG_DWORD 0x10
Parameters
LogLevel REG_DWORD 0x0
Port REG_DWORD 0x4f (79)

Version  REG_EXPAND_SZ (set only)
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11. Password Server

The Password server allows Eudora and NuPOP mail clients to
change their IMail Server for Windows NT password without logging
in to the NT server. It also allows the system administrator to change
any users password through the IMail Remote Administration utility
(IRADMEN).

Password Service

As a service, the Password server program will continue to run when
you log off the Windows NT system. This service can run completely
hidden or with some feedback. IMail Server for Windows NT does

not require the Password server to be running for normal operations.

The Password server gets most of its settings, including the directo-
ries it needs to work in, from the Windows NT Registry. Registry
values can be modified by using the IMail Services application in the
Control Panel.

Password Service Security

By default, the Password service runs from the System account and
starts automatically. You can change these settings by using the Con-
trol Panel’s Services application.

Windows NT allows you to specify a user ID for the service to run
under. To select this option:

1. Inthe Control Panel, select the Services application.

The Services dialog box appears and displays each service, its
operating status, and whether it uses automatic or manual startup.

2. Select the IMail Password Server service and cliclStagup
button.
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3. Enter the settings and cli€k.
Make sure the specified user has full control ofdfgedirectory.

Note that if you set thAllow service to interact with desktop
option, the Password service will run under the current logged on
user account. (Refer to the Windows NT documentation for more
information.)

Configuring the Password Server

To configure the Password server:
1. Inthe Control Panel, double—click the IMail Server icon.
The IMail NT Mail Services dialog box appears.
2. Click thePasswordtab. The Password Service properties appear.

3. Enter the options you want to use to configure the Password
server.

Each option is described at the end of this procedure.

4. After making changes, stop the service, wait 5-10 seconds and
restart the service. Any changes that you make are saved auto-
matically as soon as you press the Stop/Start Service button.

5. ClickOK to exit the dialog box.

The version date of the Password server is displayed in the upper
right corner of the screen.

Logging Options

In theLog To box, select the file that you want to use for logging
Password server events.

If SYSMMDD.TXTs selected, Password information is logged in the
file: MAILDIR/spool/sysmmdd.txt , wheremmis the month
anddd is the day the log was written.
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Logging can be disabled by selectiNg Log If App Logis selected,
information is logged in the Application Log, which is viewed with
Windows NT’s Event Viewer. IEog Serveis selected, messages are
sent to the Log Server IP address specified in the Control Panel—>
IMail Server—>Global configuration.

Server Status

A status message to the left of Bart/Stop Servicebutton shows
whether or not the service is running.

Start/Stop Service

This button toggles between Start service and Stop service depending
on whether the service is running.

Notes

If you want to see the icon for the service, in the Control Panel’'s Ser-
vices application, you can enable théow service to interact with
desktopoption. (See the Security section in this chapter for how to
access the Services options.)

Note that youmustremove and re—install the Password server if you
move it to a new location! This is because the full path to the applica-
tion is stored in the NT Registry.
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Registry Values

The following password server entries in the Windows NT registry
are included for the benefit of system administrators.

HKEY_LOCAL_MACHINE
SOFTWARE
Ipswitch
IMail
Global
TopDir REG_EXPAND_SZ \IMAIL
CfgDir REG_EXPAND_SZ \IMAIL\Cfg
SpoolDir REG_EXPAND_SZ \IMAIL\Spool
UsersDir REG_EXPAND_SZ \IMAIL\Users
HostName REG_EXPAND_SZ (full PC name)
SendName REG_EXPAND_SZ \IMAIL\SMTP32.EXE

SYSTEM
CurrentControlSet
Services
EventLog
Application
PSERVE
EventMessageFile REG_EXPAND_SZ C:\IMail\mailmsg.dll
TypesSupported REG_DWORD 0x7
PSERVE
DisplayName REG_SzZ Password Server
ErrorControl REG_DWORD 0x1
ImagePath REG_EXPAND_SZ C:\IMai\PSERVE.exe
ObjectName REG_SZ LocalSystem
Start REG_DWORD 0x2
Type REG_DWORD 0x10
Parameters
LogLevel REG_DWORD 0ox1 1)
Port REG_DWORD Ox6a (106)
Version REG_EXPAND_SZ (set only)
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12. Monitor Server

IMail Server for Windows NT provides several tools for monitoring
the SMTP, POP3, and IMAP4 mail servers and other services on your
IMail Server system. The Monitor service lets you:

¢ Monitor IMail services (such as SMTP, POP3, IMAP4, LDAP,
PServ, Whois, Finger, Syslog) and disk space on the IMail Server
system and display the status of services.

e Monitor DNS, NNTP, WWW, FTP, and Telnet services on either
the local or a remote system, and monitor your default gateway
system.

e Set up notifications for the monitored services and have the mon-
itor program send e—mail to a user, or send notification to a pag-
er, or beeper when a service is down.

« Configure a Web server to provide remote access via a Web
browser to IMail Server functions (such as viewing service sta-
tus, adding or deleting users, or changing a password).

Monitor Service

As a Windows NT service, the Monitor server will continue to run
when you log off the Windows NT system. This service can run com-
pletely hidden or with some feedback.

The Monitor server gets its settings from the Windows NT Registry
and two.ini files found in thevinnt directory:imonitor.ini andipnoti-
fy.ini. Theseini files are used to maintain compatibility with Ips-
witch’s WhatsUp network monitoring tool, which may be installed on
your system.

Registry values can be modified by using the IMail Server applica-
tion in the Control Panel.
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Monitor Service Security

By default, the Monitor service runs from the System account and
starts automatically. You can change these settings by using the Con-
trol Panel’s Services application.

Note:

We recommend that you run the Monitor service under
the System account. If you use an account other than the
System account, all functions may not work properly.

Note:

If you are using the Windows NT User Database option
to define where users are registered and how user au-
thentication takes place, this service must run as a sys-
tem service.

Windows NT allows you to specify a user ID for the service to run
under. To select this option:

1. Inthe Control Panel, select the Services application.

The Services dialog box appears and displays each service, its
operating status, and whether it uses automatic or manual startup.

2. Select the IMail Monitor Service and click tB&artup button.
3. Enter the settings and cli€k.

Note that if you set thAllow service to interact with desktop
option, the Monitor service will run under the current logged on
user account. (Refer to the Windows NT documentation for more
information.)
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Configuring the Monitor Server

To configure the Monitor server:
1. Inthe Control Panel, double—click the IMail Server icon.
The IMail Server for Windows NT services dialog box appears.

2. Click theMonitor tab. The Monitor properties appear.

Status | Global | SMTP | SMTP Secuity | POP3 | IMAP4 | LDAP | whis |
Finger I Pazsward I Log Server  Monitor INotifications I Web I Queue

tanitar these items:

™ NNTF [network news server)
I whanw (web server)

I FTF [file distribution service]
™ Telnet [telnet service)

¥ POPZ [mail distributor service
¥ IMaP4 [mail distributor service]
™ whais [user info service)

™ Monitar default gateway
¥ Moniter disk space

™ Finger [user info service]
¥ LDAP [directony service)

™ DNS [domain name zervice)

2 e el el ey )

Check How Off
I Syslog [system log service] [ SEx oSS

Seconds [10-600] IEU
I PServe [pazsword service)

Service running Stop service |

Copyright © 1994-19397, Ipswitch, Inc.

Ok I Cancel | Apply I Help |

2l e =) e e g ey = =)

3. Configure the Monitor, Notifications, and Web server capabilities
that you want to use.

Click theNotifications tab to display the Notifications
properties.

Click theWeb tab to display the Web server properties.

The following sections describe the configuration of each of the
capabilities.

4. After making changes, stop the service, wait 5-10 seconds and
restart the service. Any changes that you make are saved auto-
matically as soon as you press 8tep/Start Servicebutton.

5. Click OK to exit the dialog box.
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Monitoring Services

You can select to monitor services on the IMail Server system, and
have the Monitor program notify you when a service is down. You

can also select to monitor some services on other systems, such as the
status of a router. You can view the status of monitored services by
using the IMail Monitor (Programs—>IMail—>IMail Monitor) from

the Windows NT console, or by using a Web browser (the IMail Web
server must be configured and running). Services displayed in green
are up and running; services displayed in red are down. You can also
set up a notification for the monitored services to receive an e-mail,
pager, or beeper notification if the service goes down.

To monitor services:

1. Inthe IMail Services dialog box, click tivonitor tab. The
Monitor properties appear.

2. Select the services that you want to monitor.

Click the check box next to a service to select it (make sure it is
checked).

For each service that you select, you can click the associated ar-
row button to access configuration options. For example, if you
click the arrow button for the SMTP service, the following dia-
log box appears.

Monitor configuration E

V¥ Auto Restart this Service Cancel |
[ Motify if Down
v Motify when Up after Do

tanitar internal M ail SMTP server

= Semvice name:

|5MTPD32

) [P Addiess
iz o o L
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6.

Make sure thélonitor this service option is selected. If you
want the service to automatically restart after going down, select
the Auto Restart this Serviceoption.

You do not need to set the service name and IP address for the
services that are part of the IMail Server for Windows NT. These
services are SMTP, POP3, IMAP4, Whois, Finger, LDAP, DNS,
Syslog, and PServe.

For services that are not part of the IMail Server for Windows
NT system, you can enter a service name if it is local or an IP
address if the service is on a remote system.

By default, monitored services will be displayed in green (ser-
vice is up) or red (service is down). In addition to this visual
alarm, you can define and enable e-mail, pager, and beeper noti-
fications to alert you when a service is down, or comes back up.
See the “Setting Up Natifications” section in this chapter for

more information.

In the Monitor configuration properties, thitify if Down and

the Notify when Up after Down options apply to any e—mail,
pager, and beeper notifications that you have enabled. See the
“Enabling Notifications” section for more information.

You can select to monitor the default gateway or disk space on
the IMail Server system.

For the default gateway, click the arrow button to display config-
uration options and then enter an IP address.

To monitor disk space on the IMail Server system, click the ar-
row button to display configuration options and then enter the
amount of free disk space (in Megabytes) below which you want
to be notified.

In the Check How Often section, specify how often (in seconds)
the monitor program should poll the services.

Click OK. Your changes are applied immediately.
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Viewing Service Status from a Web Browser

You can view the status of the monitored services from any Web
browser. To set up this capability, you need to:

1.

Configure the IMail Server Web server as described in the “Con-
figuring the Web Server” section of this chapter.

Note:

You should use a Web browser that supports frames as
the IMail Server Web server uses frames to display ser-
vice status. The most recent Netscape Navigator and
Microsoft Internet Explorer browsers support frames.

2.

Set the appropriate access options (Allow Web Access, Host Ad-
ministrator, IMail System Administrator) in the User Properties
for the userid you will use to login. This determines which Re-
mote Administration functions will be available to you.

You must enable thallow Web Accessoption. See “Adding a
User Mail Account” in Chapter 3 for information on these
options.

Start a Web browser and open the URL address for the Web
server. The address is:

http::/iyour_imail_server_systef181

whereyour_imail_server_systeis the hostname of the Win-
dows NT system on which you installed the IMail Server and
8181 is the port number for the Web server.

You are prompted for your IMail Server userid and password.
Enter your IMail userid and password.
The Remote Administration web page appears.

The Monitor application (in the left side frame) shows the status
of services that you selected to monitor. Monitored services that
are running appear in green. Monitored services that are down
appear in red. A status message (such as “Service running”) ap-
pears next to the service name.
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The Remote Administration functions available to you are deter-
mined by your login userid. If your userid has System Adminis-
trator or Host Administrator enabled, you can perform many of
the functions that are available in the Control Panel->IMalil
Server application.

You can configure service monitoring from the Web Remote Ad-
ministration utility. For information on the configuration options,
see the “Monitoring Services” section in this chapter.

Viewing Service Status with the IMail Monitor

You can view the status of the monitored services from the IMail
Monitor application. To start the IMail Monitor:

From the Start menu, seld@tograms—>IMail->IMail Monitor .
The IMail Monitor appears.

IMonitor Control Panel E3

120812
SMTP Semvice wnning
POP3 Semvice mnning
IR Sermvice inning
LOAP Semvice iwnning
P Mot monitored

WHOIS Mat monitored
FINGER Mat rmonitored
SYSLOG Mot monitared

DS Mot monitored
MHTP Mat monitored
“WEB Mat rmonitored
TELMET Mot monitared
FTFP Mot monitored

Gateway  Mat monitored
DiskSpace C=1023

Eonfig...l Wiew. . | Cluiet.... |

Monitored services that are running appear in green. Monitored ser-
vices that are down appear in red. A status message (such as “Service
running”) appears next to the service name.
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You can configure service monitoring, set up naotifications, and con-
figure the Web server from the IMail Monitor. Click t6enfig but-

ton to display these configurations options. For information on the
configuration options, see the following sections in this chapter:
“Monitoring Services,” “Setting Up Notifications,” “Configuring the
Web server.”

Click theView button to display IMail Monitor debug log. The debug
log shows each service, its IP address, and a status message.

Click theQuiet button to turn off a sound alarm triggered by a moni-
tored service going down, or coming back up after being down.
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Setting Up Notifications

When a service does not respond to polling, the Monitor program can
send notification via a beeper, a pager message, or an e—mail mes-
sage. This is in addition to the visual (red, green) status and the op-
tional sound alarm. Setting up notification for services involves two
steps:

1. You first need to define the notification actions that you will
want to use, such as activating a network administrator’s beeper
or sending e—mail to an individual.

2. Then, you can enable notification actions for services, which is
just a matter of selecting from the defined notifications.

See the section “Enabling Notifications” for information on en-
abling notification actions for a service.

To define a Notification action:

1. Inthe IMail Services dialog box, click tiNotification tab. The
Notification properties appear.

2. Click theNew button. The Add Notification dialog box appears.

3. Click Configure Notifications. The Notifications dialog box
appears.
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4. Define a notification. The following sections describe how to set
up the different types of notification.

Defining Beeper Notification

You can define a notification to activate a beeper when the service
does not respond to polling.

= Notifications

[ efault Pager
Drefault kil

(] Beeper [ Pager [ Mail

D efault Beeper |' Type ‘

[~ External Program

| || Browse I

[ Beeper

Phote: E17 B05-uuun
Del I

[ add | [ Update | [ Test |

1. Enter a unigue name to identify the beeper natification, for ex-
ample “BeepBob.”

2. Select thdeepernotification type.

3. To use an external program to connect to the beeper, see the sec-
tion “Using an External Beeper Program.”

4. In thePhonetext box, enter the phomaimber to dial.

5. Click Comm Setup The Communications Setup dialog box ap-
pears.
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Enter the information in the Beeper section of the dialog box::

Dial String

The default dial string iSATDT%s,,,,%s#

The first%sis replaced by the phone number and the se%end

is replaced by the beeper code. Most modems and beepers sup-
port the use of#’ to terminate the message arid to print out a
dash. You may find a need to increase the number of commas in
the dial string if it dials the code too soon or decrease the number
of commas if it waits too long.

Baud Rate

Select the speed (measured in bits per second) at which the serial
port will communicate with the modem.

COM Port

Select the port to which your modem is attached.

Modem Init String

The default string is ATEOQOV1X4. What is expected in this
string are the modem commands for “Command Echo Off” (EO),
“Result Codes On” (QO), “Verbal Results” (V1), and “Result
Codes Displayed” (X4). The recommended string to use is:
ATEO QO V1 X4

Timeout

The timeout value determines how long the system waits after
sending the last character before it hangs up the phone, if a tran-
sition is not recognized.
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When you have entered the information, clizk.

6. Click theAdd button to add the new beeper notification.

7. The beeper notification appears in the list of Notifications.
Click theTest button to test the notification.

Using an External Beeper Program

You can also use an external program of your own to handle beeper
notification. The presence of an external program name in the Exter-
nal Program text box enables the external program.

The following information is made available to the external program
via the command line.

arg 1: either DN or UP

arg 2: the phone number entered in the Notification options
arg 3: the beeper code as specified in the Notification options
arg 4: the IP address of the host

External program example arguments:

0: beeper.exe 1: DN 2: 8694297 3: 3333 4: 127.0.0.1

0: beeper.exe 1: DN 2: 8694297 3: 2222 4: 127.0.0.1

0: beeper.exe 1: UP 2: 8694297 3: 2222 4: 127.0.0.1

The external program is executed with SW_SHOWMINNOACTIVE.

The external beeper program will not be activated if someone si-
lenced the alarm before the system check is reached.

The UP message will only be sent if the packets lost is greater than
system checks when the service comes back up.
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Defining Pager Notification

You can define pager notification to send a message to a pager when
a service does not respond to polling. The notification message sent
to the pager is predefined. It is a simple message, susivas?

down, SMTP up. IMail Server supports Motorola PageNet and other
TAP (Telocator Alphanumeric Protocol) pagers.

= Notifications

Type
'E’[ IVO Beeper @ Pager 3 Mall |
[ Pager
Terminal:
Password: l:l
Meszage:
o N v Fuat ‘

| Add II_deate I| Test I

To define a pager notification action:

1. Enter a unique name to identify the pager notification, for exam-
ple “PageFred.”

2. Select théagernotification type.

3. Enter the following information:
Terminal
Enter the phone number to dial.
Password
Enter the pager password, if required.
Pager ID

Enter the pager identification number.

4. ClickComm Setup The Communications Setup dialog box
appears.
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Enter the information in the Alpha Pager section of the dialog
box:

Modem Initialization String (ATEO)

The default string is ATEO. What is expected in this string are
the modem commands for “Command Echo Off’ (EO), “Result
Codes On” (QO), “Verbal Results” (V1), “Result Codes Dis-
played” (X4), and “Local Echo OFF” (F1). The recommended
string to use iISATEO QO V1 X4 F1

Baud Rate

Select the speed (measured in bits per second) at which the serial
port will communicate with the modem.

COM Port

Select the port to which your modem is attached.

When you have entered the information, cl@K.

Click theAdd button to add the new pager notification.
The pager notification appears in the list of Notifications.

Click theTest button to test the notification.
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Defining E—mail Notification

You can define e—mail notification to send a message to an e—mail
address when a service does not respond to polling. The notification
message sent to the mail recipient is predefined. It is a simple mes-
sage, such aSMTPdown, SMTP up. To define an e—mail notifica-

tion action:
= Notifications
Motification Mame: kM ail ko M etddmin
Default Beeper Tupe
Default Fager [O Besper (' Pager @] ‘
[ efault b4 ail —

P 5l to M etidmin

[SMTP Mail ™|

Gate IP:  [156.21.50.2

Meszage:

% %N Hv Fu at Zt i
Address: Za

It 1: %1
o 22 o
[ 2ad | [ pdate | [ 120 |

1. Enter a unique name to identify the e—mail notification, for ex-
ample “Mail to Netadmin.”

2. Select theMail notification type.

Enter the following information:;

Address

Enter an e—mail address that is accepted by the Gate IP. (This can
be a simple name.) The Address should not contain brackets,
braces, quotes, or parentheses.

Gate IP

Enter an IP address of a host running SMTP.

3. Ifyou need to change the Mail From Address, dicknm Set-
up. The Communications Setup dialog box appears.
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The Mail From Address defines the sender of an e—mail notifica-
tion as:<imonitor@%s> , where%sis the local hostname. In
most cases, you will not need to change this address. If you do
change the address, be sure to keep the angle brackets (< >) in
place.

When you have entered the information, cliK .

4. Click theAdd button to add the new mail notification.
The mail notification appears in the list of Natifications.
Click theTest button to test the notification.

Updating Notification

To update an existing notification action, select it in the list of Notifi-
cations, edit any of the options, and then clickUpéate button.

Testing Notification

You can test a notification action by selecting it in the list of Notifica-
tions and clicking th@estbutton. The test results are displayed in the
right side of the Notifications page. To return to the original display,
click on a Notification Type.
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Enabling Notifications

After you define notification actions, you can enable them in the
Notifications properties. These notifications can activate a beeper,

send a message to a pager, or send an e-mail message when a service
is down or up. For each service that you select to monitor, you can set
whether you want to be notified when the service goes down, comes
back up after being down, or both.

1. Select théotifications tab. The Natifications properties appear.

Status | Global | SMTP | SMTP Secuity | POP3 | IM&P4 | LDAP | whois |
Finger I Paszword I Log Server I Monitor ~ Motifications |W’eb I Gueus

Contral Motifizations for Moritor S ervice

Monitar Motification:
.E.@.QD.B.9b..S.H.E.T.D.S.D.D.:].Iﬂﬁ ¥ Enable Matifications

Default Beeper ALL COD P
Diefault Eeeper SME=020C ¥ Enable Beep/Eage/Msi

Drefault b ail ALL ¥ Enable Console Dialog
Mail to Nethdmin ALL | _...;I ¥ Enable Sounds
Mew | Mod | Del |

Ok I Cancel | Lpply I Help |

2. In the Monitor Notifications section, enable any of the notifica-
tions that you have created. (See “Setting Up Notifications” for
information on creating notifications.)

To enable a notification action, click thiew button. The Add
Notification dialog box appears. All notification actions that have
been defined are available from the Notify drop—down list. Select
an action, such as Default Beeper or Default Pager, from this list.
You can select to receive notification 24 hours a day, or between
certain hours. CliclOK to enable the notification action. Any
notifications you add are displayed in the Monitor Notifications
list box.

To edit an existing notification action, select it and click the
Modify button. To delete a notification action so that it is not
applied for the services, select it and click Ered button.
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Make sure th&nable Notifications option is checked. This en-
ables any beeper, pager, or e-mail notifications, console, and
sound notifications. You can un—check this option to disable all
notifications.

Check theEnable Beeper/Pager/Mailoption if you want to use
any of the beeper, pager, or e—mail notifications defined in the
list box.

Check theEnable Console Dialogption to display the notifica-
tion in a message box on the console (the IMail Server system).

Check theEnable Soundsoption to play awavfile when a
monitored service goes up or down. (Your system must have a
sound card installed.)

In the Notifications properties, cligkpply to save your changes.

In the Monitor properties (click thdonitor tab), for each ser-
vice that you selected to monitor, specify when you want to be
notified by checking the appropriate options. (You can use this
option to enable and disable notification on a per service basis.)

To display the configuration options, click the arrow button to
the right of the monitored service. A dialog box appears. Select
eitherNotify if down, Notify when Up after Down, or both.

Click OK to exit the dialog box.

In the Monitor properties, clickpply to save your changes.

Configuring the Web Server

The Web server lets you use the Web Remote Administration utility
to view the status of monitored services, modify IMail Server user
registration data, and view log data.

To configure the Web server:

1.

2.

Click theWeb tab. The Web Access properties appear.

Make sure th&nable Web Serveroption is checked.
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3. Enter the following information:

Port
The port number for the Web server. The default is 8181.

Title

Enter the title that you want to appear on the Web page when
accessed from a Web browser.

Web Dir

The directory where you can place additional files to be served
by the Web server.

Hide User List Button

When enabled, the Web server will not display a list of users in
the host administrator functions.

Start/Stop Service

This button toggles between Start service and Stop service de-
pending on whether the Monitor service is running.

4. ClickOK to apply the settings. The Monitor server must be
stopped and restarted for changes to take affect.

Setting Access to the Web Server

You can specify an IP address or set of IP addresses that are either
granted access to the Web server or denied access. Systems that do
not have access to the Web server system will not be allowed to
create a connection.

To deny access to a specific computer or group of computers:

1. Click theControl accesshutton. The Access Control properties
appear.

2. Select th&ranted Accessoption.

3. Click theAdd button. The Deny Access On dialog box is
displayed.

4. Inthe IP Address box, enter the IP address of the computer to be
denied access to the Web server.
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To deny access to a group of computers, selecktbep of
Computers option. In the IP Address and Subnet Mask boxes,
enter the IP address and subnet mask for the group to be denied
access. For example, if you have a class C address space of
156.21.50.0, enter a group address of 156.21.50.0 and a subnet
mask of 255.255.255.0. This will deny access to those 254
systems.

Click OK to add the IP address(es) to the list.
Access will be granted to all computers except those listed.

Click OK to save the changes. Note that you must stop and re-
start the service for the changes to take affect.

To grant access to a specific computer or group of computers:

1.

Click theControl accessbutton. The Access Control properties
appear.

Select th®enied Acces®ption.

Click theAdd button. The Grant Access On dialog box is
displayed.

In the IP Address box, enter the IP address of the computer to be
granted access to the Web server.

To grant access to a group of computers, selectbep of
Computers option. In the IP Address and Subnet Mask boxes,
enter the IP address and subnet mask for the group to be granted
access. For example, if you have a class C address space of
156.21.50.0, enter a group address of 156.21.50.0 and a subnet
mask of 255.255.255.0. This will grant access to those 254
systems.

Click OK to add the IP address(es) to the list.
Access will be denied to all computers except those listed.
Click OK to save the changes. Note that you must stop and re-

start the service for the changes to take affect.
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13. List Server

The List server lets you set up automated mailing lists on the IMail
Serve. A mailing list can receive mail and resend the mail to all the
users on the mailing list. Mailing lists are used widely on the Internet
as a means of sharing information about a topic.

This chapter describes how to set up and maintain mailing lists.

List Server Implementation

The List server for IMail Server faindows NT is a simple list
server that provides two distinct functions:

[0 A user interface for creating and maintaining mailing lists (from
the Start menu, select Programs—>IMail->IMail List Server).

[0 A way to process queries addressed to “imailsrv” on the IMail
Server folWindows NT workstation.

The List server provides the following mailing list functions:

«[0 User subscribe and unsubscribe requests are handled automati-
cally by the list serve

«[0 Mailing lists can be unmoderated (any message sent to the list is
immediately posted to all users on the list) or moderated (all
messages are viewed by a human moderator before being posted
to the list).

[0 Mailing lists can be public or private. A private list will not ac-
cept a Subscribe command.

[0 Messages to the mailing list can be accumulated and regularly
posted as a digest. (A digest contains a group of messages sent
to the list.) Mailing lists that receive adg volume of messages
can give subscribers the option of periodically receiving a digest
rather than being interrupted every few minutes with a new mes-
sage sent to a list.
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«[0 You can enter an identifying text string to appear on the Subject
line of all messages (or a digest) posted to the mailing list.

[0 You can enter header or trailer text (with information such as the
subscribe and unsubscribe instructions) to appear with all mes-
sages (or a digest) posted to the mailing list.

[0 Supports the standard mailing list commands, including: Sub-
scribe, Unsubscribe, Help, List.

Installation

To install the List Serwesimply executémailsrv.exe It will automati-
cally install itself and create the following files, directories, and
aliases:

«[0 The directonylists under the main mail director

[0 The fileslists.txt nolist.txtandsyntax.txin thelists directoy.
Thelists.txtfile is maintained by thienailsrv.exeprogram.You
can tailorsyntax.tk andnolist.txtfor your use. Note that you can
edit these files through the File menu in ittn@ilsrv.exeprogram.

«[1 The alias “imailsrv” that points to “| IMAILBV.EXE hostnane”
wherehostnane is the name for your IMail Server system, for
example:

imailsrv=| imailsrv mailserver.acme.com

Creating a List

To create a list after installing the List server:

1. From the Start menu, select Programs—>IMail->IMail List
Serve.

The List Server window appears and displays each list name, if
any lists were yet created.

2. If you have created virtual hosts to support multiple domains, in
the Host drop—down list, select the host (domain) to which you
want to add a mail list.
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3. From the Lists menu, seledew or click theNew button. The
Create New List dialog box appears.

Create new list x|

0K

Enter name of new list (3 to 23
charcters, no special characters. )

Cancel

Imailinfo

4. Enter a name for the list and cli€kK .

The name must be from 3 to 23 characters in length, with no
spaces between characters. This is the name used to send mail to
the list. For example, if you enter the name “IMailinfo,” users

will send mail to the list by specifying ti® address:
IMailinfo@ipswitch.com.

Note:

Do not use the name “imailsrv” for a mailing list as this
name is reserved for the alias that points to the Ligt ser
er executable program.

The List Settings dialog box appears.
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5.

List Settings For: IMailinfo

General I Advanced I Security I

I ame: Ik ailinfo

Directory:  CslMAILSmailzersslistzh b ailinfo

Title
Owaner Ifred.ipswitch.com [Full mail addresz)
Local administrator ethel [local uzerid]

FRelated Files

Help I Addreszes I

Subscribe I Users I

ak I Cancel I Al I

Complete the entries in the dialog box and dbék.

Title

Enter the title to appear on the mailing list.

Owner

This is the moderator and recipient of list—-owner messages. You
must enter the full mail address.

Local administrator

This is a local mail userid that is allowed remote administrative
access to the list.

Related Files

You can edit the Help or Subscription files by clicking on the

Help or Subscribebuttons. The Help file displays a prepared
message that the List server sends in reply to a help request. The
Subscription file contains a prepared message that the List server
sends in reply to successful completion of a subscribe request.
See the “List Server Commands” section of this chapter for more
information on the commands accepted by the List server.

Click Addressesto show the mail addresses of subscribers. Click
Usersto show the user names of subscribers. You should not
modify the Addresses and Users files as they are maintained au-
tomatically.
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6. From a diferent system, send a test mail message to
“imailsrv@your_IMail_server_hostnaéh In the body of the
message, place the lines:

subscribe  list name  your_full_name

help

help list name

list

list list_ name
See the “List Server Commands” section of this chapter for a
description of the commands accepted by the List serve

7. You should get five messages back from the system.

The List server support directory is the directlisis created under
your mainimail directol. Each list is created as a separate directory
under that directory and there is an alias created for each list.

Setting Advanced Options

You can use the Advanced options to further define the operation of a
mailing list. To set Advanced options:

1. Inthe List Settings dialog box, click tielvancedtab. The
Advanced options appea

List Settings For: IMail-info

General Adwanced I Sec:urit_l,ll Digestl Drigest Schedulingl

[V Reply-Ta ta list [vs. sender]

¥ Enakble Digest Mode

v Enable Subject Modification  [[IMailinfo]
[+ Enable Header E dit |
Edit |

b ax meszage zize in bytes [O=unlimited)] ID
Mumber of recipients per meszage: |25

Ok I Cancel I Apply I

2. Select the options you want to use. Each option is described
below.
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Reply—To list (vs. sender)

Have replies sent from subscribers (or users) go to the list rather
than to the sender of the original message.

Enable Digest Mode

When enabled, the list server will group the messages sent to the
list into a digest, which is then sent to digest subscribers as a
single message. You schedule the digest to be sent on a particular
time—basis (for example daily or weekly). When list users re-

ceive a digest, it will contain all the messages sent to the list for
the specified period.

When you seledEnable Digest Mode the Digest and Digest
Scheduling tabs appear in the List Settings dialog box. You need
to define how the digest will operate by setting the options under
these tabs. See “Setting Up Digest Mode” in this chapter for
more information.

Enable Subject Modification

When enabled, displays the text string (entered in thebGg)t

at the beginning of the subject line of every message sent to the
list. For example, if you enter [IMail-info] as the defined text
string, the subject line of messages will appear as follows:

Subject: re:[IMail-info] How do you receive
mail?

The default string is the name of the mailing list.

Enable Header/Enable Trailer

When enabled, displays text information (entered iriidie
function) at the beginning or end of every message sent to the
list. To enter the header information, selectEhable Header
option, clickEdit, and then enter the text information. This in-
formation is entered in tHeeader.txfile. To enter the trailer

info, select thé&enable Trailer option, clickEdit, and then enter
the text information. This information is entered in titzéer. txt
file.

For example, you can enter the subscribe/unsubscribe informa-
tion for the list and have it appear at the beginning or end of
every message.
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Max message size in bytes (0 = unlimited)

The maximum size (in bytes) of a message that can be sent to the
list. Enter O if you want the size to be unlimited.

Number of recipients per message

The maximum number of recipients per message.

3. ClickOK to save your changes.
Setting Mailing List Security

You can use the Security options to determine whether you want the
mailing list to be moderated or unmoderated, and to set access to the
list.

1. Inthe List Settings dialog box, click t&ecurity tab. The Secu-
rity options appeatr.

List Settings For: IMail-info

Generall Advanced Security I Digestl Digest Schedulingl

Allows pozsting by
’7 T Anyone % Subscrbers "~ tModerator

I idliow List Unsubscribes based on Subject ins

™ Dizallow Subscriptions [i.e.. Private List)

™ Disable List Command

Edit KillFile |
Ok I Cancel I Apply I

2. Select the options you want to use. Each option is described
below.

Allow posting by

Determines who can post mail to the list. Sefetfoneto let

any user post mail. Selestibscribergo let only the subscribers
post mail. Seledloderatorto let only the list owner post mail.

Moderator is used when you want the list owner to review all
messages before they are posted to the list.
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Allow List Unsubscribes based on Subject line

When a user wants to unsubscribe from the mailing list, most list
servers expect the Unsubscribe command to be specified in the
body of mail message. If you want the mailing list to also accept
an Unsubscribe command specified in the Subject line of the
message, select this option.

When enabled, the list will accept the following commands in the
Subject line to unsubscribe: unsubscribe, remove, Higno

Note:

We recommend enabling this command, but do dot a
vertise that the list server supports it because these mes-
sages are sent to the list address and will go out to the
list if the command is misspelled.

Disallow Subscriptions

When enabled, refuses a Subscribe request to the mailing list.
The owner or administrator must add new users either by editing
the Users file, or through thideb Remote Administration utilit
Note that Unsubscribe requests are always enabled.

Disable List Command

A user can obtain a list of the users subscribed to a mailing list
by addressing a message to the list server (for example, imail-
srv@ipswitch.com) and entering thést listhamecommand

in the body of the message. If you do not want users to receive a
list of the subscribers to your mailing list, select this option.

If the list is set to Subscribers or Moderated, subscribers can still
send the help/list command to obtain a list of subscribers.

Edit Kill File

The Kill file lets you specify a mail address or a particular mail
host that you do not want to accept mail frdim.specify a mail
address or host in the kill file, click ttdit kill file button. The
file kill.Ist appears in th&vindows Notepad. In thill.Ist file,
enter one entry per line in either of the following formats:

userid@host
@host
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3.

For example, to deny access from a user mail account, you could
enter:fred@widget.com  To deny access to all users from the
mail host widget.com, you can ent@widget.co m

The List Server checks the incoming messaAIL FROM:
<user@host> line. The List Server denies access to any mail
address listed in the kill file.

Thekill.lst file resides in théMailllists\list_nane directory
(wherelist_nameis the directory for the particular list) and ap-
plies only to the specified list.

Click OK to save your changes.

Setting Up Digest Mode

You can @fer your mailing list subscribers a digest of messages sent
to the mailing list. The list server will “archive” messages sent to the
list to a digest mailbox. The accumulated messages are then sent to
digest subscribers as a single mess#ge.schedule the digest to be
sent on a time—basis (for example daily or weekly) or when the size
of the digest reaches a specified number of bytes. When list users
receive a digest, it will contain all the messages sent to the list since
the last digest was sent.

The digest is written to a special mailbox that you define. List users
can choose between receiving a digest and receiving all messages as
they are senflo receive the digest, list users must send mail to the
List servelimailsrv@your_IMail_server_hostnanand enter the
following command in the body of the message:

set mode digest listhame

wherelistnameis the mailing list name. A confirmation message will
be sent to the us€lo cancel digest mode, users can enter the follow-
ing command in the body of the message:

set mode standard listname

wherelistnameis the mailing list name.

To set up digest mode for a mailing list:

1.

In the List Settings dialog box, click thelvancedtab. The Ad-
vanced options appea
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2.

Enable th&nable Digest Modeoption (make sure it is
checked).

When Enable Digest Mode is enabled, EigestandDigest
Scheduletabs appear in the List Settings dialog box.

Click theDigesttab. The options appear.

Select the options you want to use. Each option is described
below.

Digest Mailbox

Enter the name of the mailbox where postings get stored before
the digest mailing is sent out.

A copy of all postings will be sent to:

list_administrator— mailboxname @ourdomain.com

After a posting is sent to the digest list, the Digest Mailbox is
emptied and a copy is made in the format:

digestmail boxMMDD.mbx

wheredigestmailboxs the name of the Digest Mailbox, MM is
the month, and DD is the day of the posting.

The list owner/moderator can view the mailbox by using the Web
Remote Administration utility and can delete or add messages
before the posting is sent. The list owner/moderator can also
view posted digests by the MMDD format.

Subject Line for Digest Postings

Enter the text that you want to appear as the Subject line on di-
gest postings.

Include Headers/Trailers When Posting to Digest Mailbox

When enabled, the messages posted in the digest will include the
header and or trailer messages. We recommend disabling this
option as it will make the digest larger and the digest has its own
header and trailer.

Strip Non—Text Attachments before Posting

When enabled, strips non—text attachments from messages when
the digest posting is sent.
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Enable Message Separators

Lets you enter lines or characters to automatically separate mes-
sages in the digest posting. When you select this option, the Edit
button is enabled. Click tHedit button and then enter the lines

or characters that you want to use as a separator.

Enable Digest Header/Enable Digest Trailer

When enabled, displays text information (entered irEtthie
function) at the beginning or end of every digest posting. To en-
ter the header information, select #mrable Digest Headermop-
tion, click Edit, and then enter the text information. This in-
formation is entered in thdigest_header.téile. To enter the

trailer info, select th&nable Digest Trailer option, clickEdit,

and then enter the text information. This information is entered
in thedigest_trailer.txtfile.

For example, you can enter the subscribe/unsubscribe informa-
tion for the digest and have it appear at the beginning or end of
every digest.

Digest Subscribers

Click this button to edit the list of usedidest.Is} subscribed to
the digest.

Click Apply to save your changes.

Set the scheduling method (and date/time, if necessary) to deter-
mine how often and when the digest will be posted.

Click theDigest Schedulingab. The scheduling options appeatr.

From thePeriodicity drop—down list, select how often you want

to post the digest. If you seldanily, Weekly Bi-Weeklyevery 2
weeks), oMonthly you can then set the date and time to post the
digest. For example, if you seld2ily and set thélext Proces-

sing Date/Timeto 07/10/1997 3:00 AM, then the digest will
initially be posted on that date and time, and then every week
thereafter at the same time.

SelectUser—Definedand enter the number of days if you want to
post the digest evernn days. This controls both how often the
digest is posted and how it is rescheduled for the next posting.
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SelectSize—Exceexhnd enter the number of Kilobytes to specify
a size limit that when reached causes the digest to be published.
This controls both how often the digest is posted and how it is
rescheduled for the next posting.

SelectManualif you want the digest to be posted only when you
click theProcess/Send Nowutton.

TheLast Processiig Date/Time shows the date and time of the
last digest posting.

You can click thé>rocess/Send Nowutton at any time to post
the digest now and reschedule according to the selected periodic-

ity.

Click Apply to save your settings. Cli€BK to save the setting
and exit the dialog box.
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List Server Commands

The List server will accept the following commands from the body of
an email message:

o[
o[
o[

O
O
O
O
O
O

Subscribdistname your_name
Unsubscribdistname your_name

Unsubscribdistnameuserid@domain.am (this command is
available only to the list owner)

Help

Help listhame

List

List listhame

Set mode digedistname

Set mode standalidtname

When sending email to the List server to perform any of these com-
mands, you must always address the email to “imailsrv@
your_IMail_server_hostnael
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The following examples assume there is a list called “beer” on the
IMail Server forwindows NT server:

To subscribe to the “beer” list located ipswitch.can, you send mail
to the listserver and enter the Subscribe command in the body of the
message, as follows:

TO: imailsrv@ipswitch.com
Subject:

Subscribe beer Fred Farkle

To unsubscribe from the list:

TO: imailsrv@ipswitch.com
Subject:

Unsubscribe beer Fred Farkle

For the list owner oml to unsubscribe a user from the list:

TO: imailsrv@ipswitch.com
Subject:

Unsubscribe beer fred@acme.com

To get general help from the List server:

TO: imailsrv@ipswitch.com
Subject:

help

To get help for a specific list:

TO: imailsrv@ipswitch.com
Subject:

help beer

To display all of the “lists” on the IMail server:

TO: imailsrv@ipswitch.com
Subject:

list
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To get a list of users subscribed to a specific list:

TO: imailsrv@ipswitch.com
Subject:

list beer

To receive a digest of messages sent to the list (the user must already
be a subscriber to the list):

TO: imailsrv@ipswitch.com
Subiject:;

set mode digest beer

To cancel digest mode and receive messages as they are sent to the
list (the user must already be a subscriber to the list):

TO: imailsrv@ipswitch.com
Subject:

set mode standard beer
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Adding, Removing Subscribers by Forwarding a
Message

The host or system administrator can create special aliases that allow
a user to subscribe or remove another user from the list by forwarding
a message from the user to the alias. The user specified in the Reply—
To header (or the From header if Reflg-is not found) of the mes-

sage will be added to or removed from the list. The body of the mes-
sage is ignored. Note that the message must be forwarded unmodified
(with the headers unchanged), otherwise the forwarder will add or
remove himself from the list.

To set up a special alias for adding a user by forwarding a
message:

1. Inthe IMail User Manager or IMail Administratcelect the
Add Alias function.

2. Enter an alias name, for example: Imailinfo—add
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3. Select théProgram alias type.

4. Enter the alias properties using the following format:

imailsr v —add domain_name listhame

For example:

imailsr v —add mailer.ipswitch.com IMailinfo

You can then forward a message to the alias (Imailinfo—add) and the
original sender of the message will be subscribed.

To aeate an alias foremoving a user by forwarding mail to the
list:

Create a new program alias and use the following format to specify
the alias properties:

imailsr v —remove domain_name listhame

For example:

imailsr v —remove mailer.ipswitch.com IMailinfo

You can then forward a message to the alias and the original sender of
the message will be removed.

To aeate an alias foremoving a user based on an unknown user
or unknown host message:

Create a new program alias and use the following format to specify
the alias properties:

imailsr v —ruhost domain_name listname

For example:

imailsr v —ruhost mailer.ipswitch.com IMailinfo

A message is sent to the list owner to verify these add or remove
functions. When adding a use verification message is also sent to
the subscribe
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Sending Mail to a List

List subscribers can send a message to a list by addressing it to the
mailing list name. For example, to send a message to the “beer” list
onipswitch.com

TO: beer@ipswitch.com
Subiject: india Pale Ale

... body of message ...

When the list receives your message, the message is resent to all list
subscribers, or it is archived to a digest and sent to the list subscribers
in the digest.
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14. Technical Information

This chapter describes IMail Server’s file—locking system and pro-
vides additional information about the following IMail Server

programs:

imail This is the main user interface for reading mail
and for interfacing with the IMail system.

imaill This is the main user interface for creating mail
and is normally invoked from a button or menu
option inimail.exe

smtp32 This is the Simple Mail Transfer Protocol deliv-
ery program. This program is called &mtpd32
to do the final delivery of any received messages
and to perform queue runs to clear the outbound
mail queues.

File Locks

IMail employs a built—in locking system to eliminate concurrency
problems. Locks are created by modifying the first character of a file
name and creating a special file in the same directory as the locked
file. Files are only locked while critical reads or writes are being per-
formed on the file. Old locks are removed if they are more than one
hour old. This means a user may be locked out of accessing a file or a
service for up to one hour as a result of a system crash during a criti-
cal time period.

It is possible to manually remove a lock file if you positivethat no
process is actually accessing that file. One reason for the long time
period is to allow for the time required to transmit large files over
slow links. For example, the timeout should be long enough to trans-
mit a 2+ megabyte file across a 2400 baud dial-up connection with
processing delays caused by the remote end.
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IMAIL.EXE

imail includes a POP3 client that operates either of two modes.

* |tretrieves and deletes all mail from the remote host and closes
the connection. This is the “offline” method of access.

e It retrieves headers only and then retrieves the body on demand
and deletes messages on demand, leaving the connection open
for the duration of the client session. This is the “online” method
of access.

imail will not retrieve a message if there is not enough available disk
space for that message.

imail limits are based on the physical memory available on a system,
the number of processes running on the system, and available disk
space. Other limits ifmail are caused by limitations in the Windows
operating environment or the MS—-DOS operating system. In most
cases, innovative methods were used to extend these limitations.

imail can hold 900 messages on a system configured with 8 Mb of
memory, and 1550 on a system configured with 16 Mb of memory.

imail is designed to be used by multiple users on a single system or
by a single user on multiple systems. Whaail is used as a POP3
client leaving mail on the host system, it does not read any local mail-
boxes or store any non—-temporary information on the local system
unless specifically told to do so. It is assumed that a user operating
the system in this manner is using multiple systems, thus mail in-
formation retained on the host is intentionally not saved on the local
system.

imail currently requires that a user be registered through ICONF (or
the IMail Server program in Windows 95) before they can use the
system. It is possible to work around this, but you probably will have
problems. Three things must be present for a user to be valid on the
system:

¢ The user must be entered in treers.syfdile.

e The user must have a directory underubkersdirectory

IMail Server for Windows NT



e The users must have a return mail addreg®sail.ini (or in the
Windows 95 registry).

One of the most likely problems to occur wiitieil is caused by

some other process modifying a mailbaxl§® (doing something

other than appending to the end of the mailbox) without removing the
index (idx) file. If it is necessary to change the contents of a mailbox,
delete the index.

imail can display multiple messages at the same time. Power users
should have no problem working with multiple windows. One poten-
tial problem with this is in holding a message window open and sub-
sequently changing the mailbox that you are in.

imail currently understands all the defined Content—types from RFC
1521 and currently treats text as a US—ASCII character set and ig-
nores external references. As per RFC 158ail treats all types

except text as application/octet—streamail currently understands

the encoding method defined for MIME, base64. Base 64 encoded
text is decoded to the display. Headers, etc. are treated in accordance
with RFC 1521.

IMAIL1.EXE

imaill is the primary user interface for creating mail messages and is
also responsible for final delivery of the created message either to a
local mailbox or to the remote host(s) by way of SMTP. (SMTP de-
livery is covered under ISMTP1.EXE as it is a subsénafll.)

imaill currently has a limitation of the body size of a created mes-
sage (in the editor only) of 32K or less depending on available
memory. Final message size (including attachments) is limited only
by available disk space.

imaill can currently create multi-part MIME messages with Con-
tent—transfer—encoding of binary and base64 and Content—types of
text, multi—part and application.

Technical Information 205

IMail Server for Windows NT



imaill supports the following command line options:

imaill —afilename Specify the name of a file to attach (in MIME
format) to a mail message.

imaill —f filename Specify the name of a file to send without edit-
ing (provided a recipient is also specified on the
command line).

imaill —i filename Specify the name of a file to send with editing.
Displays a Create Mail window.

imaill —s “subject Specify a subject line.

imaill —t “recipient],recipientd[,...]"
Specify primary recipients (the TO: field)

imaill —c “recipientq,recipientd[,...]”
Specify carbon copy recipients (the CC: field)

imaill —b “recipientq,recipientq],...]”
Specify blind carbon copy recipients
(the BCC: field)

imaill —uuser Specify the registered user to send the message
from.

imaill —r Add an Army “Registered:” header.

SMTP32.EXE

smtp32duplicates the functions contained witimaill without any

user interface nor the ability to create a messagg32is responsi-

ble for processing of messages left in the SPOOL directory by other
processes and attempting final delivery both to local addresses as well
as remote addresses by way of SMTP.

smtp32will only deliver mail to addresses found in tgers.sysnd
aliases.sy#dile. Aliases are expanded, though aliases that resolve to
filenames are considered invalid and were/are the responsibility of
the program that placed the message in the SPOOL directory.
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(smtp32.exewill expand lists on receipt of the message iamaill

will expand lists on creation of a new message. Thus it is not possible
to dump a message into the queue that references a list without doing
the expansion yourself.)

smtp32 (andimaill) has a probable limitation of 100 recipients in a
message but is determined by length of the recipient addresses, num-
ber of duplicates, etc.. This is in accordance with RFC 821 section
4.5.3. (It has actually been tested with much more than snigp32

does not parse any headers that are contained in the message itself
and expects to find properly formatted information in the queue con-
trol file, thus there are no size restrictions on line lengths, etc. What-
ever is passed to it is passed along to the final system with no input
checking. Recipients are sorted by hostname and are sent as a single
message to multiple recipients to a single system.

Processing rules famtp32 (andimaill):
1. Check to see if recipient host is the local host.

a. |If so, strip host name if present and add a host of
LOCALHOST.

b. If no host is specified and the user is listeddars.sys
set the hostname to LOCALHOST.

c. Ifthe user is not listed nsers.sysset the host to the
“Default host name.”

2. Sort all recipients by hostname.
3. Deliver to all local recipients.

4. If any recipients left in the list, if the send direct option is en-
abled, for each of the hosts, connect to that host and deliver the
mail to all recipients located on that host.

a. If the delivery succeeds, remove from the list.

b. If the connection fails, leave in the list.
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5. If any recipients left in the list, connect to the “Smart gateway”
and deliver to all remaining addresses

a. If the delivery succeeds, remove from the list.
b. If the connection fails, leave it in the queue.

6. Return any invalid recipients to sender.

smtp32supports the following command line options:

smtp32 With no optionssmtp32 attempts to deliver all
messages in the mail queue.

smtp32queue_filename
Causesmtp32to process the single messages
pointed to by the queue_filename.

smtp32—qr —x Causemtp32to attempt to deliver all messages
in the mail queue.
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Appendix A — Files and Directories

Distributed Programs

MAILDIR\fingrd32.exe
MAILDIR\iadmin.exe
MAILDIR\ildap.exe

MAILDIR\imail.exe

MAILDIR\imaill.exe

MAILDIR\imap4d32.ex
MAILDIR\imonitor.exe
MAILDIR\imutil.exe

MAILDIR\iradmen.exe

MAILDIR\imailsrv.exe
MAILDIR\pop3d32.exe
MAILDIR\pserve.exe
MAILDIR\regist32.exe
MAILDIR\smtp32.exe
MAILDIR\smtpd32.exe

MAILDIR\syslogd.exe

Finger server program, 32 bit. (optional)
IMail Administrata, 32—bit
LDAP server program, 32-bit

IMail message reading user interface, 16
bit. (optional)

IMail message creation user interface, 32
bit. (optional)

IMAP4 server program, 32 hit.
IMail monitor serve, 32 bit. (optional)
IMail user utility, 16 bit. (optional)

IMail remote administration utility
(optional)

IMail List serve, 32 hit. (optional)
POP3 server program, 32 bit.
Eudora Password server program, 32 bit.
IMail user manage 32 bit.
IMail delivery program, 32 bit.
IMail SMTP server program, 32 bit.

IMail log server
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MAILDIR\whoisd32.exe Whois server, 32 bit. (optional)

WINNT\SYSTEM\imail.cpl IMAIL control panel applet, 32 bit.

Distributed Files
MAILDIR\iadmin.hlp
MAILDIR\imailsec.dll
MAILDIR\imutil.hlp
MAILDIR\mailmsg.dll
MAILDIR\regist32.hlp
MAILDIR\smtpcnt.dll

MAILDIR\svcepl.hlp

IMail Administrator help file

IMail security dynamic link library
IMUTIL help file

Event log messages

REGIST32 help file

SMTP helper dynamic link library

Control Panel Application help file
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MAILDIR\*.Irc Language resource files

Directories

MAILDIR\cfg Configuration directory where databases
are stored

MAILDIR\lists List server working directory

MAILDIR\spool

MAILDIR\users

MAILDIR\Web

IMail Server for Windows NT

Temporary directory where messages are
spooled while awaiting delivery and where
the log file is kept.

Users directories parent directory

Web server working directory



Created Files

MAILDIR\spool\syslog.txt
System log file (this file SHOULD be
manually removed as required)

MAILDIR\spool\d*.* Body file

MAILDIR\spool\g*.* Queue header file, contains 4 lines:
Qfilename_of_body _file
Tnumber_of delivery attempts (digit)
S<sender_email_address>
R<recipient_email_address> (lines)

MAILDIR\spool\t*.* Queue header file created during receipt of
a message, renamed to g*.* after complete
receipt

MAILDIR\spool\*.tmp  Temporary file

Installing and Removing Services

You can manually remove or install any of the services provided by
IMail Server for Windows NT by using thenstall and
—remove switches from the DOS command prompt.

For example to remove the POP3 service, run the following program:
pop3d32 —remove

To install the POP3 service, run the following program:
pop3d32 —install

After installation, you must either restart the system or manually start
the server through the Control Panel's Services application.
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The following services can be installed and removed using this
procedure:

fingrd32.exe
ildap.exe
imap4d32.exe
imonitor.exe
pop3d32.exe
pserve.exe
smtpd32.exe
syslog.exe
whoisd32.exe
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Glossary

aliases

An alias is another name assigned to a hostname that can be used in
place of the hostname (plus domain name). Aliases are often used to
shorten long hostnames for convenience.

cache

Each time a Domain Name Server processes a lookup request for a
host not in its domain, it must query another name server for the in-
formation. When a reply is received, the Domain Name Server saves
this address information in a cache. The next time it receives a query
for the same information, it does not have to query another name
server for the information. Because address data in the Domain Name
System changes frequently, the system administrator assigns a Time
to Live (TTL ), usually a number of days, after which the cache is
cleared.

client

A client is a program running on a networked computer that requests
services from aerver program, which is usually running on another
networked computer. The client communicates with the server using
a protocol. For example, an FTP client communicates with an FTP
server using the FTP protocol.

domain

A term used to refer to the subdivisions of the Internet network. Do-
main can mean the major subdivision of which your network is a part
(for example, .com, ,edu, .gov, .net, .us, .uk,) or it can refer to your
part of the network (for example, ipswitch.com). See Blgmain

Name System
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Domain Name System

A distributed database system that translates hostnames (for example,
tortoise.ipswitch.com) to IP addresses (for example, 156.21.50.10).

All hosts on the Internet are named using the conventions specified

by the Domain Name System. Hostnames are used because they are
easier to remember than numerical addresses (IP addresses). An ex-
ample host and domain name is tortoise.ipswitch.com, where tortoise
is the hostname, and ipswitch.com is the domain name. The domain
represents the network where the host is located.

domain name server

A host that keeps a table of hostnames and IP addresses and provides
the lookup service for client programs. A domain name server is used
by client programs to look up the IP address of a given host. A do-
main name server provides hostname to IP address mapping for the
local network and provides access to the Domain Name System to
look up hosts in other domains.

A primary name server contains all the information for the domain in

its database files. If you add a second name server for backup or to
offload the primary server, you can set it up as@ndaryserver. A
secondary name server obtains its domain information by copying the
database files from the name server that is primary for that domain.
The advantage of using secondary servers is that you can maintain the
domain information on one name server (the primary). You can speci-
fy how often any secondary servers should “refresh” their data.

electronic mail

Electronic mail is a term used to describe the process that allows in-
formation to be passed electronically from one person to one or more
other persons on a network.

See alsd?OP3andSMTP.
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Finger

The Finger protocol is a common Internet language that allows re-
mote users to see information about users registered on a system. This
includes the last time a user read their mail and a “plan” file provide

by the user that contains any additional information the user wishes to
provide in response to Finger requests.

FAQ

A document that lists and answers Frequently Asked Questions about
a Web site, newsgroup, or other Internet resource. A good source of
information for new users.

FTP

FTP stands for File Transfer Protocol. This is one of the standard
protocols defined for use on a TCP/IP network and used to transfer
files between systems.

IMAP4

Internet Message Access Protocol version 4 (IMAP4) is a method of
accessing electronic mail messages that are kept on a (possibly
shared) mail server. It permits a client e-mail application to access
remote message stores as if they were local.

in—addr.arpa domain

A special domain on the Internet that maps IP addresses to domain
names. This domain is used to do reverse lookups, where the IP ad-
dress is known and the application is querying for the hostname.

Internet

A distributed network of computer systems that uses a set of rules
based on the TCP/IP protocol to handle communications between
systems.

IP

Internet Protocol; the protocol that determines how packets (bundles
of data) traverse the Internet network to find their destination. See
also TCP.
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IP address

All hosts on the Internet are identified by a unique numeric code,
called the IP address. 156.21.50.1 is an IP address. The Domain
Name System is used to map the IP address to a name.

LDAP

Lightweight Directory Access Protocol (LDAP) is a method of acces-
sing directory information stored on a server. It permits an LDAP—en-
abled client to search for and view user information stored in an
LDAP directory.

list server

A List server provides an automated way to manage mail discussion
groups. All messages for a mail discussion group received by a List
server are sent to all the members of that mail discussion group.

The List server manages the adding and removing of users from the
subscriber list as well as the distribution of messages to all subscribed
users. Users subscribe to a list by mailing a subscription request to
the List server, which automatically adds them to the list.

List servers are popular for running customer technical support fo-
rums and many other kinds of discussion groups.

name server

See domain name server.

namespace

Synonymous with domain.

POP3

Post Office Protocol version 3 (POP3) is the most common protocol
for communicating with a mail server (otherwise known as a post
office) to retrieve messages for a user. Since POP3 servers are al-
ways available to receive incoming mail, individual users do not have
to have their PCs turned on at all times. POP3 servers hold mail for
users until they connect to download their messages. IMail Server for
Windows NT is a POP3 mail server.
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protocol

A set of rules that define how computers will exchange information.

Request for Comments (RFC)

A set of documents that define the Internet standards. RFCs are also
used to propose new standards, or extensions to existing standards.

reverse Lookups

When the client program requests the hostname of a given IP address,
the DNS server does a reverse lookup. This is the reverse of the nor-
mal DNS lookup procedure, where the IP address for a given host-
name is sought. Reverse lookups use a special domain;-the

addr.arpa domain, which maps IP addresses to domain names.

server

A server is a program running on a networked computer that pro-
cesses requests for services frootient program, which is usually
running on another networked computer. The client and server com-
municate using a protocol. For example, an FTP client communicates
with an FTP server using the FTP protocol.

service

“Service” is a formal Windows NT term for an executable object that
is installed in a registry database maintained by NT’s Service Control
Manager. A service is a program that can be automatically started
when the system is booted and will continue to run until the system is
shut down. The service will continue to run even when no one is
logged on the system.

SMTP

Simple Mail Transfer Protocol (SMTP) is designed to efficiently and
reliably transfer mail across TCP/IP networks, including the Internet.
SMTP defines the interaction between mail systems to facilitate the
transfer of electronic mail even when the mail systems are on differ-
ent types of computers or running different operating systems. SMTP
is required to send or receive mail over the Internet. IMail Server for
Windows NT is an SMTP server.
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Spamming

When a bulk mailer sends unsolicited mail to thousands of other
people, it is known as “spamming.” Spam mailers may try to use your
system to relay their messages to other Internet mail users, tying up
your valuable system resources. IMail Server provides antispamming
features.

TCP

Transmission Control Protocol; the protocol that controls how data is
assembled and disassembled in packets. See also IP.

TTL

The Time to Live (TTL) specifies an amount of time (usually in se-
conds) for which a secondary name server can use the DNS database
files that it copied from the primary server before it needs to refresh
the data.

UDP

User Datagram Protocol; a transmission protocol for uses that do not
require the control and error checking of TCP.

Whois

The Whois protocol is a common Internet language that allows re-
mote users to search for mail addresses of users.

Winsock

WinSock is a specification that developers of TCP/IP network soft-
ware for Microsoft Windows use as a guideline for the standard ap-
plication programming interface to their network software.
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POP3 server, 13
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Preface

IMail Server for Windows NT is an Internet standards based mail
server system for Microsoft Windows NT 3.5 and later. IMail Server
provides Simple Mail Transfer Protocol (SMTP) for sending and re-
ceiving mail over the Internet or in an internal TCP/IP network.

IMail Server for Windows NT supports any mail client that uses the
Post Office Protocol, Version 3 (POP3) or Internet Message Access
Protocol (IMAP4).

As options, you can purchase the following software to run with
IMail Server for Windows NT:

« The Web Messaging option which lets users access their mail on
the IMail Server system from any Web browser on the Internet.
This option, rather than replacing the function of a standard mail
client, enhances e—-mail access by “Web enabling” the IMail
Server. It is especially helpful to users who are away from the
office and need quick and easy access to their mail messages.

The Web Messaging option is also available in an enhanced ver-
sion that supports online advertising. This feature lets you dis-
play banner ads (in HTML text and/or graphics, including
hyperlinks) at the top of the Web Messaging mail screens. It can
cycle through up to 1000 ads, changing the displayed ad every 30
seconds. This feature is very useful to Internet Service Providers
(ISPs) and other mail service providers who would like to sell
online advertising space on their mail server.

« An optional Mail to Pager/Beeper capability which lets you set
up an aliases on the IMail Server system that can receive malil
from a mail client and forward it to a preconfigured pager ad-
dress or notify you by beeper when a message arrives.

« An optional Mail to Fax capability which lets you set up mail
accounts on the IMail Server system that can receive mail from a
mail client and forward it to preconfigured Fax phone numbers.
This option also supports “dynamic aliasing.” which lets users
enter the FAX phone number when they create the message.
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In this Document

This guide describes how to install, set up, and run the optional prod-
ucts for IMail Server for Windows NT.

Part 1 describes how to install, set up, and use the Web Messaging
option

Part 2 describes how to install, set up, and use the Mail to Pager/
Beeper option.

Part 3 describes how to install, set up, and use the Mail to Fax option.

The Ipswitch O Family of TCP/IP Products

IMail Server for Windows NT is one of a family of TCP/IP products
from Ipswitch. Other Ipswitch products include:

*  WhatsUp] Gold Network Monitoring Tool

WhatsUp Gold is an inexpensive, graphical network monitoring
tool that initiates both visual and audible alarms when network
elements do not respond to polling. WhatsUp Gold can also
notify you of a network problem by digital beeper, alphanumeric
pager, and e—mail. WhatsUp Gold runs on Windows 95 or Win-
dows NT on the Intel, PowerPC, and DEC Alpha platforms and
can monitor any device on a TCP/IP or NetBEUI network.

» WS_FTR] Professional FTP Client

WS_FTP Professional provides an intuitive, powerful Windows
interface for connecting to remote hosts and transferring files.
WS_FTP Professional provides drag and drop file transfer, and
support for more than 20 remote file systems.
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*« VT320 Terminal Emulator for Windows

VT320 provides high—quality DEC VT320 terminal emulation

and Telnet communications program for accessing VMS and
UNIX host applications. This terminal emulator supports VT320,
VT220, VT100, and VT52 terminals. VT320 provides 80— and
true 132—column modes with double height and double width
characters and is easily customized via keyboard mapping, defin-
able hotspots, and changeable toolbars. It supports XMODEM,
YMODEM, ZMODEM, and Kermit communications.

¢ TN3270 Terminal Emulator for Windows

TN3270 provides IBM 3270 Models 2, 3, 4, and 5 terminal
emulation and communications programs for accessing your
IBM mainframe and minicomputer hosts. Advanced features
include drag—and-drop keyboard mapping and text editing, de-
finable hotspots, customizable toolbars, scalable fonts, multiple
session support, and support for EHLLAPI and Visual Basic.

Visit our Web Site

For more information about Ipswitch products or to purchase our
products online, visit the Ipswitch web site at:
http://www.ipswitch.com

In our technical support pages, you can read answers to Frequently
Asked Questions (FAQs) about our products and keep up—to—date on
product news.

Please Send Us Your Comments

We welcome your feedback on this product. Please send the results of
your evaluation and your comments and suggestions to the following
e—mail addresgeedback@ipswitch.com
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Contacting Ipswitch or Your Reseller for
Technical Support

Please use the following procedure to ask questions or report prob-
lems.

1. Locate your IMail Server for Windows NT serial number, which
is printed on Disk 1 of your IMail Server for Windows NT Kit.

2. Contact your designated IMail Server for Windows NT support
provider.

8
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Downloading IMail Server Software Patches

If a software patch is created to fix a bug in the currently shipping
version of IMail Server, Ipswitch will make it available on our Web
site. You can check our download directory on our Web site for cur-
rent software patches.

To download software from the Ipswitch Web site:

1. Inyour Web browser, go tbttp://www.ipswitch.com

2. Click on thedownload directory link.

3. Under IMail Server Patch Files (if any exist), click on the link.

4. SelectSaveto save the patch file in your directory. Run the patch
file to update the software.

IMail Server for Windows NT



Part 1. Web Messaging Option

This section describes the Web Messaging Option, which is
an add-on capability for IMail Server for Windows NT.
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1. Getting Started

This chapter provides an overview of the capabilities of the Web
Messaging Option and describes how to install the option.

What is the Web Messaging Option?

The IMail Server Web Messaging Option is an add—on capability that
allows users to check their electronic mail using any Web browser on
the World—Wide Web. Web Messaging is an added convenience for
e—mail users — rather than replacing the function of a standard mail
client, it enhances e—mail access by “Web enabling” IMail Server for
Windows NT. The IMail Server Web Messaging capability is
especially helpful to users who are away from the office and need
quick and easy access to their e—-mail messages.
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In addition to the messaging capabilities, the Web Messaging Option
offers an extended menu from which system administrators can
monitor the mail server and manage user accounts remotely.

The Web Messaging Option is also available in an enhanced version
that supports online advertising.
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Each of the Web Messaging capabilities is described below.
Web Access to Mail Accounts

From a Web browser on any system, users can connect to the IMail
Web Messaging server and log in to their mail account using their
IMail userid and password. Once logged in, users can read, send,
delete, reply to, and print e—mail directly from the browser. They can
also change their passwords, user information (such as last name,
organization name, telephone number), Finger information, mail
forwarding information, and vacation messages.

The section “Using Web Messaging Mail Functions” describes how
to use the mail functions.

System Administration via the Web

The Web Messaging Option also lets the system administrator
monitor system activity and manage user accounts remotely from a
Web browser.

Accessible through an extended menu screen, system administrators
can view the spool directory or a variety of system logs, edit the news
message presented to users, edit the welcome message that appears
on the logon screen, check on recent IMail Server news from
Ipswitch, or perform a wide variety of user administration tasks (such
as adding or deleting users and aliases or changing passwords and
other account information).

Security is provided by the IMail userid and password. In addition,
the system administrator can set user access to the various mail
account functions.

Web Messaging Manager

The Web Messaging Manager lets the system administrator perform
Web Messaging functions on the IMail Server host. Using the Web
Messaging Manager (selected from the IMail Server for Windows NT
program group), the system administrator can set the port number for
the Web Messaging server, display server status, edit the news
message presented to users, and edit the messages that appear on the
logon screen.

IMail Server for Windows NT



Web Messaging with Online Advertisements

The Web Messaging Option is available in an enhanced version that
supports online advertising. This feature is very useful to Internet
Service Providers (ISPs) and other mail service providers who would
like to sell online advertising space on their mail server. With this
feature, the advertising is displayed the entire time end—users are
reading their mail via the browser interface. Ads are displayed at the
top of the mail screen and consist of HTML text and/or graphics,
including hyperlinks. Multiple ads are also supported on a
time—sharing basis. IMail Server cycles through up to 1000 ads,
changing the displayed ad every 30 seconds.

System Requirements

The Web Messaging Option must be installed on the host where the
IMail Server for Windows NT software is installed.

The Web Messaging Option requires a frames—capable browser such
as the latest versions of Microsoft's Internet Explorer or Netscape’s
Navigator. Older versions of browsers may not support frames.

Installing or Upgrading the Web Messaging
Option

You install the Web Messaging Option on the system that contains
your IMail Server for Windows NT installation.

To install the Web Messaging Option:

1. Log on as System Administrator or to an account with System
Administrator privileges.

2. Insert the IMail Server Web Messaging Option diskette in a
diskette drive.

Web Messaging Option 13

IMail Server for Windows NT



3. SelecRun from the File menu, and then enter the diskette path
followed byinstall.exe For example:

acinstall.exe
Follow the on—screen instructions.

4. Select the destination directory. The defaultigMail and
should be the same directory in which you installed IMail Server
for Windows NT.

5. Select the desired installation option.

Initial Installation
Update previous installation

Select “Initial Installation” if you have never installed the Web
Messaging Option.

Select the “Update previous installation” option if you have
previously installed the Web Messaging Option and do not want
to lose configuration parameters for the service.

The installation program copies the files, installs the Web Messaging
server and starts the server. It also installs the Web Messaging
Manager and creates an icon for it in the IMail Server for Windows
NT program group.

14
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Files Installed

The Web Messaging Option installation places the following files on
your system:

iwebmsg.exe The Web Messaging server.

iwebmsg.txt Release notes for the Web Messaging Option.
iwebmgr.exe Executable file for the Web Messaging Manager.
iwebmgr.hlp  Help file for the Web Messaging Manager.
iwebmgr.exe Executable file for the Web Messaging Manager.
web Directory for Web Messaging support files.
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Removing the Web Messaging Option

To remove the Web Messaging Option:

1. Log on as System Administrator or to an account with System
Administrator privileges.

2. Insert the IMail Server Web Messaging Option diskette in a
diskette drive.

3. SeleciRun from the File menu, and then enter the diskette path
followed byinstall.exe For example:

acinstall.exe

The installation program states that you are installing the Web
Messaging Option and asks if you want to continue.

4. Click Yesto continue (though you will not be installing the
option again).

5. Select th&Remove installation option.

The Web Messaging entries are removed from the Windows NT
registry and services database.

6. Delete the associated files from the IMail Server directory. See
the section “Files Installed” for a list of the files. Select and
delete the Web Messaging icons in the IMail Server for Windows
NT program group.
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Setting Up Web Messaging

To set up the Web Messaging Option, you need to:

e Set the port number for the Web Messaging server

» Set user access to Web Messaging

Setting the Port Number for the Web Messaging Server

The Web Messaging Option creates a Web server on the IMail Server
host. The Web server is assigned a Web address that can be used to
open the Web Messaging page from any browser. This Web address
consists of the hostname of the IMail Server host and a Web server
port number. The default port numbeBR&83 . For example, if your

IMail Server host is named mailhostl.ipswitch.com, then the Web
address will behttp://mailhostl.ipswitch.com:8383

If you are not running a Web server on the same host, you can set the
port number to the normal HTTP (Web) server poB®f

If you have set up multiple virtual hosts on your IMail Server for
Windows NT system, you will have a different Web address for each
virtual host. For example, if you have set up the virtual hosts:

mail.acme.com 156.21.50.78
mail.widget.com 156.21.50.80

the Web address for the respective hosts would be:

mail.acme.com:8383
mail.widget.com:8383

If you want to change the default port number:

1. Inthe IMail Server for Windows NT program group,
double—click thaVeb Messaging Manageicon.

The IMail Server Web Messaging dialog box appears.
2. Click theWeb Servertab to display the Web Server

configuration page.
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In the Web Server Port text box, enter a new port number.

This is the port on the local system on which the IMail Web
Messaging server will operate. If you change the port, the Web
Messaging server must be stopped and restarted.

Click theStop button to stop the Web Messaging server. The
Stop button toggles t8tart. Click Start to restart the server.

Ipswitch recommends that you enable the Auto Restart Server on
Exit option. This will cause the Web server to be stopped and
restarted automatically when you clioK (in the Web

Messaging dialog box), whenever you make a change that
requires restarting the server.

Setting Access to Web Messaging Functions

The Web Messaging Option provides access to mail functions based
on the user access assigned in the IMail User Manager. Access to the
Web Messaging Option can be assigned for each individual malil
account or globally, for all users. A user can be assigned one or all of
the following access rights:

Allow Web Access

Allows this user access to their account via any Web browser.

Host Administrator

Allows this user to add, modify, or delete users in their current
domain by using the Web remote administration functions. Host

Web Messaging Option 17
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Administrators can also view log files remoteilow Web
Accessmust also be selected.

IMail System Administrator

Allows this user to remotely view the spool directory, edit the
news and welcome messages displayed when users log on to
Web Messaging, and read recent IMail Server news posted by
Ipswitch product developmerillow Web Accessmust also be
selected.

To set access to the Web Messaging Option for an individual user
mail account:

1.

5.

In the IMail Server for Windows NT program group,
double—click théMail User Manager icon.

The IMail User Manager window appears.

Select the userid from the list of users. The User Properties
dialog box appears.

Click theAllow Web Accessoption (make sure it is checked).
and then cliclOK to apply the change and close the window.

Optionally, click theHost Administrator or IMail System
Administrator options to allow this user access to the extended
menu options associated with each.

Click OK to apply the changes and close the window.

To setAllow Web Accessfor all users:

1.

In the IMail Server for Windows NT program group,
double—click the IMail User Manager icon.

The IMail User Manager window appears.

From the File menu, sele@tobal User Change The Global
Change User Properties dialog box appears.

In theAllow user to change information with web front—end
section, select théesoption (make sure it is checked), and then
click theChange ALL accountsbutton to apply the change and
close the dialog box.
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Note:

If you change an option within the User Properties dia-
log box after you have set a global setting, the change
will override the global setting.

Notes for the System Administrator

The system administrator for the Web Messaging Option should note
the following:

The Web Messaging Option requires a frames—capable browser
such as the latest versions of Microsoft’s Internet Explorer or
Netscape’s Navigator. Older versions of browsers may not
support frames.

Users should be aware that the Web Messaging server connection
may time out when the mail account has been inactive. A session
that is inactive for 12 minutes is placed in a rollover queue that
holds up to 50 users. Thus, on low use systems, essentially the
user’s mail session will never time out.

Because the rollover queue is used, users must clithgout

to be sure they have logged out of the Web Messaging session.
The Logout function will remove the user from the rollover
queue and the standard connect tables. Users can also clear the
browser’s history if the browser is in a common use area.

If the server times out while a user is creating a message, the user
may not realize it until clicking th8endbutton. If they click

Sendand the server has timed out, the logon screen will appear
and the message will not be sent.

Web Messaging Option 19
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e Security for the Web Messaging Option is provided by each malil
user’s userid and password. After reading mail in the browser
and then logging off, a user cannot click the browdgaisk
button to return to a mail message. However, in some browsers,
the user could return to a mail message by clicking in the History
list. In this case, the user could not edit the mail message, but
they could read it.

* The Web Messaging Option is not a mail client and will not
display mailboxes that a user has created on their POP3 client.
Mailboxes created with an IMAP4 client or the Web Messaging
Option will appear.
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2. User Mail Functions

If Allow Web Accessis enabled for your mail account, you can log

on to the Web Messaging page on the mail server and do the

following:

« Display a list of your mailboxes

Mailboxes created from an IMAP4 client or from Web

Messaging will appear (as they reside on the server). Mailboxes
created from a POP3 client will not appear, as they reside on the

client system.

e Display a summary of the messages (message headers) in a

mailbox

* Read, send, delete, forward, reply—to, and print e-mail

e Change your password
«  Enter or change finger information
e Set up mail forwarding

«  Enter or change your vacation message

Logging on/off Web Messaging

To log on to Web Messaging:

1. Inyour Web browser, open the Web Messaging page for your

mail server.

Your IMail system administrator can provide the Web address for
the page. The following is an example Web Messaging address:

http://mailhostl.ipswitch.com:8383

Note:

After opening the Web Messaging page in your Web
browser, you can save it as a favorite (or hotlist ) item.

Web Messaging Option
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2. Inthe UserlD text box, enter your mail userid.
3. Inthe Password text box, enter your mail password.

4. Click Logon.

If there is a news message, it appears on a separate page. You can
read the news and then scroll to the bottom of the page and click
Continue when you are ready.

Your mailbox list and the menu for accessing mail functions
appear. See the “Reading Mail” section for more information.

Note:
If your mail account is inactive for more than 12 min-
utes, your session is placed in a rollover queue that
holds up to 50 users. On low use systems, your malil
session is not likely to time out, but if there are many
users on your system, it may time out.

To log out of your mail account at any time, cllabgoff.
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Because the rollover queue is used, users must clithguoif to be

sure they have logged out of the Web Messaging session. The Logout
function will remove the user from the rollover queue and the
standard connect tables. Users can also clear the browser’s history if
the browser is in a common use area.

Reading Mail

The Web Messagingenu screetists your mailboxes and shows the
menu items available to you. If you have mail in a mailbox, the
mailbox name is highlighted.
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The Size shows the total size in bytes for all messages in a mailbox.
The Message Count shows the number of messages in a mailbox.
Last Modified shows the date and time when the mailbox was last
updated with new mail.

To display a list of your messages in the current mailbox, click the
Summary button. To display messages in another mailbox, click the
highlighted mailbox name. Thimmary screeappears.
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Thesummary screefshown above) lists messages in the order they
were received. Information provided includes an assigned message
number, the number of lines in the message, and From, Date, and
Subject fields.

Thesummary screedisplays up to 25 messages. If there are more
than 25 messages, you can click lfextPagebutton to display the
next 25 messages. Use figorPage button to return to the previous
list of 25 messages.

Click the highlighted message number or subject to read a particular
message.

Theread screerfshown below) appears and displays the header
information (Date, From, To, Subject) and the contents of the mail
message.
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When you have finished reading a message, you can:

Return to the summary by clickir@ummary
Go to the next message in the mailbox by clickiext
Go to the previous message in the mailbox by clickirigr

Forward the message to another user by clickiomgvard and
then entering a forwarding e—mail address

Reply to the sender of the message by clickiegly and then
entering a reply

Delete the current message by clickibejete
Display themenu screeby clickingMenu
Log off of Web Messaging by clickingogoff

Print the message by selectiagnt from the File menu
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Reading a Message with an Attachment

The Web Messaging Option lets you receive a message with an
attached file and open and read the attachment. The message will
display the attached file as a link. You can click the link to open it in
the browser window, or right—click to display the pop—up menu. You
can use your browserZave Asfunction to save the attachment as a
file. To return to the mail summary, click your brows&ack

button.

You can decode and read a message that has been translated to
uuencode or MIME formats. These formats are used to translate a
binary file to text (ASCII) format in order to send the file using an
e—mail system. The Web Messaging Option will decode the message
(convert it back to binary) so you can read it in its original form.

Supported formats for attachments include uuencoded,
guoted—printable, and base64.

Displaying Web Pages

If a mail message contains a full Internet address, it will be displayed
as a highlighted hyperlink, which you can click to go to the linked
Web page. The Web page displays within the Web Messaging page.
You can click your browserBack button to return to the mail
message.

Deleting Messages

To delete the current message, clidetewhile reading the
message.

To delete multiple messages:
1. Display thesummary screeto list the messages in the mailbox.

2. Click the check box (make sure it is checked) next to each
message that you want to delete, and then Elalkte
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Sending Mail

When creating a mail message, be aware that the Web Messaging
server connection may time out after 12 minutes (depending on the
number of users on your system). If the server times out while you
are creating a message, you may not realize it until you click the
Sendbutton. If you clickSendand the server has timed out, the
logon screen will appear and the message will not be sent.

To send a mail message:

1. Click theSendbutton. Thesendmail screen appears.
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2. IntheTo: text box, enter one or more recipients. Separate each

recipient with a comma.

For each recipient, you need to enter either an IMail Server
userid or a full Internet e—mail address, depending on whether
the recipient is on your local system or network or on a remote

system.

3. IntheCC: text box, enter any recipients to whom you want to

send a copy of the message.
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4. IntheSubject: text box, enter a brief description of the subject .

The description you enter in this text box will appear in the
message header that gets displayed in the recipient’s mailbox.

5. In the edit window below th8ubject: text box, enter the body
of the message.

The edit window supports cut, copy, and paste through the
right-mousepopup menu and by the cut (Ctrl-X), copy
(Ctrl-C), and paste (Ctrl-V) keystrokes.

The edit window can handle a message size approximately equal
to 18 pages of a word processing document. You cannot attach
documents or files to a message.

You can add Web-based text and graphics to your message. See
the following section for more information.

6. Click theSendbutton below the edit window. A confirmation
message is displayed.

Adding Web-based Text and Graphics to a Mail Message

You can use HTML code to add Web-based text and graphics to an
e—mail message. If you enter a complete Web address in the text of
your message, the address will display as a highlighted hyperlink.
The recipient of this message can click on the hyperlink to go to the
associated Web page.

You can also enter any HTML code, identified by the start and end
tags (KHTML> ... </HTML>) in a mail message to display the text

and graphics as they appear on a Web page. Graphics files must be in
.gif format. If the graphics file contains a link, the recipient can click

on the graphic to display the associated Web page.

For example, the following code was used to embed the IMail logo in
the Web message shown below:

<HTML>
<IMG SRC="HTTP://lwww.ipswitch.com/images/imails.gif">
</HTML>
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If you want to embed HTML source code and have it viewable as
source code, you can replace the start and end tags with <l—HTML>
and <—/HTML>.

Creating a Mailbox

Your Main mailbox is available when you first log on to Web
Messaging. Other mailboxes created from an IMAP4 client or from
Web Messaging will appear (as they reside on the server). Mailboxes
created from a POP3 client will not appear, as they reside on the
client system.

You can create a new mailbox on the IMail Server host by specifying
a mailbox name when you send a message. When creating a mail
message, you can enter a userid and mailbox name Tothext box

in the formatuserid—mailboxfor examplefred—web. If theweb

mailbox does not exist for useffiekd, it will be created. Any

mailboxes created through Web Messaging will be available through
Web Messaging or an IMAP4 client. You will not see the mailbox in
a POP3 mail client.

Web Messaging Option 29
IMail Server for Windows NT




Changing your Password

To change your password:

1.

2.

Click theChange Passwordtem.

In the Password text box, enter a new password. The password
can be from 4 to 30 characters and cannot contain spaces.

In the Confirm password text box, enter the password again to
confirm it.

Click Save

30

Changing User Information

The User information you enter is provided in response to an LDAP
request, if the LDAP server is enabled. The LDAP server provides a
directory service in which remote users can look up the information
that you provide (such as username, full name, organization, and
telephone number).

To change user information:

1.

4,
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Click theChange User Informationitem.
The User Information page appears.
Enter or change any of the information.

Click theHide User From Info Servicesif you do not want this
information to be available to remote users (through an LDAP
client).

Click Save
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Entering Finger Information

The Finger information you enter (known as the Finger Plan) is
provided in response to a Finger request, if the Finger server is
enabled. To enter or change Finger information:

1. Click theChange Fingeritem.

2. Enter or edit any information for the Finger Plan in the text
window.

3. ClickSave

The presence of information in the text window activates the Finger
Plan. If the text window is left empty, the Finger Plan is disabled.

Setting Mail Forwarding

You can set a forwarding e—-mail address to which all of your mail
will be sent.

1. Click theChange Mail Forwarding Information item.
2. Enter an e-mail address.

You can enter either an IMail Server userid or a full Internet
e—mail address, depending on whether the forwarding address is
on your local system or network or on a remote system. The
e—mail address must be a complete mail address that is valid
from the IMail Server host system.

3. Click Save

This feature is disabled if the text box is empty.
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Entering a Vacation Message

The vacation message will be sent once to each use that sends you
mail. To enter or change a vacation message:

1. Click theChange Vacation Messagéem.
2. Enter a message. You can enter up to 1000 characters.
3. ClickSave

The presence of a message in the text window activates the vacation
message. If the text window is left empty, the vacation message is
disabled.
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3. Administration Functions

An extended menu containing remote administration functions is
available to you if your mail account has Host Administrator and/or
IMail System Administrator access enabled. See “Setting Access to
Web Messaging Functions” for how to set access for users.

¢ Host Administrator Functions

If your mail account haslost Administrator andAllow Web
Accessenabled, you can display a list of mail users and aliases,
and add, delete, and modify users and aliases. You can also view
log files remotely.

¢ IMail System Administrator Functions

If your mail account haMail System Administrator and

Allow Web Accessenabled, you can view the spool directory,

edit the news and welcome messages displayed when users log
on to Web Messaging, and read recent IMail Server news posted
by Ipswitch product development.
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The following section describes how to use the remote administration
functions.
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Adding, Modifying, and Deleting User Mail
Accounts

You can add, modify, and delete user mail accounts via the Web
browser.

To add a user mail account:

To add users using remote administration from a Web browser, your
user mail account must have bdthail System Administrator and
Allow Web Accessenabled.

1.

Options User’s Guide

In your Web browser, open the Web Messaging page for your
mail server and log on to your mail account.

Click theUser Administration item.
The User and Alias Administration screen appears.
Click theAdd User button.

In the UserID text box, enter a user name (this will be the userid
for the mail account).

A userid must be from 3 to 30 characters and must be created
from the character set of digits and letters. It cannot contain
spaces. The userid must be unique within the system.

In the Fullname text box, enter the user’s full name.
In the Password text box, enter a password for the user.

Passwords can be from 4 to 30 characters and cannot contain
spaces.

Confirm the password you entered by entering it again in the
Confirm Password text box.

IMail Server for Windows NT



7. Inthe Max Mailbox Size text box, enter the maximum size (in
bytes) for each mailbox created in the user’s mail account. If a
mailbox exceeds the maximum, any new mail for the mailbox is
returned to the sender. Entering zero means the size will be
unlimited.

8. Inthe Max Num Messages text box, enter the maximum number
of messages (the total for all mailboxes created in the user’s mail
account). If the maximum is exceeded, any new mail for the user
is returned to the sender. Entering zero means the number will be
unlimited.

9. Click Saveto add the user. The userid is added to the list of
registered users.

Any users you have added can now receive mail through IMail
Server for Windows NT at the specified host (domain name). For
example, if you added the ugexd to the virtual host for the
domainipswitch.comthe user can now receive mail addressed to
fred@ipswitch.com

To modify or delete a user mail account:
1. Select a mail account by doing one of the following:

e Enter a userid and click thiisplay Userbutton

» Click List Usersto display a list of registered users, and then
select a user name from the list and cli&play

The user mail account information is displayed.
2. Select one of the menu items to make changes:
Click theChange Passwordtem to change the user’s password.

Click theChange User Informationitem to modify the user’s
Fullname, Max Mailbox Size, or Max Num Messages.

Click theDelete useritem to delete the mail account.
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Adding, Modifying, and Deleting Aliases

IMail Server for Windows NT supports three types of aliases:

Standard aliases that point to an e—mail address on the local
system, a remote system, or another alias

List aliases that point to a file containing a list of mail addresses

Program aliases that point to an executable program on the host
system

To add an alias:

1.

Click theUser Administration item.

The User and Alias Administration screen appears.
Click theAdd Alias button.

In the Alias text box, enter a name for the alias.

Alias names are limited to 45 characters and must be created
from the character set of digits and letters. The underline (_) and
hyphen (-) characters are valid. The name cannot contain spaces
and must be unigue within the system.

In the Destination text box, enter one of the following:

Standard Alias

A standard alias can point to a single userid on the same system,
multiple userids on the same system, a remote e—mail address,
multiple e—mail addresses, another alias, or any combination of
the same.

List Alias

A list alias points to a file that contains a list of valid mail
addresses, one per line.
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Program Alias

A program alias points to a program that can accept the mail
message for further processing. The message is passed to the
program by passing the full pathname of a temporary file as the
last argument on the command line when the program is
invoked.

After entering the alias properties, clioK to add the alias. The
new alias is added to the list of registered aliases.

To modify or delete an alias:

1.

2.

Select an alias by doing one of the following:

» Enter an alias name and click thesplay Alias button

¢ Click theList Aliases button to display a list of the defined
aliases, and then select an alias from the list and click
Display.

The alias information is displayed.

In the Destination text box, make any changes to the alias.

3. Click Saveto apply the changes.

Click theDelete aliasitem to delete the selected alias.

Viewing Monitor and System Logs

If you have Host Administrator access, you can view the following
IMail Server log files.

Monitor Access Log — shows each access attempt to the IMail
Web Messaging server and to the IMonitor web server.

Monitor System Log — shows logons to the mail server and to
the IMonitor web server and shows the status of services.
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e IMail System Log — shows IMail Server send and receive mail
transactions. This shows the contentsysiog.txt

» IMail Syslog Log — records transaction and debug information
when enabled in each of the servers (for example, POP3 and
SMTP). This shows the contentslofinnnn.txt the System Log
Service file.

Viewing the Spool Directory

If you have IMail System Administrator access, you can view the
IMail Server spool directory to check on mail activity. The spool
directory shows all IMail Server send and receive mail transactions
that are in process. Click théew Spool Directory menu icon to
display the spool information.

Reading Recent IMail Server News

If you have IMail System Administrator access, you can click the
Recent IMail Newsmenu item to display the Web page where
Ipswitch reports information on new releases, bug fixes, and
workarounds.
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Customizing the Web Messaging Option

You can customize the Web Messaging Option by changing the text
and graphics displayed on some of the Web Messaging screens. You
can edit the Welcome Message, Title and Tail on the logon screen.

You can also edit the News of the Day, which appears on a separate
page before the menu screen.

You can make these changes from the Web Messaging Manager,
which is installed in the IMail Server for Windows NT program
group on the IMail Server host.

You can also make changes to the Welcome Message and the News
Message remotely from a Web browser. These capabilities are part of
the extended menu displayed to Web Messaging users who have
IMail System Administrator access enabled.
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Editing the Welcome Message, Title, and Tail

The Welcome Message, Title, and Tail appear on the Web Messaging
logon screen
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To edit the Welcome Message, Title, or Tail via the Web Messaging
Manager:

1. Inthe IMail Server for Windows NT program group,
double—click thaNeb Messaging Manageicon.

The IMail Server Web Messaging dialog box appears.

2. Click theLogon Screentab to display the logon screen edit
page.
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Make any changes to Welcome Message, Title, or Tail.

Welcome Message

You can enter up to 1000 characters of plain text and/or raw
HTML code in this edit box. The message will be displayed in

the main logon screen above the logon form. The message
persists across reboots. The contents of this edit box are saved in
the file mailwelc.txton the IMail Server host.

A nice screen can be created with the following HTML code:

<center><p><hl><img src="my_logo.gif"
alt="My Company"></h1><p>

User<center> to center everything on the screen. Udar>
to cause line breaks in your message.

Note:

Both the size of the Welcome Message and the HTML
code you use (such asenter> ) affect the placement
of the login form on the logon screen.

Title

You can enter up to 100 characters of plain text, limited to one
line, in this edit box. The Title is displayed as a single line
immediately above the logon form and on some other screens.

Tall
This message will be displayed in the frame at the bottom of the
main logon screen if you have Ad Support enabled.
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You can enter up to 1000 characters of plain text and/or raw
HTML code in this edit box. This must be a full HTML page,
starting with<HTML><BODY:and ending with
</BODY></HTML>. The contents of this edit box are saved in
the file mailtail.txt on the IMail Server host.

A nice idea for using the Tail message is to use a Java scrolling
text area to print any current news.

Click Apply to save your changes; or cli€K to save changes
and exit the dialog box.

To edit the Welcome message remotely from a browser:

1.

2.

3.

In your Web browser, open the Web Messaging page for your
mail server and log on to your mail account.

Click theEdit Welcome Messagétem.

In the edit box, make your changes and then Sake

Editing the News of the Day

After you log on to Web Messaging, the News of the Day appears on
a separate page before the menu screen. If nothing is entered for the
News of the Day, then threenu screeis displayed on logging in.
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To edit the News of the Day via the Web Messaging Manager:

1. Inthe IMail Server for Windows NT program group,
double—click théNVeb Messaging Manageicon.

The IMail Server Web Messaging dialog box appears.

2. Click theNews of the Daytab to display the News of the Day
edit page.
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You can enter up to 1000 characters of plain text and/or raw
HTML code in this edit box. The contents of this edit box are
saved in the filenailnews.txtThis News message will appear
immediately after logon, on a separate page, before the menu
screen. The News message persists across logons.

3. Click Apply to save your changes; or cli€K to save changes
and exit the dialog box.

To edit the News message remotely from a browser:

1. Inyour Web browser, open the Web Messaging page for your
mail server and log on to your mail account.

2. Click theEdit News Messagédtem.

3. In the edit box, make your changes and then Sake

42 Options User's Guide

IMail Server for Windows NT



Editing the “No Page Error” Message

While reading a mail message with the Web Messaging Option, you
can click a hyperlink to display the linked Web page. If the linked
Web page is unavailable or not found, the browser displays a “No
Page Error” message. You can enter text or HTML code to be
appended to this error message. This may be used to inform users to
go to a different server or different port for standard pages.

To edit the “No Page Error” message:

1. Inthe IMail Server for Windows NT program group,
double—click thaNeb Messaging Manageicon.

The IMail Server Web Messaging dialog box appears.

2. Click theNo Page Errortab to display the No Page Error edit
page.
You can enter up to 1000 characters of plain text and/or raw

HTML code in this edit box. The contents of this edit box are
saved in the filenailerr.txt The message persists across logons.

3. Click Apply to save your changes; or cli€kK to save changes
and exit the dialog box.

Displaying Online Advertisements

If you purchased Web Messaging with Online Advertisements, you
can set up the Web Messaging page to display advertising the entire
time end-users are reading mail via the browser interface.

Ads are displayed at the top of the mail screen and consist of HTML
text and/or graphics, including hyperlinks. Multiple ads are also
supported on a time—sharing basis. With Ad Support enabled, IMail
Server cycles through up to 1000 ads, changing the displayed ad
every 30 seconds.

To enable ad support:

1. Inthe IMail Server for Windows NT program group,
double—click thaVeb Messaging Manageicon. The Web
Messaging Manager dialog box appears.
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2. Click theAd Support tab to display the Ad Support page.
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3. Click theEnable Ad Supportcheck box (make sure it is
checked).

Uncheck this box to disable ad support.
To create or edit an online advertisement:

1. Inthe Ad Support page in the IMail Messaging Manager, use the
slider to select the ad you want to create or edit (ads are
numbered 1 through the number of the last ad).

2. Enter the HTML code and text for the ad in the text box and
click Apply.

The ad can contain up to 500 characters of HTML code. It can
display a.gif file and can link to a Web address (URL).

If the ad is larger than the frame size, a scroll bar will appear on
the right side of the frame. Thus, an ad can be a full Web page.

You can enter up to 1000 ads using the interface. The ad displayed on
the Web Messaging page will be changed every 30 seconds.

The ads you entered are saved in thedfils.txt If you prefer to use

an editor rather than the Web Messaging Manager interface, you can
enter and edit ads by openiads.txtin an editor. There is no imposed
limit to the number of ads if you enter them manually inatie txt

file.
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Part 2: Mail to Pager/Beeper Option

This section describes the Mail to Pager/Beeper Option, which
is an add—on capability for IMail Server for Windows NT.
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4. Setting Up and Using the Mail to Pager/
Beeper Option

You can purchase the Mail to Pager/Beeper option as a separate add—
on capability to IMail Server for Windows NT.

The Mail to Pager/Beeper option lets you create aliases on the IMalil
Server that your mail users can then use to send a message to a pager
or notify you by beeper when a message arrives. For example, you

can create an alias named “PageFred” and define a pager ID and
phone number for the alias. Users can then address mail to to the
alias“PageFred” and the IMail Server will route the message to the
specified pager.

This chapter describes how to set up and use this option on the IMalil
Server for Windows NT system.

Installing IMail Pager/Beeper Support

To install IMail Pager/Beeper Support:

1. Log on as System Administrator or to an account that has System
Administrator privileges.

2. Insert the IMail Pager/Beeper Support diskette in a drive.

3. SelecRun from the File menu, and then enter the diskette path
followed byinstall.exe For example:

acinstall.exe

4. Select thénstall/upgrade installation option.

5. Select the Program folder in which you want to install the IMail
Pager/Beeper Support programs. The default is the IMail folder.
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6.

The setup program installs the IMail Pager/Beeper Support files
in the IMail directory and creates icons for the IMail Pager/Beep-
er Support program, the release notes, and help file.

Click Finish to exit the installation program.
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Removing the Mail to Pager/Beeper Option

To remove the Mail to Pager/Beeper Option:

1.

Log on as System Administrator or to an account with System
Administrator privileges.

Insert the IMail Server Mail to Pager/Beeper Option diskette in a
diskette drive.

SelecRun from the File menu, and then enter the diskette path
followed byinstall.exe For example:

acinstall.exe

The installation program states that you are installing the Mail to
Pager/Beeper Option and asks if you want to continue.

Click Yesto continue (though you will not be installing the op-
tion again).

Select th&kemoveinstallation option.

The Mail to Pager/Beeper entries are removed from the Windows
NT registry and services database.
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Setting Communications Properties

Before using an alias for a pager or beeper message, you need to set
the communications properties for connecting to a modem.

1.

In the IMail Server for Windows NT folder, click the IMail Pager
Client icon. The first time you run the program, the Beeper/Pager
Client window appears and displays the Communications Setup
dialog. Subsequently, you can access the Communications Setup
dialog by selectingroperties from the File menu.

. Digital Besper
Dial Sting: [ATDT%s..... . %sH) - (Co) [Freri:
ETETQOVIDT %5 %sh (2 Bl
I e  CcomMz
Baud Ra ~ COMz
[G 300 ¢ 1200 O 2400 © coM4
Timeout: [5 seconds [5]
—Alpha Pager
_ oK.
Modern Initislization Sting: [ATEOQM) [ CHM Part [ _ox ]
& CoM1
[~TEDQ D4R — coM2 Canesl |
Baud Aa © CoM3
[6 200 ¢ 1200 ¢ 2400 | < CoM4
— Parit
M aximum Size |1 024 ;"? E
fal- 1

Make sure the communications properties for your modem are
set correctly. When you have set the properties, @i¢k

In the top half of the Communications Setup dialog box, you
configure the beeper communications. In the bottom half, you
configure the pager communications.

For beepers, enter the information in the Beeper section of the
dialog box:

Dial String

The default dial string iSATE1QOV1DT%s,,,, %s#

The first 10 characters are modem commands for “Command

Echo Off” (EO), “Result Codes On” (QO), and “Verbal Results”
(V1). The first%sis replaced by the phone number and the se-
cond%sis replaced by the beeper code.
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Most modems and beepers support the us#’ #b’'terminate the
message and ’ to print out a dash. Each comma specifies a one
second wait. You may find a need to increase the number of
commas in the dial string if it dials the code too soon or decrease
the number of commas if it waits too long.

Baud Rate

Select the speed (measured in bits per second) at which the serial
port will communicate with the modem.

COM Port

Select the port to which your modem is attached.

Timeout

The timeout value determines how long the system waits after
sending the last character before it hangs up the phone, if a tran-
sition is not recognized.

For pagers, enter the information in the Alpha Pager section of
the dialog box:

Modem Initialization String (ATEOQOV1)

The default string is ATEOQOV1X4F1. What is expected in this

string are the modem commands for “Command Echo Off” (EO),
“Result Codes On” (QO), and “Verbal Results” (V1). The recom-
mended string to use IATEO QO V1

Baud Rate

Select the speed (measured in bits per second) at which the serial
port will communicate with the modem.

COM Port
Select the port to which your modem is attached.
Maximum Size

This sets the maximum number of characters in the pager
message.

Parity

The TAP protocol requires thgE, 1setting for communications,
but if your pager use&N,1you can select the setting.
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Adding, Modifying, and Deleting Pager/Beeper
Aliases

You add, modify, and delete pager or beeper aliases from the Beeper/
Pager Client main screen.
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To add an alias for a beeper or pager:

1. If you have multiple e-mail domains, use the Host drop—down
list to select the virtual host to which you want to add the alias.

2. Click theNew button. The New dialog box appears.

Hew

Enter the new desired IMai alias:
Cancel |
IF'ageFrecl

3. Enter an alias for the beeper or pager address andick he
Pager/Beeper Definition dialog box appears.
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Pager Definition

Alias: IPageFred 1]

Phone number: |9 B17 BERwmm
Pazsword: I ¥ Pager
Pager - [51753 € Besper

[ Deliver copy of message fo: I j

Cancel

il

4. Select the alias typEageror Beeper

The properties that appear in the Pager/Beeper Definition dialog
box are different depending on the alias type selected. If you se-
lect Beeper, the Password property is replaced by the Numeric
Message property.

Pager Definttion

Alias: |EieepFred K

Phone number: IS B17 BER-umam
Mumeric Message: |9231 " Pager
Pager ID: I & Beeper

™ Deliver copy of message to: I j

Cancel

il

5. Enter the following beeper/pager information.

Phone number

Enter the phone number to dial.

Password

Enter the pager password, if required.

Pager ID

Enter the pager identification number.
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Numeric Message

Enter a numeric code to send to the beeper. This can be any code
that you want to use for identifying that a message has arrived.
When the recipient receives this beeper code, they will know to
check their e-mail for a message. (You specify where the e—-mail
is sent in théeliver Copy To property.)

Deliver Copy To

Check this option and enter an e—mail address if you want to
send a copy of the message to a user mailbox.

If a message is sent to a beeper alias, you must use this option to
deliver the message to the user. The beeper code will alert the
user that they have a new mail message.

If a message is sent to a pager alias, the message is forwarded to
a pager up to thelaximum Size (number of characters) speci-

fied in the Communications Setup dialog box. To ensure the re-
cipient has access to the full message, you can use the Deliver
Copy To option.

6. Click OK to add the alias to the list.

To modify an alias for a beeper or pager, select the beeper or pager
alias in the list, and click thdodify button.

To delete an alias for a beeper or pager, select the beeper or pager
alias in the list, and click tHeeletebutton.

Sending a Message to a Pager/Beeper

After the alias is set up, any user can send a message to a pager by
entering the specified alias in the To: field of the message. The pager
will receive up to thévlaximum Size (number of characters) of a

mail message. The maximum Size is specified in the Communica-
tions Setup dialog box (1024 characters is the default).

If a user sends a mail message to an alias defined for a beeper, the
predefined beeper code is sent to the beeper, alerting the recipient that
they have received a new mail message.
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Part 3: Mail to Fax Option

This section describes the Mail to Fax Option, which is an
add-on capability for IMail Server for Windows NT.
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5. Setting Up and Using the Mail to
Fax Option

You can purchase the Mail to Fax option as a separate add—on capa-
bility to IMail Server for Windows NT.

The Mail to Fax option lets you set up a mail account on the IMalil
Server system that can receive mail from a mail client and forward
it to a preconfigured Fax address. For example, you can create an
alias named “FaxHome” and define a pager ID and phone number
for the alias. Users can then address mail to “FaxHome” and the
IMail Server will route the message to the specified Fax.

The Mail to Fax option also supports “dynamic aliasing,” which lets
users enter a Fax phone number when they create the mail message.

This chapter describes how to set up and use this option on the
IMail Server for Windows NT system.

Installing IMail Fax Support

To install IMail Fax Support:

1. Log on as System Administrator or to an account that has Sys-
tem Administrator privileges.

2. Insert the IMail Fax Support diskette in a diskette drive.

3. SelecRun from the File or Start menu, and then enter the dis-
kette path followed binstall.exe For example:

ainstall.exe
The IMail Fax Support installation wizard appears.

4. Click Nextto display the installation options.

Install
Upgrade
Remove from system
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5. Select thénstall option for a new installation or the
Upgrade option if you are upgrading a previous installation.

6. Click Next.

The setup program installs the IMail Fax Support files and
creates an icon for the IMail Fax Support program in the IMail
folder.

7. Click Finish to exit the installation program.
8. Connect a Fax modem on the IMail Server system.

Before your IMail Server can send a mail message to a Fax, you
need to connect and turn on a Fax modem for the IMail Server
system.
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Setting the Modem Port

The first time you start up IMail Fax Support, it displays a dialog
that prompts you to select the modem port to which your fax mo-
dem is attached. You can also access this dialog box at any time to
change the port by selectiRprts from the Settings menu.

1. Inthe IMail Server for Windows NT folder, click the IMail Fax
Support icon. The Fax Server window appears and displays the
Modem Ports dialog box.
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2. Select the port to which your fax modem is attached, and then
click theCheck button.

The IMail Fax Support program checks to make sure a fax mo-
dem is available on the port. If a Fax modem is not connected
for your IMail Server system, IMail Server cannot send mail to
a Fax machine.

Adding a Mail to Fax Alias

To add an alias for a Fax:

1. Inthe IMail Server for Windows NT folder, click the IMail Fax
Support icon. The Fax Server window appears.

™ Fax Server M= B3

File Wiew Alias Settings Help

Host author ipswitch. com

Miases New. | bodiy. | Delte | Esit

Fazddnin
FaxDMI
FaxHone

If a Fax modem is not connected, IMail Server cannot send
mail to a fax.

2. If you have multiple e-mail domains, select the virtual host to
which you want to add the alias.

3. Click theNew button. The New dialog box appears.
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4,

5.

FAX Alias

Enter aliaz name Ok

IFaHDMI Caricel

Enter the alias that you want users to send mail to (for Fax
transmission) and clic®K.

The Modify FAX Alias dialog box appears.

= Modify FAX Alias
Aliz narne [ Include from header™)
B4 From Address
FauDMI
| | [ Toddress
[ Use Dynamic Sending [ CC Address -Eancel
B Messane Date
Fas number S
& Subject Line
|981 555ukxx | [ Reply-To Addiess

M aximum number of reties EI Egesent ?Ozd:ddl
esent To Addr

|| Retum Receipt

Deliver copy of message to: [ Frecadence
in Feply Tao
0] A Lines

Enter the following Mail to Fax information:

Alias name

This is the alias name you entered in the New Alias dialog box.
Fax number

Enter the phone number of the Fax machine to dial when this
alias receives mail. Do not use spaces, dashes, or parentheses in
the Fax phone number.

Use Dynamic Sending

You use this option to make the alias a dynamic dialing alias.
The Advancedbutton is used to set access to the dynamic dial-
ing alias. See the section, “Setting Up and Using Dynamic
Dialing Aliases” for more information.

This option is only available for the primary host. You cannot
create dynamic dialing aliases on a virtual host.
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Maximum number of retries

Enter the maximum number of times to retry sending the Fax
message when a send error (such as number busy, line error, no
dial tone) is received. When maximum is reached, IMail Server
stops resending and notifies the sender of the failure.

Use Cover Page

Select this option and enter or select the file name of the fax
cover page that you want to send with all messages sent to the
fax alias. You can click th€reate/Edit button to use the Cover
Page Editor to create or modify a fax cover page. See the sec-
tion “Creating and Modifying Fax Cover Pages” for more in-
formation.

Deliver copy of message to

If you want to send an e—mail copy of the Fax message, check
this option and enter an e—mail address. You can select local
users from the drop—down list.

Include from header

Check the mail message header items that you want to include
in the Fax message.

6. Click OK to add the alias to the list.

To modify an alias for a Mail to Fax, select the alias in the list, and
then click theModify button.

To delete an alias for a Mail to Fax, select the alias in the list, and
then click theDeletebutton.

Creating and Modifying Fax Cover Pages

The Cover Page Editor provides an interface for creating and edit-
ing Fax cover pages. When you define a Fax alias, you can specify a
cover page to be attached at the beginning of any message sent to
that Fax alias.

The cover page is converted ttifdmage file before being sent to a
Fax machine.
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To create or modify a cover page:
1. Create a new alias or modify an existing alias.

The Modify Fax Alias dialog box appears.
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2. Check thdJse Cover Pag@ption, and then click th€reate/
Edit button. The Cover Page Editor screen appears.

3. Inthe Cover Page File Name box, enter a name for the cover
page.

The file extensioncpgwill be appended to the name you enter.

4. Optionally, in the Use Graphic box, enter the name of a file to
be used as a background graphic on the cover page. Click the
Browse button to search your system for a file.

The graphics file will be positioned in the lower left corner of
the cover page. The graphic is placed in the background so that
any cover page text prints over the graphic.

The graphic file must be a monochrome (black and white, or
greyscale) BMP, TIF, or PCX file. The maximum size for the
background graphic is 1728 by 1600 pixels (200 dpi vertical
resolution).

5. Select the Current Section from the drop—down list, and enter
the information you want to appear in that section in the edit
window.
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The Fax Cover Page is divided into five sectidig, Upper
Middle, Middle, Lower MiddleBottom You can enter up to
five lines per section. Within a section, you can enter text or
any of the cover page variables listed below the edit window.

For example, if you want the To, From, and Subject lines of the
message sent to the Fax alias to appear at the top of the page,
select theTop section, and then enter the following variables in
the edit window:

%r
%s
%u

Use the Alignment optiond éft, Center Righ{ to set how the
information in the Current Section is aligned. (Note that these
options do not affect the background graphic.)

6. ClickOk. The cover page file name appears next to the Use
Cover Page option.

Setting Up and Using Dynamic Dialing Aliases

If the host for which you are creating a Mail to Fax alias is the “pri-
mary host,” you can use the dynamic dialing alias option to set up

an alias and let users enter the Fax dial-up number when they create
a mail message. The “primary host” is the host name associated

with your Windows NT system’s IP address.

Note:

You cannot set up a dynamic dialing alias for a virtual
host. Dynamic dialing can only be used on the primary
host.

After you set up dynamic dialing aliases, users can create a mail
message and enter the Fax phone number in the subject line or in
the first line of the body of the message to send mail to a particular
Fax.
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To set up a dynamic dialing alias:

1.

2.
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Create a new alias, or if you want to modify an existing alias to
make it a dynamic dialing alias, select it and click Modify.

The Modify Fax Alias dialog box appears.

Modify FAX Alias [ x]
Aligs name i~ Include from header——
¥ From Address
FazHome |
I I~ ToAddress Advahced ...
[ CC Address
Cancel
) ¥ Message Date 4|
Fax number A .
¥ Subject Line
IDYNﬂMlE I Reply-To &ddress

I aximum number of retries |4

[~ Use Cover Page  [Create/Edt |

™ Deliver copy of message to: I

=

" Resent From Add
" Resent ToAddr
I Retum Receipt
" Precedence

I InReply Ta

" AllLines

=

Check théJse Dynamic Sendingption.

When this option is selected, users must specify a Fax number
in either the subject line or the first line of the body of the mes-
sage using the following syntax:

FAXNUMtelephone _number

where FAXNUM is all capitals and there are no spaces between
FAXNUM and the last digit of the specified telephone number.

Optionally, click theAdvancedbutton and set up the Fax prop-
erties to be used for this dynamic dialing alias. The Dynamic
Sending Options dialog box appears.

Dynamic Sending Options

Password

Ixxxxxxxx

Automatically Attach File

Ok,

Cancel

Aceess Restrictions...

|spec.txt+b|ueprntlbmp

Didling Restrictions...

i)
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Password

Enter a password here to restrict access to the dynamic dialing
alias. Users must supply this password on the same line as the
FAXNUM entry, using the following syntax:

PASSWD=password

where PASSWD is in all capitals and there are no spaces be-
tween the work PASSWD and the end of the specified pass-
word. (Spaces are used as field delimiters here).

Files to be attached

Enter the file names for any files that you want to send with
every fax that is sent to this alias. You must enter the full path
file name and separate multiple file names with a plus sign (+)
character. No spaces are allowed in this text box.

You can use only files with the following extensionsnp

.pcx .dex tif, .txt, .tmp .fmfand.fmp Files with.bmp .pcx

.dcx .tif extensions must be monochrome graphics. Files with
Ixt, .tmpextensions must be ASCII text files. Files wiiinf
and.fmpextensions are files that are already in fax format.

Files with extensions other than those described above will
cause the entire fax to fail and an error message will be re-
turned to the sender. If you have set this alias up to send an
e—mail copy of the fax to a user mail account, the attached files
will not be sent with the mail message.

You can set up\ccess RestrictionsandDialing Restrictions
for this alias by clicking on either button. See the section “Set-
ting Access and Dialing Restrictions for Dynamic Aliases.”

4. ClickOK to save your changes.
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Setting Global Properties for All Dynamic Aliases

There are some properties you can set up as the host default for all
dynamic aliases. To display these properties, sBigtamic Dial-

ing from the Settings menu. The Dialing Properties for Dynamic
Dialing Aliases dialog box appears.

Dialing Properties For Dynamic Dialing Aliases

Aecess Number |5| ‘ e

Long distance prefis 15 Cancel

Aecess Restrictions..
Local area code 7

fli

I Use area code callsinlocal area cod | Dialing Restrictions..

You can set the following global properties:

Access Number

If you have to dial an access number to get an outside line before
dialing the fax number, enter it here. This number will be dialed
before any number received dynamically is dialed. Note that the
Access Number applies only to dynamic dialing aliases, you must
still specify an access number within the Fax phone number for
non—dynamic aliases.

Long distance prefix

Enter a prefix to match against a dynamic dialing number to deter-
mine if the call is long distance or not. Dialing numbers that match
any of the prefixes specified here will be denied.

Local area code

Enter a prefix to match against a dynamic dialing number to deter-
mine if the call is within the local area code. If thge area code

calls in local area codeption is not checked, then area codes
matching the local area code are removed from the dynamic dialing
number before it is dialed. If the option is checked, then the
dynamic dialing number is left intact.
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Setting Access and Dialing Restrictions for Dynamic
Aliases

You can set up access and dialing restrictions to be used as the de-
fault for all dynamic dialing aliases, or you can set restrictions on a
per alias basis. Any properties set up for a particular dynamic dial-
ing alias will override the global defaults.

To set up restrictions for all dynamic dialing aliases, s&goam-

ic Dialing from the Settings menu. The Alias Properties dialog box
appears. In this dialog box, you can sefsmtess Restrictionsand
Dialing Restrictions.

To set up restrictions for a specific dynamic dialing alias, select the
alias and click thdlodify button. In the Modify Fax Alias dialog

box, click theAdvancedbutton. The Dynamic Sending Options
dialog box appears. In this dialog box, you can sélecess Re-
strictions andDialing Restrictions.

Access Restrictions let you restrict access to dynamic aliases by
setting the domain names that the alias will accept messages from
or deny messages from. For example, you can enter “com” in the
“Deny Access for these domain names” list to deny messages from
senders in any .com domain, and enter ipswitch.com to the “Per-
mitted Access to these domain names” list to let any senders from
ipswitch.com send to this alias while denying all other .com ad-
dresses. Setting the default action will tell the server what to do
with other domains, such as .edu or .net. These matches are good
down the hostname, but will not check userids.

To set access restrictions:

1. Click theAccess Restrictionsdutton. The Access Restrictions
dialog box appears.
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2. Add domain names to either the Permitted Access list or the
Denied Access list.

To add a domain to a list, enter it in the list box, and then click
Add. To remove a domain from the list, select it in the list, and
then clickRemove

3. Set the default action, which tells the server how to handle any
domain names not specified in the Permitted Access or Deny
Access lists.

Permit Accessneans domain names not shown in either list are
permitted accesfeny Accesmeans domain names not shown

in either list are denied accekkse Global Defaulfavailable

only when setting restrictions for a specific alias) means use the
global access restrictions.

4. ClickOK to save the changes.

Dialing Restrictions let you restrict where faxes can be sent. You
can specify that phone numbers beginning with a certain set of dig-
its not be allowed. For example, you can enter 1900 to deny access
to all 1-900 phone numbers. Or, you could deny access to all num-
bers, and allow access only to 1800 (1-800) numbers.
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To set dialing restrictions:

1. Click theDialing Restrictions button. The Dialing Restrictions
dialog box appears.
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2. Add phone numbers to either the Permitted Dialing list or the
Denied Dialing list.

To add a phone number to a list, enter it in the list box, and then
click Add. To remove a phone number from the list, select it in
the list, and then clicRemove

3. Set the default action, which tells the server how to handle any
phone numbers not specified in the Permitted Dialing or Deny
Dialing lists.

Permit Numbemeans phone numbers not shown in either list
are permitted acceddeny Numbemeans phone numbers not
shown in either list are denied accddse Global Default
(available only when setting restrictions for a specific alias)
means use the global access restrictions.
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4. Setthe Long Distance Dialing action.

Allow Long Distanceneans allow dialing of all long distance
numbersDeny All Long Distanceneans deny dialing of all
long distance numberlse Global Permission@vailable only
when setting restrictions for a specific alias) means use the
global dialing permissions.

5. ClickOK to save the changes.
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Sending Malil to a Fax Alias

After you have set up a fax alias on the IMail Server for Windows
NT system, users can send mail from any mail client to the alias,
and the mail message will automatically be routed to the Fax (pro-
vided a Fax modem is configured for the IMail Server system). The
user needs only to specify the Fax alias in the To: field when creat-
ing the mail message.

Attachments

Users can attach MIME—encoded and UUENCODE files to the mail
message and IMail Server will translate them for fax transmission.
You can use only files with the following extensiorsnp .pcx

.dcx .tif, .tmp .fmf, and.fmp Files with.bmp .pcx and.tif exten-

sions must be monochrome graphics. Files with.tmpextensions
must be ASCII text files. Files witlimfand.fmpextensions are

files that are already in fax format.

If an encoded attachment has an unsupported file name, it will not
be included in the fax, but a notice to this effect will appear in the
text portion of the message. If an encoded attachment has a sup-
ported file name extension, but is in fact an unsupported type (i.e. a
color graphic), the entire fax will fail.
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Sending Mail to a Dynamic Dialing Alias

To send mail to a dynamic dialing alias, users must do the
following:

*  Specify the Fax alias in the To: field when creating a message.
«  Enter the Fax dial-up number in the Subject: field or in the first
line of the body of the message using the following syntax:

FAXNUM=telephone_number

where FAXNUM is all capitals and there are no spaces between
FAXNUM and the last digit of the specified telephone number.

e If you created a password for the dynamic dialing alias, enter
the password on the same line as the FAXNUM entry, using the
following syntax:

PASSWD=password

where PASSWD is in all capitals and there are no spaces be-
tween PASSWD and the end of the specified password. (Spaces
are used as field delimiters here.)

Viewing the Fax Queue Files

To view the faxes in the queue, sel@cteuefrom the View menu.

If there are faxes in the queue, you can select one to display the
header information. You can select one or all faxes in the queue and
select to send them. Only one instance can try to send a fax at a
time, so if the fax process has already started, you will receive a
message. Each time a fax is successfully sent, the current process
checks the queue for another fax to send.

You can select a fax in the queue and select to remove it.

If there are no messages in the queue, a message states that there are
no messages.
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