The Zephyr Programmer Manual Protocol ersion ZEPH0.2 Robert S. French John Kohl April 5, 1989 CONTENTS Contents Intr oduction Manual Conventions Overview of the Zephyr System 3.1 Major Divisions General Concepts 4.1 The Subscription Service 4.1.1 The class eld 4.1.2 The instance eld 4.1.3 The ecipient eld 4.1.4 Examples 4.1.5 Subscription Authorization 4.1.6 Default Subscriptions 4.2 The User Location Service 4.2.1 Location Information 4.2.2 Exposure Levels Pr ogramming Standard Applications 10 5.1 The Zephyr Library and Include Files 10 5.1.1 Naming conventions 10 5.2 The ZNotice Structure 10 5.2.1 Components of the Header 10 5.2.2 Notice Kinds 12 5.2.3 Field Structure of the Notice Body 12 5.3 Acknowledgment Structure 13 5.4 Error Handling 13 5.5 Initiali zation 14 5.5.1 ZInitialize 14 5.5.2 ZOpenPort 14 5.6 Cleaning Up 15 5.6.1 ZClosePort 15 5.6.2 ZCancelSubscriptions 15 ii CONTENTS 5.7 Sending Notices 15 5.7.1 ZSendNotice 16 5.7.2 ZSendList 16 5.7.3 Useful Information to Include in Notice 17 5.7.3.1 ZGetSender 17 5.7.3.2 ZGetRealm 17 5.7.4 Sending Binary Data 17 5.7.4.1 ZMakeAscii 17 5.7.5 Sending Authenticated Notices 18 5.7.6 Sample Application 18 5.8 Receiving Acknowledgments 19 5.8.1 Using Predicates 19 5.8.1.1 ZCompareUIDPred and ZCompareMultiUIDPred 20 5.8.2 ZCheckIfNotice 20 5.8.3 ZFreeNotice 20 5.8.4 ZIfNotice 20 5.8.5 ZCompareUID 21 5.8.6 Sample Application 21 5.9 Subscribing to Notices 22 5.9.1 ZSubscribeT 23 5.9.2 ZUnsubscribeT 23 5.9.3 ZCancelSubscriptions 23 5.9.4 Subscribing for the indowGram Client 24 5.9.4.1 ZGetWGPort 24 5.10 Receiving Notices 24 5.10.1 ZReceiveNotice 24 5.10.2 Receiving Binary Data 25 5.10.2.1 ZReadAscii 25 5.10.3 Receiving Authenticated Notices 25 5.10.3.1 ZCheckAuthentication 25 5.10.4 Sample Application 25 5.1 Using the Input Queue 27 5.1 1.1 ZPending 27 5.1 1.2 ZQLength 27 CONTENTS iii 5.1 1.3 ZPeekNotice 27 5.1 1.4 ZPeekIfNotice 28 5.12 Using Packets 28 5.12.1 ZFormatNotice 28 5.12.2 ZFormatNoticeList 29 5.12.3 ZSendPacket 29 5.12.4 ZReceivePacket 29 5.12.5 ZPeekPacket 30 5.12.6 ZParseNotice 30 5.12.7 Sample Application 31 5.13 Using Raw Notices 32 5.13.1 ZFormatRawNotice 32 5.13.2 ZFormatSmallRawNotice 33 5.13.3 ZFormatRawNoticeList 33 5.13.4 ZFormatSmallRawNoticeList 34 5.13.5 ZSendRawNotice 34 5.13.6 ZSendRawList 34 5.14 Retrieving User Locations 34 5.14.1 ZLocateUser 35 5.14.2 ZGetLocations 35 5.14.3 ZFlushLocations 35 5.14.4 Sample Application 36 5.15 Retrieving Subscriptions 37 5.15.1 ZRetrieveSubscription 37 5.15.2 ZRetrieveDefaultSubscripti ons 37 5.15.3 ZGetSubscriptions 37 5.15.4 ZFlushSubscriptio ns 38 5.15.5 Sample Application 38 5.16 ariable Handling 39 5.16.1 ZGetV ariable 39 5.16.2 ZSetV ariable 39 5.16.3 ZUnsetV ariable 40 5.16.4 Sample Application 40 iv CONTENTS Advanced Pr ogramming opics 42 6.1 Changing our Location Information 42 6.1.1 ZSetLocation 42 6.1.2 ZUnsetLocation 43 6.1.3 ZFlushMyLocations 43 6.2 Using our Own Socket 43 6.2.1 ZGetFD 44 6.2.2 ZSetFD 44 6.3 Changing the Destination Address 44 6.3.1 ZGetDestAddr 44 6.3.2 ZSetDestAddr 44 6.4 Using Zephyr as Rendezvous Service 45 6.5 Server Functions 45 6.5.1 ZSetServerState 45 6.5.2 ZSrvSendNotice 45 6.5.3 ZSrvSendList 46 6.5.4 ZSrvSendRawList 46 6.5.5 ZFormatAuthenticNoti ce 47 6.6 Communicating with the indowGram Client 47 6.6.1 Where to Send Notices 47 6.6.2 vailabl Commands 47 6.6.3 Sample Application 48 6.7 Communicating with the HostManager 48 6.7.1 Where to Send Notices 49 6.7.2 vailabl Commands 49 6.7.3 Sample Application 49 Additional Examples 51 A.1 zwrite 51 A.2 zlocate 59 A.3 zstat 61 Err or Codes 67 Function emplates 69 1. Intr oduction Zephyr is notice transport and delivery system developed at MIT Project Athena in 1987. It is an integrated system that provides the ability to send noti cations, such as personal messages and system warnings, from one user or system service to another user or group of users. This manual describes the Zephyr library the programmer interface to Zephyr The Zephyr library consists of collection of language functions which allow the programmer to send and receive notices. Additio nal func- tions are provided in the library to modify how notices are distributed and to retrieve various pieces of information. Because this manual is primarily concerned with describing how to write an application which uses Zephyr the internal workings of the Zephyr system are not discussed in detail. The interested reader can nd additional information about Zephyr in the Zephyr design document ]. This manual is or ganized into four main sections as follows: Overview of the Zephyr System This section describes the various components of Zephyr and brie de- scribes how they interact. General Concepts This section describes the subscription and user location services. Pr ogramming Standard Applications This section describes the Zephyr include les, the functions available in the Zephyr library and many concepts that are relevant to programming Zephyr applications. Advanced Pr ogramming opics This section describes more advanced topics, including how to send control messages to Zephyr servers and HostManagers. In addition, the following appendices are provided: Additional Examples Listings of zwrite zlocate and zstat three standard Zephyr applications, are provided. Err or Codes All Zephyr error codes are listed with brief description of each. Function emplates Contains the templates for all of the functions mentioned in this manual. MANUAL CONVENTIONS 2. Manual Conventions The following typographical conventions are used in this manual: combination of class, class instance, and recipient (used for subscriptions) is written as class in- stance recipient function template is written as follows: Function template for function: int function (ar g1, ar g2) int ar g1; char *ar g2; Prerequisite functions: Any functions that must be called before this one. Possible errors: All possible error codes that could be returned. During the discussion of function, ar guments are written in bold type, like arg1 Explicit members of structure are also written in bold type, like member Filenames are written in slanted type, like �lename Symbols that are de ned in an include le are written in the normal type face, like ZERR NONE. Strings that should be entered explicitly are written between quotes, like ‘rfrench’ ’. 3. Overview of the Zephyr System 3.1. Major Divisions The Zephyr system consists of three primary sections: The Zephyr clients: These are the applications which actually use Zephyr to accomplish task. Examples of clients are zwrite which allows user to send messages to other users, syslogd which can send system warnings to users, and zwgc the indowGram client, which is the standard way for users to receive in- coming notices. Clients are generally written using the Zephyr library which is the primary subject of this manual. The HostManager: The HostManager is the intermediary between the clients and the rest of the Zephyr system. There is one HostManager running on every host which supports Zephyr programs. All clients send their outgoing notices to the HostManager The HostManager then redistributes them to Zephyr servers for nal delivery The HostManager is in char ge of determining if particular server is still operational, and choosing dif ferent server if necessary The Zephyr servers: These are the core of the Zephyr system. They are in char ge of receiving notices from the clients (via the HostManagers), guring out which clients or users should receive them, and distribu ti ng them. They are also in char ge of keeping an up-to-date user location database. There can be any number of servers spread througho ut workstation environment. The servers keep in constant communication, sharing information about changed subscriptions and changed user locations. The communication between these three components is indicated schematically in Figure 1. One server and two hosts are shown. Each host consists of HostManager and two clients. The sending host is sending message which is received by client on the receiving host. This is simpli ed view of the computing environment. Nor- mally there would be hundreds or thousands of hosts, and several servers which keep in constant communication with each other When notice is sent from client, many events happen ‘behind the scenes’ that are not normally seen by the user However these events are very important to an applications programmer and are listed in simpli ed form below Note that many of these actions occur in parallel so this should not be construed as an absolute order of events. 1. The source client program calls Zephyr library routine which sends notice. 2. The Zephyr library sends the notice to the HostManager on the same host, and then waits for an acknowl- edgment. 3. The HostManager receives the notice, and sends back an acknowledgment (HMACK) to the originati ng client. 4. The Zephyr library receives the acknowledgment and returns to the calling program. 5. The HostManager forwards the notice to Zephyr server and appends the notice to its queue of unacknowl- edged notices. 6. The Zephyr server receives the notice, determines its recipients, and sends back an acknowledgment (SER- ACK) to the HostManager 7. The HostManager receives the acknowledgment, removes the notice from its queue of unacknowledged notices, and forwards copy of the acknowledgment (SER A CK) to the client program. 8. The client program receives and disposes of the acknowledgment. OVER VIEW OF THE ZEPHYR SYSTEM Server HostManager Client Client HostManager Client Client notice SER ACK notice HMACK SER ACK notice CLIENT ACK Receiving Host Sending Host Figure 1: Interaction between the various parts of Zephyr system. 3.1 Major Divisions 9. The server forwards the notice to all recipients, and each time appends the notice to its queue of unacknowl- edged notices. 10. destination client receives the notice, and sends back an acknowledgment (CLIENT ACK) to the server 1. The server receives the acknowledgment and removes the notice from its queue of unacknowledged notices. At each stage except the initial client to HostManager communication, if an acknowledgment is not received after certain length of time, the notice is retransmitted. The initial client to HostManager communication is not retransmitted because there is little chance of notice being lost when transmitted to program on the same machine, and thus the lack of an acknowledgment indicates that something is very wrong. Flags may be set in the notice to indicate how much acknowledgment should be done. The possibili ti es range from no acknowledgments to the full acknowledgment scenario listed above. discussion of the dif ferent levels of acknowledgment can be found in 5.2.2, and discussion of the structure of acknowledgments can be found in 5.3. GENERAL CONCEPTS 4. General Concepts The following pages describe two concepts that may be useful to an applications programmer: The subscription paradigm for notice distributi on and the user location system. The subscription paradigm is used to determine who will receive given notice. The user location system is used to locate users. 4.1. The Subscription Service Since the primary purpose of Zephyr is to deliver notices from one user or service to another an important consid- eration is the means of specifying the recipient of notice. An application must be able to send given notice to particular recipient, known group of recipients, or an arbitrary dynamically changing group of recipients. Zephyr accomplishes this by using ‘subscript io n’ service. Each Zephyr notice contains three elds which determine its recipients: class instance and ecipient Users subscribe to speci triples of class, instance, and recipient, as described below and these subscriptions are used to determine whether or not given user will receive notice. 4.1.1. The class �eld The class is the top-level characteristic of notice. It serves two primary purposes: It is used as the rst indicator of who might be able to receive the notice It is used to determine if the sender is authorized to send notice of the particular class (see 4.1.5, ‘Sub- scription Authorization’ ’) For example, ‘MESSAGE’ class might be used to indicate generic user -to-user message, and ‘FIL- SR V class might be used to indicate le server message. 4.1.2. The instance �eld The instance is subdivision of the class Its primary purpose is to narrow down the subject of the notice. For example, notice with class ‘FILSR V’ might contain the name of the leserver as its instance. By itself, the instance is not very useful. It is simply an extra string like the class eld that is used to determine possible recipients. However the instance eld allows wildcarding at subscription time. This means that person could subscribe to le server messages from only particular server by specifying the le server name as the instance, or all le server messages by specifying instance ‘*’ ’. The only wildcard instance allowed is ‘*’ ’. More complicated regular expressions (such as ‘*.MIT .EDU’ to match all hosts in the MIT .EDU domain) are not allowed. 4.1.3. The ecipient �eld The ecipient is the actual username of the person the notice is intended for On systems which support the Kerberos authenticatio system ], the recipient is the Kerberos principal of the recipient. Kerberos principal is usually of the form username ealm where ealm is the name of the Kerberos realm controlling the user host. The recipient eld may be wildcarded on both the sending and receiving ends. Once again ‘*’ is the only valid wildcard. These limitations apply: If user is subscribing to the triple class instance username where username is the username of the user only notices with the user explicit username in their recipient eld will be sent to the user 4.1 The Subscription Service If user is subscribing to the triple class instance only notices with recipient of ‘*’ will be sent to the user Thus, if user is subscribing to message personal rfrench@ athena.mit.edu and message is sent to message personal he will not receive it. Likewise, if person is subscribing to message personal and one is sent to message personal rfrench@ athena.mit.edu he will not receive it. Subscriptions can be combined. Thus if person is subscribing to both of these triples, he will receive both messages. Note also that person cannot subscribe to messages destined for users other than himself. These limitatio ns combine to prevent user from receiving another user personal messages. 4.1.4. Examples notice sent to message personal rfrench@ athena.mit.edu will be received by user ‘rfrench’ if he subscribes to: message personal rfrench@ athena.mit.edu message *, rfrench@ athena.mit.edu But he would not receive it if he subscribed to: foobar personal rfrench@ athena.mit.edu message foobar rfrench@ athena.mit.edu message personal Likewise, notice sent to filsrv paris.mit.edu would be received by someone subscribing to: filsrv paris.mit.edu filsrv *, But would not be received by someone subscribing to: filsrv paris.mit.edu user@ athena.mit.edu filsrv *, user@ athena.mit.edu 4.1.5. Subscription Authorization It is possible for notice to be authenticated using the Kerberos authentication system ]. The method used to do this is described in 5.7.5, ‘Sendin Authenticated Notices.’ When notice is authenticated, Zephyr server can perform number of tests to determine if user is allowed to send notices to or subscribe to messages from particular class. The lists which determine these restrictions are kept on the server machines, and may not be updated by users. They are not available for inspection by users. Some of the restrictions that can be placed on class are: Only speci ed users can send notices to this class Only speci ed users can subscribe to notices from this class GENERAL CONCEPTS Any notice sent to this class must be authenticated Any notice sent to this class must have an instance equal to the sender of the notice complete list of restrictions and how they are implemented is available in the Zephyr design document ]. 4.1.6. Default Subscriptions The Zephyr servers maintain list of default subscriptions which are automatically added to all subscriptions at the rst subscription request for given port. These subscriptions are intended to make sure that the Operations staf can easily notify all users. If you wish to disable these subscriptions, see the section on ZUnsubscribeT o, 5.9.2. 4.2. The User Location Service In additio to storing subscription information about each user the Zephyr servers maintain database of the location of each currently logged-in user This information is not used by the servers to determine where to send notices client can subscribe to notices without being registered in the location database but is made available to other users for personal use. Normally user is registered by standard client application (such as the indowGram client) upon login, and is deregistered at logout. However an application may occasionally desire to modify or remove user location informatio from the database. The ZSetLocation function 6.1.1) will do this. 4.2.1. Location Information The following information is stored by the Zephyr servers for each registered user: The name of the host the user is registered from. The name of the terminal the user is using; on workstation that supports the window system, this may be the display name instead. The date and time the user was registered. 4.2.2. Exposur Levels user can register at any of number of exposur levels An exposure level tells the servers who will be able to access information about the user location, and whether or not the registration will be announced to other users. When registration can be announced to other users, the Zephyr server sends it to users subscribing to LOGIN user where user is fully quali ed Kerberos principal user@r ealm ). If Kerberos is not in use, the user eld will be user@host The following exposure levels are de ned: None: The user location information is completely hidden, and the registration is not announced. Opstaff: Only members of the site’ operational staf can retrieve the user location information, and the registration is not announced. Realm-V isibl e: Only users authenticated in the local Kerberos realm can retrieve the user location infor- mation, and the registration is not announced. 4.2 The User Location Service Realm-Announced: Only users authenticated in the local Kerberos realm can retrieve the user location information, and the registration is announced to all interested users in the local realm. Net-V isible: All users can retrieve the user location information. The registration is announced to all interested users in the local realm. Net-Announced: All users can retrieve the user location information, and the registration is announced to all interested users. When Kerberos is not enabled, each host is interpreted as separate realm for purposes of exposure levels and login notices. 10 PROGRAMMING ST ANDARD APPLICA TIONS 5. Pr ogramming Standard Applications The followi ng sections describe the concepts involved in using the Zephyr library and the function calls that would be used in standard Zephyr application. 5.1. The Zephyr Library and Include Files Applicatio ns that want to use the features of Zephyr must link against the Zephyr library and the com err library and possibl the Kerberos library and DES library The Zephyr library contains the functions de ned in the later sections of this document. It is usually called libzephyr.a and may be included in an application by specifying -lzephyr on the compile or link line. The com err library contains error -report ing functions (See the com err design document ].). It is usually called libcomerr.a and may be included in an application by specifying -lcomerr on the compile or link line. The Kerberos library contains Kerberos functions. It is usually called libkrb.a and may be included in an applicatio by specifying -lkrb on the compile or link line. The DES library contains DES functions. It is usually called libdes.a and may be included in an appli- cation by specifying -ldes on the compile or link line. The main Zephyr include le, zephyr.h must also be included in all source les that use Zephyr functions. It contains many Zephyr -related de nitions, and will automatically include zephyr err .h, the le that contains the error code de nitions, plus the system include les errno.h sys/types.h netinet/in.h sys/time.h and stdio.h and if Kerberos is enabled, krb.h zephyr.h may be included by specifying the line #include zephyr/zephyr.h in the source le. In order for your programs to interact properly with the Zephyr library provided on Project Athena, you must specify the -DKERBEROS option to the compiler when compiling your code. 5.1.1. Naming conventions All routin es internal to the Zephyr library are named beginning with ‘Z ’. All routines intended to be used by application programmers are named beginning with ‘Z’ and do not contain any underscores ). 5.2. The ZNotice Structur The ZNotice structure is the central data object of the Zephyr library Outgoing notices are rst represented in ZNotice structure, and incoming notices are returned in one. Zephyr notice consists of two primary parts: header containing information about the notice and data area. The ZNotice structure contains information about both portions of the notice. 5.2.1. Components of the Header All elds in the ZNotice structure are lled in with valid data when notice is received. However only some of the elds need to be initi alized when notice is sent. The rest are either lled in automatically by the library or are lled in with default values if they are NULL. The ZNotice structure contains the following elds: char *z packet If the notice has been formatted, or the notice was received, this eld points to buf fer con- taining the formatted version of the notice. 5.2 The ZNotice Structure char *z version The protocol version the notice was formatted with in the form ZEPH where is the major version number and is the minor version number This manual discusses the functions related to version ZEPH0.2. If notice is received by client that supports dif ferent major version, the client will refuse to parse the notice. (This eld is lled in automatically when the notice is sent.) ZNotice Kind kind The type of the notice (see 5.2.2). (This eld must be initi alized by the client before the notice is sent.) ZUnique Id uid The unique ID of the notice. This ID is actually per -transaction unique ID instead of per -noti ce unique ID. This is described in more detail in 5.3. (This eld is lled in automatically when the notice is sent.) struct timeval time The time the notice was sent. (This eld is not actually part of the notice that is sent, but is derived from the unique ID when the notice is received. Thus it does not need to be lled in at all when the notice is sent.) unsigned short port The port number on the client from which the notice was sent. (This eld must be lled in before the notice is sent. If it is 0, it is automatically lled in with the client’ port number .) int auth An indication of how authentic the notice claims to be. means not authenticated, means authen- ticated by Kerberos. Note this is an indication of the claim to authenticity not an indication of the actual authenticity The function ZCheckAuthentication 5.10.3.1) veri es or rejects this claim. (This eld is lled in automatically when the notice is sent.) int authent len The length of the authenticator in ascii authent (This eld is lled in automatically when the notice is sent.) char *z ascii authent The authenticator This data is used to determine the authenticity of the notice as it is passed from the client program to the server (It is lled in automatically when the notice is sent.) char *z class The class of the notice. (This eld must be lled in before the notice is sent.) char *z class inst The class instance of the notice. (This eld must be lled in before the notice is sent.) char *z opcode The opcode of the notice. This is an extra eld with no speci ed purpose. It may be used to provide extra information between client and recipient about notice’ contents. The name ‘opcode’ is derived from its initi al creation as place to put an ‘operati on code’ about what to do with the notice once it was received. Some internal Zephyr functions use this eld. ery few applications actually use it for this purpose, however (It must be lled in before the notice is sent.) char *z sender The sender of the notice. (If this eld is NULL, it will be lled in with the current user username. It must be set to either string or NULL before the notice is sent.) char *z ecipient The recipient of the notice. (This eld must be lled in before the notice is sent.) char *z default format The default display format for the notice. See the Zephyr design document’ chapter on the indowGram client for more information about the default format string. (This eld must be lled in before the notice is sent.) char *z multinoti ce An indication of what part of fragmented notice this notice constitutes. (This eld will be lled in automatically .) ZUnique Id multiuid An identi cation of which fragmented notice this notice is part of. (This eld will be lled in automatically .) ZChecksum checksum The cryptographic checksum of various header elds, used to check the authenticity of the notice as it is passed from the server to the recipient. (This eld will be lled in automatically .) int num other �elds The number of extra user -de ned or unknown elds present in this notice. char *z other �elds[Z MAXOTHERFIELDS] An array of the extra elds (if any) for this notice. 12 PROGRAMMING ST ANDARD APPLICA TIONS int message len The length, in bytes, of the message in message (This eld must be lled in before the notice is sent. It may be if no message is being included in the notice body .) char *z message The body of the message. (This eld must be lled in before the notice is sent. It may be NULL if no message is being included in the message body .) 5.2.2. Notice Kinds ZNotice Kind is an enumerated type of one of the followin kinds. These kinds may be used in the kind eld of ZNotice structure. Only the rst three kinds, UNSAFE, UNACKED, and ACKED, will normally be used by an application program. They are used to deliver notice to recipient. The other kinds are included for internal communication between the various portion of Zephyr system, and the notice is not delivered to recipient. UNSAFE The notice should be delivered. No user acknowledgments will be performed. No acknowledgment is sent from the HostManager to the source client, and the HostManager will not forward the server ac- knowledgment to the client. Note that the server still sends the HostManager an acknowledgment, and the destination clients still send acknowledgments to the server UNSAFE is used when notice needs to be sent, but the client can’ af ford to wait around for acknowledgments (for example, system shutdown message). UNACKED The notice should be delivered. The HostManager will send an acknowledgment to the client, but will not forward the server acknowledgment. This is used by clients which wish to make sure that the notice has actually reached the HostManager safely but don’ care if the server ever received it. ACKED The notice should be delivered. The HostManager will send an acknowledgment to the client, and will forward the server acknowledgment. This is used by clients which want to make sure the notice got to the server safely and perhaps want to know if the server redistribut ed the notice to any recipients. HMACK The notice is an acknowledgment from the HostManager to client. HMCTL The notice is HostManager control packet, which may be sent to HostManager to change its state. See 6.7 for more information. SER ACK The notice is an acknowledgment from server to HostManager and possibly to client if the HostManager forwards it. SER VNAK The notice is negative acknowledgment from server to HostManager and possibly to client if the HostManager forwards it. This notice means that something failed and the server was unable to distribute the original notice. CLIENT ACK The notice is an acknowledgment from receiving client to server These notices are sent automatically when notice is received by the Zephyr library ST The notice contains request for statistics information from HostManager See the section on Host- Manager communication 6.7) for more information. 5.2.3. Field Structur of the Notice Body The message eld of notice can contain information in any format. The data may be ASCII text, or it may be raw binary data. However if notice is to be displayed (by the indowGram client or similar application), it should conform to the following standard: All data in the message body should be in printable ASCII form. Newline and tab characters are allowed. 5.3 Acknowledgment Structure 13 If the information can be conveniently broken into elds, the elds should be concatenated with NULL between each eld and after the last eld. The message len should include all NULLs, including the one after the last eld. The indowGram client is capable of accepting notice in this format and displaying it in user -friendly manner See the Zephyr design document for more information on the indowGram client. 5.3. Acknowledgment Structur An acknowledgment is notice sent by either the HostManager server or receiving client to indicate that notice has been received at some step in the notice relay process. The acknowledgment is identical to the original notice, except for the followin dif ferences: The kind eld of the notice will be changed as follows: If the notice is HostManager -to-sendin g-cli ent acknowledgment, kind will be set to HMACK. If the notice is server -to-HostManager acknowledgment, kind will be set to either SER ACK or SER VNAK depending on whether the notice was handled successfully If the notice is receiving-client-to- server acknowledgment, kind will be set to CLIENT ACK. Since the only purpose of an acknowledgment is to indicate that notice has been received successfully it does not need to contain all of the information included in the original notice. Speci cally the message eld and the authenticator elds are left empty in most cases. The preferred method for client to determine which original notice the acknowledgment is referencing is to use the uid eld. The uid of the acknowledgment will be the same as the uid of the original notice. Thus this eld is not per -packet unique ID, but per -transaction unique ID. When server acknowledges notice to the HostManager it includes some additional information in the message body in place of any message that was there before. This information takes the form of single, NULL- terminated string, as follows: ZSR ACK SENT The notice was sent to at least one recipient. This does not necessarily indicate that the recipient received the notice, but is good indication that someone is subscribing to the class and instance of the notice. ZSR ACK NOTSENT The notice was not sent to any recipients. This means that no one is subscribing to the class and instance of the notice. ZSR ACK AIL The processing of the notice failed for some reason, most likely because of lack of proper authentication. This may also be caused by an attempt to send notice to restricted class which the user is not authorized to send to. More information about processing acknowledgments can be found in 5.8. 5.4. Err or Handling Almost all routines in the Zephyr library return an error code of type Code This error code may be UNIX error Kerberos error (if Kerberos authentication is enabled), or Zephyr error Code may be treated as an integer Each type of error is in dif ferent numeric range (so that they do not interfere with each other). This is 14 PROGRAMMING ST ANDARD APPLICA TIONS accomplished using the com err library If routine succeeds, it will return the status ZERR NONE, which is de ned to be zero. complete list of Zephyr error codes and their meanings can be found in B, ‘Error Codes.’ The following routines provided by the com err library may be useful. full description of the features of the com err library may be found in the com err design document ]. Function template for error message: char error message (code) int code; Return string containing the error message associated with error code Function template for com err: void com err (whoami, code, message) char *whoami; int code; char *message Print an error message of the form: whoami error message Thus if whoami were ‘zwrite’ ’, code were the error code for ‘Internal error ’, and message were ‘whi le sending notice’ ’, the error message printed would be: zwrite: Internal error while sending notice 5.5. Initialization 5.5.1. ZInitialize Function template for ZInitialize: Code ZInitialize () Prerequisite functions: None Possible errors: ZERR HMPOR The Zephyr library must be initialized before it can be used. ZInitialize performs this function. It caches informatio such as the user username, the host’ name, and the HostManager port number to speed up future operations, and initiali zes other internal state variables. If the port for the HostManager is not found in /etc/services ZERR HMPOR is returned. 5.5.2. ZOpenPort Function template for ZOpenPort: Code ZOpenPort (port) unsigned short *port; Prerequisite functions: ZInitialize Possible errors: UNIX errors, ZERR POR TINUSE Before the Zephyr library can perform any operations that require the sending or receiving of notices, port 5.6 Cleaning Up 15 must be allocated for these transactions. The ZOpenPort function accomplishes this. It should be called before any of the functions which send or receive notices. There are three ways to call ZOpenPort: ith port NULL: port is allocated randomly ith port pointin to an integer containing 0: port is allocated randomly and *port is set to the port number ith port pointing to non-zero integer: The port *port is allocated, if possible. If *port cannot be allocated, ZERR POR TINUSE is returned. 5.6. Cleaning Up 5.6.1. ZClosePort Function template for ZClosePort: Code ZClosePort () Prerequisite functions: None Possible errors: None The ZClosePort function closes the Zephyr port that was opened with the ZOpenPort function 5.5.2). If no port was opened with ZOpenPort, or new le descriptor was set with ZSetFD 6.2.2), no action is performed. It is not really necessary to call ZClosePort before an application exits, since UNIX will automatically close all open le descriptors when program exits. 5.6.2. ZCancelSubscriptions Before an application exits, it should cancel any subscriptions it has made. The ZCancelSubscriptions function 5.9.3) performs this task. 5.7. Sending Notices There are number of functions that will take notice described by ZNotice structure and transmit it to the current destination address (usually the HostManager). Each of the functions requires the following elds to be initiali zed in the ZNotice structure: kind port (may be 0) class class inst opcode sender (may be 0) ecipient default format 16 PROGRAMMING ST ANDARD APPLICA TIONS The rest of the structure should be zeroed out, with code similar to this: ZNotic e_ notic e; bzero( (c har *)&not ic e, sizeof( no tic e) ); /* initiali ze the notice after zeroin the entire struct ure */ notice .z _ki nd acked; In addition to the above elds, ZSendNotice requires the message and message len elds to be initi alized. The contents of each of these elds, and the default values for those that have them, are described in detail in the ZNotice section 5.2). 5.7.1. ZSendNotice Function template for ZSendNotice: Code ZSendNotice (notice, cert routine) ZNotice *notice; int (*cert routine)(); Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR HEADERLEN, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN The ZSendNotice function takes the notice described by notice and sends it to the current destination ad- dress (usually the HostManager). cert outine is function that will authenticate the message, or is NULL if no such authentication is requested. See 5.7.5 for description of notice authentication. The elds message and message len must be set in notice If no port has yet been allocated, ZOpenPort(0) 5.5.2) is automatically called. If the total header size plus the length of the message exceeds the maximum packet size, the notice will be fragmented into multiple packets; thus there is no limit on notice size. This fragmentation is transparent to the application program. If the kind eld of notice is UNACKED or ACKED, and server mode has not been set (see ZSetServerState, 6.5.1), the library will automatically wait for an acknowledgment from the HostManager If the acknowledgment does not arrive after thirty seconds, ZERR HMDEAD is returned. 5.7.2. ZSendList Function template for ZSendList: Code ZSendList (notice, list, nitems, cert routine) ZNotice *notice; char *list[]; int nitems; int (*cert routine)(); Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR HEADERLEN, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN ell, almost no limit. Sending very lar ge notices 50K) will be very inef cient using this method. It would be much better to use Zephyr as rendezvous service (see 6.4). 5.7 Sending Notices 17 The ZSendList function performs identically to the ZSendNotice function above, except that the message body is taken from the list ar gument instead of the message eld of notice nitems is the number of items nitems 0) in the list array The items in list are concatenated in order with NULL placed after each one. 5.7.3. Useful Information to Include in Notice The following functions provide information that it may be useful to include in the header of notice. 5.7.3.1. ZGetSender Function template for ZGetSender: char ZGetSender () Prerequisite functions: ZInitialize Possible errors: None The ZGetSender function returns the name of the current user If Kerberos is enabled, ZGetSender will return the Kerberos principal (in the form username ealm ). If Kerberos is not enabled, or the user is not authenticated, the user username from /etc/passwd concatenated with ‘@’ and the of cial name of the current host (in the form username hostname will be returned. 5.7.3.2. ZGetRealm Function template for ZGetRealm: char ZGetRealm () Prerequisite functions: ZInitialize Possible errors: None The ZGetRealm function returns the realm of the current host. If Kerberos is enabled, ZGetRealm will return the current Kerberos realm. Otherwise, the of cial name of the current host is returned. 5.7.4. Sending Binary Data Occasionally it is useful to send binary data in notice, but to represent the binary data in printable form (for debugging or auditing purposes). The ZMakeAscii function makes this task easy 5.7.4.1. ZMakeAscii Function template for ZMakeAscii: Code ZMakeAscii (buf fer buf fer len, eld, eld len) char *buf fer; int buf fer len; unsigned char eld; int eld len; Prerequisite functions: None 18 PROGRAMMING ST ANDARD APPLICA TIONS Possible errors: ZERR FIELDLEN The ZMakeAscii function converts �eld len bytes of data stored in �eld into printable ASCII and stores them in the buffer of length buffer len If the converted data is longer than buffer len bytes, ZERR FIELDLEN is returned. The data generated by ZMakeAscii can be converted back to binary with ZReadAscii 5.10.2.1). The data generated by ZMakeAscii is in the format 0xaabbccdd 0xeeffgghh ’, where aa is the hexadecimal representation of the rst byte in the buf fer bb is the second byte, etc. 5.7.5. Sending Authenticated Notices noti ce may be authenticated by the Kerberos authentication system ]. When this is done, the recipient of the notice is guaranteed that the Kerberos principal in the sender eld is the actual sender of the notice. Note that true authentication only works when Kerberos is enabled. If Kerberos is not in use, any notice claiming to be authentic will appear authentic, and there is no guarantee of actual authenticity ZMakeAuthentication is the function in the Zephyr library which authenticates packet under Kerberos. Since this is an internal function and should never be called directly its template is not given here. The symbols ZAUTH and ZNOAUTH are de ned to be ZMakeAuthentication and NULL, respectively In this way one of these abbreviations may be placed in the cert outine parameter for ZFormatNotice, ZSendNotice, ZSendList or ZSrvSendList to either enable or disable authentication. As new forms of authentication are developed, new abbreviations will be provided. Authenticated notices should be used only when necessary because of their greater overhead. The time re- quired to compute the DES encryptions is usually around second at each step in the transmission: sender server and recipient. notice can be checked for authentication with the ZCheckAuthentication function 5.10.3.1). 5.7.6. Sample Application This application demonstrates use of ZSendNotice. It initiali zes the Zephyr library lls in notice structure (with the recipient set to the user executing the application), and calls ZSendNotice twice to send the notice, rst unauthenti cated and then authenticated. #include <zephyr /ze ph yr .h> main() int status ZNotice _t notice; /* Initial iz the librar */ if ((statu ZInit ial iz e() != ZERR_NO NE com_er r( "sa mp le ", status, "while initia liz in g") exit(1 ); bzero(( cha *)&noti ce, sizeof (n oti ce )); /* initial iz the notice after zeroing the entire struc tur */ notice. z_k in UNACKE D; /* We don’t care about acknowl ed gme nt */ notice. z_p or 0; /* Will be filled in by HostMan ag er */ notice. z_c la ss "MESSAG E"; notice. z_c la ss_ in st "PERSON AL "; notice. z_o pc ode ""; /* The sender will get filled in by the librar if */ 5.8 Receiving Acknowledgments 19 notice. z_s en der (char *)NULL; notice. z_r ec ipi en ZGetSe nd er (); /* Send to myself */ notice. z_d ef aul t_ fo rma ""; notice. z_m es sag "Hello This is an example !" /* Make sure we includ the traili ng NULL in the length */ notice. z_m es sag e_ le strlen (n oti ce .z_ me ss age )+ 1; /* First send the notice unauth ent ic ate */ /* ZSendNo ti ce will automat ic al ly open port for us */ if ((statu ZSend Not ic e(& no ti ce, ZNOAUT H) != ZERR_NO NE) com_er r( "sa mp le ", status, "while sendin notice ") /* Send it again, authen tic at ed */ if ((statu ZSend Not ic e(& no ti ce, ZAUTH) != ZERR_NO NE com_er r( "sa mp le ", status, "while sendin notice ") exit(1 ); exit(0) 5.8. Receiving Acknowledgments As mentioned in previous sections and 5.2.2) dif ferent kinds of notices trigger various levels of acknowledg- ment. The acknowledgment from the HostManager to the sending client is handled internally However any other acknowledgments that have been requested must be handled by the application program. These will normally consist solely of acknowledgments from the server The structure of the returning acknowledgment is described in 5.3. Acknowledgments have the same unique ID as the original notice. Thus, it is desirable to have some way to check or wait for incoming notices with known characteristics (such as certain unique ID). simple application may perform the following sequence of tasks repeatedly: Send out notice ait for server acknowledgment for that notice ake action based on the information contained in the acknowledgment Repeat The following functions make this painless process. 5.8.1. Using Pr edicates pr edicate is function which takes series of ar guments and returns true or false value indicating some relationship (or lack of relationship) between the ar guments. All predicates which can be used by the functions described below must take the format: int pr e dicate (notice, ar g) ZNotice *notice; char *ar g; The function should return if the notice satis es some prespeci ed relationship with arg otherwise. 20 PROGRAMMING ST ANDARD APPLICA TIONS 5.8.1.1. ZCompar eUIDPr ed and ZCompar eMultiUIDPr ed The only predicates supplied by the Zephyr library are ZCompareUIDPred and ZCompareMultiUIDPred. Both take notice and pointer to ZUnique Id as ar guments. ZCompareUIDPred returns if the unique ID of the notice is the same as the supplied unique ID, or if they are dif ferent. ZCompareMultiUIDPred returns if the multiui eld of the notice is the same as the supplied unique ID, or if they are dif ferent. 5.8.2. ZCheckIfNotice Function template for ZCheckIfNotice: Code ZCheckIfNotice (notice, from, predicate, ar gs) ZNotice *notice; struct sockadd in *from; int (*predicate)(); char *ar gs; Prerequisite functions: ZInitialize, ZOpenPort Possible errors: UNIX errors, ZERR BADPKT ZERR VERS, ZERR PKTLEN, ZERR NOPOR ZERR QLEN, ZERR NONOTICE The ZCheckIfNotice function scans the notice input queue. For each notice, it calls the pr edicate func- tion with the notice and arg If the pr edicate returns 1, ZCheckIfNotice allocates packet buf fer and copies the notice data into this buf fer then parses the packet into notice removes the notice from the queue, and returns ZERR NONE. If no notice is found which is accepted by the pr edicate ZCheckIfNotice returns ZERR NONOTICE. *fr om is lled in with the address of the host which sent the notice. After successful return from the ZCheckIfNotice function, ZFreeNotice 5.8.3) should be called with ar gument notice when the caller has nished using notice 5.8.3. ZFr eeNotice Function template for ZFreeNotice: void ZFreeNotice (notice) ZNotice *notice; Prerequisite functions: None Possible errors: None ZFreeNotice frees up the storage allocated for notice by other library routines. ZFreeNotice should only be used for notices returned by library functions whose documentation instructs the programmer to use ZFreeNotice. 5.8.4. ZIfNotice Function template for ZIfNotice: Code ZIfNotice (notice, from, predicate, ar gs) ZNotice *notice; struct sockadd in *from; int (*predicate)(); char *ar gs; 5.8 Receiving Acknowledgments 21 Prerequisite functions: ZInitialize, ZOpenPort Possible errors: UNIX errors, ZERR BADPKT ZERR VERS, ZERR PKTLEN, ZERR NOPOR ZERR QLEN The ZIfNotice function performs identically to the ZCheckIfNotice function above, except that if there is no notice in the input queue that ts the desired criteria as determined by pr edicate ZIfNotice will wait until satisfying notice is received, and then perform as described above for ZCheckIfNotice. After successful return from the ZIfNotice function, ZFreeNotice 5.8.3) should be called with ar gument notice when the caller has nished using notice 5.8.5. ZCompar eUID Function template for ZCompareUID: int ZCompareUID (uid1, uid2) ZUnique Id *uid1; ZUnique Id *uid2; Prerequisite functions: None Possible errors: None There are times when the above routines may be inef cient. For example, an application may simply want to accept incoming notices, and decide on the whether notice is an acknowledgment to previously sent notice. The ZCompareUID function provides an easy means to determine if two unique ID’ are the same. It returns if they are the same, and if they are dif ferent. 5.8.6. Sample Application This application demonstrates use of ZSendNotice and ZIfNotice by sending simple message to username speci ed on the command line. It veri es that username was speci ed, initiali zes the library lls in the notice, sends it, and then waits for an acknowledgment. When the acknowledgment is received, it checks the response and prints message indicating the response type. #includ <zephyr /ze ph yr .h> main(ar gc ,a rgv int argc; char *argv[] ZNotice _t notice, retnot ice Code_t retval; /* verify usernam is specifi ed */ if (argc 2) fprint f( std er r, "No usernam specif ie d! \n" ); exit (1); /* Initial iz the librar */ if ((retva ZInit ial iz e() != ZERR_NO NE com_er r( "sa mp le ", retval, "while initia liz in g") exit (1); 22 PROGRAMMING ST ANDARD APPLICA TIONS bzero(( cha *)&noti ce, sizeof (n oti ce )); /* initial iz the notice after zeroing the entire struc tur */ /* Fill in the notice fields */ notice. z_k in ACKED; /* ACKED since we want an acknow led gm ent */ notice. z_p or 0; /* Will be filled in by HostMan ag er */ notice. z_c la ss "MESSAG E"; notice. z_c la ss_ in st "PERSON AL "; notice. z_o pc ode ""; /* The sender will get filled in by the librar if */ notice. z_s en der (char *)NULL; /* Send to the person named on the comman line */ notice. z_r ec ipi en argv[1 ]; notice. z_d ef aul t_ fo rma ""; notice. z_m es sag "Hi there! \n "; /* Make sure we includ the traili ng NULL in the length */ notice. z_m es sag e_ le strlen (n oti ce .z_ me ss age )+ 1; /* Send the notice unauthen ti ca ted */ /* ZSendNo ti ce will automat ic al ly open port for us */ if ((retva ZSend Not ic e(& no ti ce, ZNOAUT H) != ZERR_NO NE) com_er r( "sa mp le ", retval, "while sendin notice ") exit (1); /* Wait for the server respon se */ if ((retva ZIfNo tic e( &re tn ot ice (struct sockadd r_ in *)0, ZCompar eUI DP red (char *)&not ice .z _u id) != ZERR_NO NE com_err (" sa mpl e" retva l, "while waiting for ack"); exit (1); /* Was there an error? */ if (retnot ic e.z _k in == SERVNAK printf (" Rec ei ve authen ti ca tio failure while sendi ng\ n" ); exit (1); /* Check the messag body for the acknowl ed gme nt inform ati on */ if (!strcm p( ret no ti ce. z_ mes sa ge ZSRVAC K_ SE NT) printf (" Mes sa ge sent!\n ") else printf (" %s not receivin message s!\ n" argv[1]) ZFreeNo tic e( &re tn ot ice ); exit (0); 5.9. Subscribing to Notices The followi ng functions allow an application to subscribe to notices. The subscription service is described in 4.1. ZSubscribeT and ZUnsubscribeT use the ZSubscription structure, which has the following elds: char *class The class of the subscription. char *classinst The instance of the subscription 5.9 Subscribing to Notices 23 char *r ecipient The recipient of the subscription. 5.9.1. ZSubscribeT Function template for ZSubscribeT o: Code ZSubscribeT (sublist, nitems, port) ZSubscription sublist[]; int nitems; unsigned short port; Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR PKTLEN, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN The ZSubscribeT function attempts to inform the Zephyr servers that subscriptions for the indicated port on the current host should be added. The subscriptions are listed as class/instance/recipient triples in the sublist array nitems is the number of entries in the sublist array port will usually be the port number of the current application. If port is 0, the port number of the current application is substituted. 5.9.2. ZUnsubscribeT Function template for ZUnsubscribeT o: Code ZUnsubscribeT (sublist, nitems, port) ZSubscription sublist[]; int nitems; unsigned short port; Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR PKTLEN, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN The ZUnsubscribeT function attempts to inform the Zephyr servers that the speci ed subscriptions for the indicated port on the current host should be deleted. The subscriptions are listed as class/instance/recipient triples in the sublist array nitems is the number of entries in the sublist array port will usually be the port number of the current application. If port is 0, the port number of the current application is substituted. ZUnsubscribeT may be useful to remove the server default subscriptions 4.1.6), which are automatically recorded for every port which has been passed to the ZSubscribeT function. See 5.15.2 to see how to examine the default subscriptions. 5.9.3. ZCancelSubscriptions Function template for ZCancelSubscriptions: Code ZCancelSubs criptions (port) unsigned short port; Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR PKTLEN, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN 24 PROGRAMMING ST ANDARD APPLICA TIONS The ZCancelSubscriptions function removes all of the subscriptions for the indicated port If port is 0, the port number of the current application is substituted. 5.9.4. Subscribing for the indowGram Client The indowGram client is the standard way for users to receive incoming notices. accomodate this, applica- tions will occasionally want to subscribe to notices on behalf of the indowGram client; in this way an application can easily add to the types of notices that the user will receive. The zctl command is an example of program that will subscribe on behalf of the indowGram client. 5.9.4.1. ZGetWGPort Function template for ZGetWGPort: int ZGetWGPort () Prerequisite functions: None Possible errors: -1 No port number available The ZGetWGPort function returns the port number associated with the user indowGram client. It does this by examining the WGFILE environment variable, and reading the le /tmp/$WGFILE If WGFILE is not set, /tmp/wg uid, where uid is the UNIX user ID of the user is examined instead. If neither le could be found, -1 is returned. The port number returned by ZGetWGPort can be cast to an unsigned short value and used as the port ar gument to ZSubscribeT o, ZUnsubscribeT o, or ZCancelSubscriptions. 5.10. Receiving Notices The following functions are used to receive and interpret incoming notices. 5.10.1. ZReceiveNotice Function template for ZReceiveNotice: Code ZReceiveNotice (notice, from) ZNotice *notice; struct sockadd in *from; Prerequisite functions: ZInitialize, ZOpenPort Possible errors: UNIX errors, ZERR NOPOR ZERR PKTLEN, ZERR QLEN, ZERR BADPKT ZERR VERS The ZReceiveNotice function reads and removes the next notice from the input queue. If there are no notices in the queue, it blocks until notice arrives. buf fer to contain the notice is allocated automatically notice contains the parsed packet. All elds of notice are lled in as appropriate. The address from which the notice was received is placed in *fr om if fr om is non-NULL. After successful return from the ZReceiveNotice function, ZFreeNotice 5.8.3) should be called with ar gument notice when the caller has nished using notice 5.10 Receiving Notices 25 5.10.2. Receiving Binary Data 5.10.2.1. ZReadAscii Function template for ZReadAscii: Code ZReadAscii (buf fer buf fer len, eld, eld len) char *buf fer; int buf fer len; char eld; int eld len; Prerequisite functions: None Possible errors: ZERR BADFIELD The ZReadAscii function reverses the action of the ZMakeAscii function 5.7.4.1). It takes the �eld len bytes in �eld and converts them back into binary form in buffer buffer len is the number of bytes available in buffer ZERR BADFIELD is returned if �eld contains data in an improper format or the data will not into the buf fer 5.10.3. Receiving Authenticated Notices When notice is received, there is no way to immediately discern if it is authenticated or not (the auth eld in the ZNotice structure is not necessarily accurate when notice is received). The ZCheckAuthentication function is provided to verify or deny the authenticity of notice. 5.10.3.1. ZCheckAuthentication Function template for ZCheckAuthentication: Code ZCheckAuthen tication (notice, from) ZNotice *notice; struct sockadd in *from; Prerequisite functions: ZInitialize, ZReceiveNotice Possible errors: None The ZCheckAuthentication function veri es the Kerberos authentication in notice It returns ZAUTH NO if the notice is not authentic, ZAUTH AILED if the notice claimed to be authentic but the authenticity could not be veri ed, and ZAUTH YES if the notice was veri ed to be authentic. *fr om should contain the the address from which the notice was received. When Kerberos is enabled, this veri cation uses Kerberos authentication information. When Kerberos is disabled, notices claiming to be authentic cause ZCheckAuthentication to return ZAUTH YES, and notices not claiming to be authentic cause ZCheckAuthentication to return ZAUTH NO. 5.10.4. Sample Application This application demonstrates use of ZOpenPort, ZSubscribeT o, ZReceiveNotice, ZCheckAuthentication and ZFreeNotice. It initiali zes the library opens port, subscribes to messages, and then loops, printin every no- tice it receives. The program never terminates normally so it does not cancel its subscriptions. NOTE any messages which contain NULL in them will not be printed in their entirety due to the way printf() handles %s 26 PROGRAMMING ST ANDARD APPLICA TIONS ar guments. #include <zephyr /ze ph yr .h> main() ZSubscr ipt io n_t sub; ZNotice _t notice; struct sockaddr _i from; Code_t retval; /* Initial iz the librar */ if ((retva ZInit ial iz e() != ZERR_NO NE com_er r( "sa mp le ", retval, "while initia liz in g") exit (1); /* Open port, so that ZSubscr ibe To has port to use */ if ((retva ZOpen Por t( (in *) 0)) != ZERR_NO NE com_er r( "sa mp le ", retval, "while openin port") exit (1); /* Subscri be this client to person al messag es */ sub.cla ss "MESSAG E"; sub.cla ssi ns "PERSO NA L"; sub.rec ipi en ZGetSe nd er( ); if ((retva ZSubs cri be To( &s ub 1, 0)) != ZERR_NON E) com_er r( "sa mp le ", retval, "while subscr ibi ng "); exit (1); /* Loop and accept incoming messag es and print them out */ printf( "No accepti ng message s. ..\ n" ); for (;;) if ((retval ZRecei veN ot ic e(& no tic e, &from) != ZERR_NO NE) com_err ("s am ple ", retval "whil receiv in notice") exit (1); retval ZCheck Aut he nti ca ti on( &n oti ce &from); switch (retva l) case ZAUTH_ YE S: printf( "* Authenti ca te messag e! **\n") break; case ZAUTH_ NO printf( "* Unauthen ti ca ted messag e! **\n"); break; case ZAUTH_ FA IL ED: printf( "* Forged messa ge! **\n") break; printf (" Mes sa ge from: %s\n" notice .z _s end er ); printf (" %s\ n" notice.z _m es sag e) ZFreeN ot ice (& no tic e) 5.1 Using the Input Queue 27 /* We really should cancel subscri pt ion when we’re finish ed but this program never finis hes so... */ 5.1 1. Using the Input Queue The Zephyr library keeps queue of notices as they are received. When packet arrives, it is placed into the queue. If the packet is part of fragmented notice, the notice is reassembled as the pieces arrive. When all fragments have been received, the count of complete messages is incremented. If no fragments of an incomplete notice arrive during xed, short interval after the last fragment was received, all the stored fragments of that notice are discarded. In this way resources are reclaimed if failure occurs. The following functions allow an application to test the status of the input queue. 5.1 1.1. ZPending Function template for ZPending: int ZPending () Prerequisite functions: ZInitialize, ZOpenPort Possible errors: UNIX errors, ZERR MAXQLEN, ZERR EOF The ZPending function places any newly received packets into the input queue, and then returns the total number of complete notices available in the queue. The value -1 is returned if an error occurs, with the error code placed in the global variable errno 5.1 1.2. ZQLength Function template for ZQLength: int ZQLength () Prerequisite functions: ZInitialize, ZOpenPort Possible errors: None The ZQLength function returns the total number of complete notices in the input queue. No new packets are placed into the input queue. 5.1 1.3. ZPeekNotice Function template for ZPeekNotice: Code ZPeekNotice (notice, from) ZNotice *notice; struct sockadd in *from; Prerequisite functions: ZInitialize, ZOpenPort 28 PROGRAMMING ST ANDARD APPLICA TIONS Possible errors: UNIX errors, ZERR NOPOR ZERR PKTLEN, ZERR QLEN, ZERR BADPKT ZERR VERS The ZPeekNotice function ‘peeks at’ the next notice in the input queue, and returns that notice. It functions identically to ZReceiveNotice 5.10.1), except that the notice is left in the input queue. After successful return from the ZPeekNotice function, ZFreeNotice 5.8.3) should be called with ar gument notice when the caller has nished using notice 5.1 1.4 ZPeekIfNotice Function template for ZPeekIfNotice: Code ZPeekIfNotice

(notice, from, predicate, ar gs) ZNotice *notice; struct sockadd in *from; int (*predicate)(); char *ar gs; Prerequisite functions: ZInitialize, ZOpenPort Possible errors: UNIX errors, ZERR BADPKT ZERR VERS, ZERR PKTLEN, ZERR NOPOR ZERR QLEN The ZPeekIfNotice function acts identically to the ZCheckIfNotice function 5.8.2), except that the notice is left in the input queue. After successful return from the ZPeekIfNotice function, ZFreeNotice 5.8.3) should be called with ar gu- ment notice when the caller has nished using notice 5.12. Using Packets While notices, in the guise of ZNotice structures, are the objects most frequently manipulated by applications, another representation, the ‘packet’ ’ is available. packet is single buf fer which contains all of the information of ZNotice structure. The packet is what is transmitted and received over the network, and is broken down into its constit uent elds to become ZNotice structure. The followin functions are provided for applications that want to manipulate or store packets directly This may be useful since packets are generally easier to store than ZNotice structures. See 5.7 for description of what elds in notice need to be initiali zed before using the followin routines. 5.12.1. ZFormatNotice Function template for ZFormatNotice: Code ZFormatNotice (notice, buf fer ret len, cert routine) ZNotice *notice; char **buf fer; int *ret len; int (*cert routine)(); Prerequisite functions: ZInitialize The strings in ZNotice structure always contain pointers into the original packet; thus they must stay together However packet can stand on its own and be parsed into ZNotice structure when necessary 5.12 Using Packets 29 Possible errors: Kerberos errors, UNIX errors, ZERR PKTLEN, ZERR ILL AL The ZFormatNotice function takes notice and formats it into packet. The packet is stored in newly allocated buf fer The address of this buf fer is returned in *buffer The length of the resulting packet is returned in *r et len cert outine is called, if non-NULL, as described in 5.7.5, to authenticate the notice and place authentication information into the packet. After successful call to ZFormatNotice, the standard library routine free() should be called with ar gument *buffer when the caller is nished using the packet. 5.12.2. ZFormatNoticeList Function template for ZFormatNoticeList: Code ZFormatNoticeList (notice, list, nitems, buf fer ret len, cert routine) ZNotice *notice; char *list[]; int nitems; char **buf fer; int *ret len; int (*cert routine)(); Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR PKTLEN, ZERR ILL AL The ZFormatNoticeList function is hybrid between the ZFormatNotice function 5.12.1) and the ZSendList function 5.7.2). It formats the notice into newly allocated packet like ZFormatNotice, but the message body comes from the nitems elds of list The elds are concatenated together with NULL after each eld. After successful call to ZFormatNoticeList, the standard library routine free() should be called with ar gument *buffer when the caller is nished using the packet. 5.12.3. ZSendPacket Function template for ZSendPacket: Code ZSendPack et (packet, len, waitforack) char *packet; int len; int waitforack; Prerequisite functions: ZInitialize Possible errors: UNIX errors, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR PKTLEN, ZERR QLEN The ZSendPacket function simply transmits the len byte long packet in packet to the current destination address. If the waitforack ar gument is non-zero, it will wait until it receives HostManager acknowledgment before returning. 5.12.4. ZReceivePacket Function template for ZReceivePacket: Code ZReceivePac ke (buf fer ret len, from) 30 PROGRAMMING ST ANDARD APPLICA TIONS ZPacket buf fer; int *ret len; struct sockadd in *from; Prerequisite functions: ZInitialize, ZOpenPort Possible errors: UNIX errors, ZERR NOPOR ZERR PKTLEN, ZERR QLEN The ZReceivePacket function reads and removes the next complete packet from the input queue and returns it in buffer which should be the standard MAXPKTLEN bytes long. The actual size of the received packet is returned in *r et len and the address from which the packet was received is returned in *fr om If the next complete packet is lar ger than MAXPKTLEN, ZERR PKTLEN is returned. If you need to use the packet representation of noti ce lar ger than MAXPTKLEN, use ZReceiveNotice 5.10.1) and access the packet eld of the notice. 5.12.5. ZPeekPacket Function template for ZPeekPacket: Code ZPeekPac ket (buf fer ret len, from) char **buf fer; int *ret len; struct sockadd in *from; Prerequisite functions: ZInitialize, ZOpenPort Possible errors: UNIX errors, ZERR NOPOR ZERR PKTLEN, ZERR QLEN, ZERR BADPKT ZERR VERS The ZPeekPacket function ‘peeks at’ the next packet in the input queue. The packet is placed in newly allocated buf fer The address of the buf fer is returned in *buffer The size of the received packet is returned in *r et len and the address from which the packet was received is returned in *fr om The packet is not removed from the input queue. After successful call to ZPeekPacke t, the standard library routine free() should be called with ar gument *buffer when the caller is nished using the packet. 5.12.6. ZParseNotice Function template for ZParseNotice: Code ZParseNotice (buf fer buf fer len, notice) char *buf fer; int buf fer len; ZNotice *notice; Prerequisite functions: ZInitialize Possible errors: ZERR BADPKT ZERR VERS The ZParseNotice function breaks packet down into its constituent elds, and builds ZNotice structure. buffer contains the buffer len byte long packet to be parsed. The resulting notice is returned in *notice 5.12 Using Packets 31 5.12.7. Sample Application This application demonstrates use of ZFormatNotice and ZParseNotice. It initiali zes the library lls in notice, formats it, prints the formatted representation, parses the notice, prints the parsed notice, and frees the allocated storage. #includ <zephyr /ze ph yr .h> main() ZNotice _t notice, newnot ice char *buffer int buffer _l en; int retval /* Initial iz the librar */ if ((retva ZInit ial iz e() != ZERR_NO NE com_er r( "sa mp le ", retval, "while initia liz in g") exit(1 ); bzero(( cha *)&noti ce, sizeof (n oti ce )); /* initial iz the notice after zeroing the entire struc tur */ notice. z_k in ACKED; notice. z_p or 0; /* Will be filled in by HostMan ag er */ notice. z_c la ss "MESSAG E"; notice. z_c la ss_ in st "PERSON AL "; notice. z_o pc ode ""; /* The sender will get filled in by the librar if */ notice. z_s en der (char *)NULL; notice. z_r ec ipi en ZGetSe nd er (); /* mysel */ notice. z_d ef aul t_ fo rma "This is the default format \n $1" notice. z_m es sag "Hello This is an example !" /* Make sure we includ the traili ng NULL in the length */ notice. z_m es sag e_ le strlen (n oti ce .z_ me ss age )+ 1; /* Format the notic */ if ((retva ZForm atN ot ice (& no tic e, &buffe r, &buffer _l en, ZNOAUT H)) != ZERR_NON E) com_er r( "sa mp le ", retval, "while format tin notice" ); exit(1 ); /* print the format ted packet use write() here so that the entire buffer is printe d. printf () would stop at the first NULL. Unfortu na tel y, howeve r, the NULL’s are normal ly invisib le unless the output is piped through /bin/ca -v */ write(1 buffer buffer_ len ); /* Parse the notice */ if ((retva ZPars eNo ti ce( bu ff er, buffer _l en, &newno ti ce) != ZERR_NO NE com_er r( "sa mp le ", retval, "while parsin notice ") exit(1 ); /* Print the fields in the notice */ printf( "\n ve rsi on ’%s’\nz _t im %d,%d\ nz _po rt %u\nz_a ut %d\n\ 32 PROGRAMMING ST ANDARD APPLICA TIONS z_authent _l en %d\nz_a sci i_ aut he nt ’%s’\nz _c las ’%s’\ n\ z_class_i ns ’%s’\n z_ opc od ’%s’\n z_ sen de ’%s’\n z_ re cip ie nt ’%s’\n\ z_default _f orm at ’%s’\nz _m ult in ot ice ’%s’\n z_c he cks um %lu\n\ z_num_oth er _fi el ds %d\nz_o the r_ fi eld s[ 0] ’%s’\nz _ot he r_ fie ld s[1 ’%s’\ n\ z_other_f ie lds [2 ’%s’\n z_ oth er _f iel ds [3] ’%s’\n z_other_f ie lds [4 ’%s’\n z_ oth er _f iel ds [5] ’%s’\n z_other_f ie lds [6 ’%s’\n z_ oth er _f iel ds [7] ’%s’\n z_other_f ie lds [8 ’%s’\n z_ oth er _f iel ds [9] ’%s’\n z_message _l en %d\nz_m ess ag ’%s’\n ", newnotic e. z_ ver si on, newnotic e. z_ tim e. tv_ se c, newnoti ce .z _ti me .tv _u se c, newnotic e. z_ por t, newnotic e. z_ aut h, newnotic e. z_ aut he nt_ le n, newnotic e. z_ asc ii _au th en t, newnotic e. z_ cla ss newnotic e. z_ cla ss _in st newnotic e. z_ opc od e, newnotic e. z_ sen de r, newnotic e. z_ rec ip ien t, newnotic e. z_ def au lt_ fo rm at, newnotic e. z_ mul ti not ic e, newnotic e. z_ che ck sum newnotic e. z_ num _o the r_ fi eld s, newnotic e. z_ oth er _fi el ds [0] newnotic e. z_ oth er _fi el ds [1] newnotic e. z_ oth er _fi el ds [2] newnotic e. z_ oth er _fi el ds [3] newnotic e. z_ oth er _fi el ds [4] newnotic e. z_ oth er _fi el ds [5] newnotic e. z_ oth er _fi el ds [6] newnotic e. z_ oth er _fi el ds [7] newnotic e. z_ oth er _fi el ds [8] newnotic e. z_ oth er _fi el ds [9] newnotic e. z_ mes sa ge_ le n, newnotic e. z_ mes sa ge) /* Free storage alloca te by ZFormat Not ic */ free(bu ffe r) exit(0) 5.13. Using Raw Notices It is occasionally useful to be able to transmit packets without having the library ll in missing information for you. For example, the library will usually initialize the uid and the authentication elds for you. However if you wanted to send message with speci unique ID, as is the case with an acknowledgment, you would not want the library to interfere. The following routines allow an application to handle notices in their ‘raw’ ’, or untouched, form. 5.13.1. ZFormatRawNotice Function template for ZFormatRawNotice: Code ZFormatRawNotice (notice, buf fer ret len) 5.13 Using Raw Notices 33 ZNotice *notice; char **buf fer; int *ret len; Prerequisite functions: ZInitialize Possible errors: ZERR PKTLEN, ZERR HEADERLEN The ZFormatRawNotice function performs identically to the ZFormatNotice function 5.12.1), except that no part of the notice is changed when it is formatted. The notice in notice is formatted into packet and placed in newly allocated buf fer The address of this buf fer is returned in *buffer The length of the resulting packet is returned in *r et len After successful call to ZFormatRawNotice, the standard library routine free() should be called with ar gument *buffer when the caller is nished using the packet. 5.13.2. ZFormatSmallRa wNoti ce Function template for ZFormatSmallRawNotice: Code ZFormatSmallRawNotice (notice, buf fer ret len) ZNotice *notice; ZPacket buf fer; int *ret len; Prerequisite functions: ZInitialize Possible errors: ZERR PKTLEN, ZERR HEADERLEN The ZFormatSmallRawNotice function performs identically to the ZFormatRawNotice function above, ex- cept that no packet fragmentation is allowed, and if the notice will not into single ZPacket buf fer ZERR PKTLEN is returned. The caller must provide the packet buf fer in buffer 5.13.3. ZFormatRawNoticeList Function template for ZFormatRawNoticeList: Code ZFormatRawNoticeList (notice, list, nitems, buf fer ret len) ZNotice *notice; char *list[]; int nitems; char **buf fer; int *ret len; Prerequisite functions: ZInitialize Possible errors: ZERR PKTLEN, ZERR HEADERLEN The ZFormatRawNoticeList function performs identically to the ZFormatNoticeList function 5.12.2), ex- cept that no part of the notice is changed when it is formatted. The notice in notice is formatted into packet and placed in newly allocated buf fer The address of this buf fer is returned in *buffer The body of the notice is take from the nitems items in list which are concatenated together with NULL following each item. The length of the resulting packet is returned in *r et len After successful call to ZFormatRawNoticeList, the standard library routine free() should be called with ar gument *buffer when the caller is nished using the packet. 34 PROGRAMMING ST ANDARD APPLICA TIONS 5.13.4. ZFormatSmallRa wNoti ceList Function template for ZFormatSmallRawNoticeList: Code ZFormatSmallRawNoticeList (notice, list, nitems, buf fer ret len) ZNotice *notice; char *list[]; int nitems; ZPacket buf fer; int *ret len; Prerequisite functions: ZInitialize Possible errors: ZERR PKTLEN, ZERR HEADERLEN The ZFormatSmallRawNoticeList function performs identically to the ZFormatRawNoticeList function above, except that no packet fragmentation is allowed, and if the notice will not into single ZPacket buf fer ZERR PKTLEN is returned. The caller must provide the packet buf fer in buffer 5.13.5. ZSendRawNotice Function template for ZSendRawNotice: Code ZSendRawNotice (notice) ZNotice *notice; Prerequisite functions: ZInitialize Possible errors: UNIX errors, ZERR PKTLEN, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN The ZSendRawNotice function performs identically to the ZSendNotice function 5.7.1), except that no part of the notice is changed when it is formatted, and no authentication is performed. 5.13.6. ZSendRawList Function template for ZSendRawList: Code ZSendRawList (notice, list, nitems) ZNotice *notice; char *list[]; int nitems; Prerequisite functions: ZInitialize Possible errors: UNIX errors, ZERR PKTLEN, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN The ZSendRawList function performs identically to the ZSendList function 5.7.2), except that no part of the notice is changed when it is formatted, and no authentication is performed. 5.14. Retrieving User Locations The following functions allow an application to retrieve information from the user location service 4.2). 5.14 Retrieving User Locations 35 5.14.1. ZLocateUser Function template for ZLocateUser: Code ZLocateUser (user nlocs) char *user; int *nlocs; Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR PKTLEN, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN The ZLocateUser function queries the user location service for the location of user user The locations are stored in allocated storage. The number of locations retrieved is returned in *nlocs If another ZLocateUser call is done, the old storage is freed and new storage allocated as necessary An error return of ZERR VERS usually indicates version mismatch of the followin types: new application running on host with an old HostManager An old server The zstat program will display the version numbers of both the HostManager and server Check to be sure the Protocol ersion numbers are the same as the protocol version of your application (inspect /usr/inclu de/zephyr/zephyr .h to nd the protocol version numbers of your application). 5.14.2. ZGetLocations Function template for ZGetLocations: Code ZGetLocations (location, numloc) ZLocations location[]; int *numloc; Prerequisite functions: ZInitialize, ZLocateUser Possible errors: ZERR NOLOCA TIONS, ZERR NOMORELOCS The ZGetLocations function returns the next user location entries that were retrieved with ZLocateUser If there are no stored locations, ZERR NOLOCA TIONS is returned. *numloc should initiall contain the maximum number of locations that can in the location buf fer On return, *numloc will contain the number of entries actually returned. Subsequent calls to ZGetLocations will return additional location entries if possible. When there are no more unseen locations in the internal storage, ZERR NOMORELOCS is returned. As the pointers in the lled-in ZLocations structure point into private storage used by ZLocateUser the contents may change on future calls to ZLocateUser Thus they should be copied into other storage by the client if necessary 5.14.3. ZFlushLocations Function template for ZFlushLocations: Code ZFlushLocations () Prerequisite functions: ZInitialize, ZLocateUser Possible errors: None 36 PROGRAMMING ST ANDARD APPLICA TIONS The ZFlushLocations function frees any storage allocated by the most recent ZLocateUser call. 5.14.4. Sample Application This application demonstrates use of ZLocateUser and ZGetLocations. It veri es that username was speci ed on the command line, then initiali zes the library queries the server for the locations of the speci ed user and prints out any locations found. #include <zephyr /ze ph yr .h> main(argc argv) int argc; char *argv[] ZLocati ons _t locati on; Code_t retval; int i, totalloc s, numloc s; /* verify usernam was given on command line */ if (argc 2) fprint f( std er r, "No usernam specif ie d! \n" ); exit (1); /* Initial iz libra ry */ if ((retva ZInit ial iz e() != ZERR_NO NE com_er r( "sa mp le ", retval, "while initia liz in g") exit (1); /* Locate the user. */ if ((retva ZLoca teU se r(a rg v[ 1], &total lo cs) != ZERR_NO NE com_er r( "sa mp le ", retval, "while locati ng user"); exit (1); /* complai if not logged in */ if (totall oc == 0) printf (" %s not logged in.\n ", argv[1] ); exit(1 ); /* retriev each locatio n, one at time */ for (i=0; i<total lo cs; i++) numloc 1; if ((retval ZGetLo cat io ns (&l oc ati on &numlocs )) != ZERR_N ON E) com_err (" sa mpl e" retva l, "while getting locati on" ); exit (1); printf (" %s at %s on %s\n", location .h os t, locatio n. tim e, locatio n. tt y); exit(0) 5.15 Retrieving Subscriptions 37 5.15. Retrieving Subscriptions The following functions allow an application to retrieve information about the user current subscriptions or the system default subscriptions 4.1). 5.15.1. ZRetrieveSubscriptions Function template for ZRetrieveSubscriptions: Code ZRetrieveSubscriptions (port, nsubs) unsigned short port; int *nsubs; Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR PKTLEN, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN The ZRetrieveSubscriptions function queries the server for the current subscriptions for port port The num- ber of subscriptions retrieved is returned in *nsubs If port is zero, the port of the current application is substitut ed. The ZGetWGPort function 5.9.4.1) can be used to return the port number associated with the user indow- Gram Client. 5.15.2. ZRetrieveDefaultSubscriptions Function template for ZRetrieveDefaultSubscription s: Code ZRetrieveDefaultSubscriptions (nsubs) int *nsubs; Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR PKTLEN, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN The ZRetrieveDefaultSubscriptions function queries the server for the default subscriptions. The number of subscriptions retrieved is returned in *nsubs 5.15.3. ZGetSubscriptions Function template for ZGetSubscriptions: Code ZGetSubscriptions (subscription, numsub) ZSubscription *subscription; int *numsub; Prerequisite functions: ZInitialize, ZRetrieveSubscriptions or ZRetrieveDefaultSubscripti ons Possible errors: ZERR NOSUBSCRIPTIONS, ZERR NOMORESUBSCRIPTIONS The ZGetSubscriptions function returns the next subscription entries that were retrieved with ZRetrieveSub- scriptions or ZRetrieveDefaultSubscriptions. *numsub should initially contain the maximum number of sub- scriptions that can in the subscription buf fer On return, *numsub will contain the number of entries actually returned. Subsequent calls to ZGetSubscriptions will return additional subscription entries if possible. As the pointers in the ZSubscription structure may point into ‘private’ storage lled in by ZRetrieveSubscriptions or 38 PROGRAMMING ST ANDARD APPLICA TIONS ZRetrieveDefaultSubscript ion s, they may changed on future calls to these functions. Thus they should be copied into other storage by the client if necessary 5.15.4. ZFlushSubscriptions Function template for ZFlushSubscriptions: Code ZFlushSubsc riptions () Prerequisite functions: ZInitialize, ZRetrieveSubscriptions or ZRetrieveDefaultSubscripti ons Possible errors: None The ZFlushSubscriptio ns function frees any storage allocated by the ZRetrieveSubscriptions or ZRetrieveDe- faultSubscrip ti ons functions. This will be automatically performed one of these functions is called again. 5.15.5. Sample Application This application demonstrates use of ZGeWGPort, ZRetrieveSubscriptions and ZRetrieveDefaultSubscripti ons. It initia li zes the library retrieves the indowGram port (printin an error if it is not able to retrieve the port number), retrieves and prints the subscriptions, and nally retrieves and prints the default subscriptions. #include <zephyr /ze ph yr .h> main() ZSubscr ipt io n_t subscr ip tio n; Code_t retval; int wgport totalsu bs; /* Initial iz the librar */ if ((retva ZInit ial iz e() != ZERR_NO NE com_er r( "sa mp le ", retval, "while initia liz in g") exit (1); wgport ZGetWG Po rt (); if (wgport == -1) printf (" Can ’t retrie ve current subscr ip tio ns \n" ); else /* retrieve Window Gr am’ subscri pti on */ if ((retval ZRetri eve Su bs cri pt ion s( (u nsi gn ed short)w gp ort &totals ub s) != ZERR_NO NE) com_er r( "sa mp le" retval, "while retriev in subscrip ti ons ") exit (1); printf (" You current subscr ipt io ns: \n ") print_ su bs( to ta lsu bs ); /* retriev default subscri pt io ns */ if ((retva ZRetr iev eD efa ul tS ubs cr ipt io ns (&t ot als ub s) != ZERR_NON E) com_er r( "sa mp le ", retval, "while retriev in defau lt subscri pt ion s" ); exit (1); 5.16 ariable Handling 39 printf( "De fa ult subscr ip tio ns :\ n") print_s ubs (t ota ls ub s); exit(0) print_s ub s( tot al sub s) int totals ub s; ZSubscr ipt io n_t subscr ip tio n; Code_t retval; int i, numsubs; for (i=0; i<total su bs; i++) numsub 1; if ((retval ZGetSu bsc ri pt ion s( &su bs cr ipt io n, &numsub s) != ZERR_NO NE com_err ("s am ple ", retval "whil gettin subscri pti on "); exit (1); printf (" <%s ,% s, %s> \n ", subscri pt ion .c la ss, subscr ip tio n. cla ss ins t, subscri pt io n.r ec ipi en t) 5.16. ariable Handling 5.16.1. ZGetV ariable Function template for ZGetV ariable: char ZGetV ariable (var) char *var; Prerequisite functions: None Possible errors: NULL variable not de ned The ZGetV ariable function returns the value assigned to the variable var ariable names are case insensitive. wo variable les are searched: the user private variables le ~/.zephyr .vars and the system default variables le. If the variable is de ned in the user variables le, any system default value is ignored. If the variable is not de ned in the user variables le, but is de ned in the system default variables le, the system default value is used. If the variable is not de ned in either le, NULL is returned. Errors encountered while opening or reading variables le are not returned. The pointer returned points to storage internal to the library The value should be copied before ZGetV ariable is called again. 5.16.2. ZSetV ariable Function template for ZSetV ariable: Code ZSetV ariable (var value) char *var; char *value; 40 PROGRAMMING ST ANDARD APPLICA TIONS Prerequisite functions: None Possible errors: UNIX errors, ZERR INTERNAL The ZSetV ariable function sets the value of the variable var to value in the user private variables le. If variable was already present with the same name, it is replaced. ariable names are case insensitive. If the library can’ nd the user home directory an error message is printed and ZERR INTERNAL is returned. UNIX error code is returned if an error is encountered while opening, reading, or writing the user variables le. 5.16.3. ZUnsetV ariable Function template for ZUnsetV ariable: Code ZUnsetV a riable (var) char *var; Prerequisite functions: None Possible errors: UNIX errors, ZERR INTERNAL The ZUnsetV ariable function removes the de nition of the variable var from the user variables le. If the variable is not de ned, no error is returned. ariable names are case insensitive. If the library can’ nd the user home directory an error message is printed and ZERR INTERNAL is returned. UNIX error code is returned if an error is encountered while opening, reading, or writing the variables le. 5.16.4. Sample Application This application demonstrates use of ZSetV ariable, ZUnsetV ariable, and ZGetV ariable. It plays with the ‘ex- posure’ variable, showing the value, unsetting any private value, showing any default value, and restoring any private value. #include <zephyr /ze ph yr .h> main() char current [10 0] /* Assume the exposure is 100 chars */ char *value; Code_t status; int had_ex po sur 0; /* Retriev and copy "expos ur e" variabl */ if ((value ZGetVa ria bl e(" ex po sur e" )) == NULL) printf (" No current value for ’expos ur e’ \n" ); else printf (" You value for ’exposu re ’: %s\n", value); strcpy (c urr en t, value); had_ex po sur 1; /* Unset "expos ur e" variabl */ if ((statu ZUnse tVa ri abl e( "e xpo su re" )) != ZERR_N ON E) com_er r( "sa mp le ", status, "while unsettin variabl ’expo sur e’ "); exit(1 ); 5.16 ariable Handling 41 /* Retriev "exposu re" variab le If there is system default, it should be retrie ve here, since expos ure was unset above. */ if ((value ZGetVa ria bl e(" ex po sur e" )) == NULL) printf (" No default value for ’expos ur e’ \n" ); else printf (" Sys te default value for ’expos ure ’: %s\n", value); /* Re-set exposur if we saved it above */ if (had_ex po sur e) printf (" Set ti ng ’exposu re back to origina value\n "); if ((status ZSetVa ria bl e( "ex po sur e" current) != ZERR_NO NE com_err (" sa mpl e" statu s, "while settin variable ’expos ur e’" ); exit(1) /* Verify that the exposu re was saved */ if ((value ZGetVar iab le (" exp os ure ") == NULL) printf( "S om eth in went really wrong here... \n ") exit(1) else printf( "N ew value for ’expos ure ’: %s\n", value) exit(0) 42 ADV ANCED PROGRAMMING OPICS 6. Advanced Pr ogramming opics The following sections describe functions that will not normally be used by applications, but are available for advanced users. 6.1. Changing our Location Information The followin functions allow an application to register user change user exposure level, deregister user and ush all locations associated with certain user from the database. 6.1.1. ZSetLocation Function template for ZSetLocation: Code ZSetLocation (exposure) char *exposu re; Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR PKTLEN, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN, ZERR SER VNAK, ZERR AUTHF AIL, ZERR LOGINF AIL The ZSetLocation function registers the current user with the Zephyr servers. The information that is regis- tered is as follows: user: The user running the application. host: The host on which which the application is being run. tty: The name of the terminal controlli ng the application e.g. ttyp5); if the workstation is running the window system, the display (such as ‘uni x:0 .0’ ’) is used instead. time: The current time. exposur e: As indicated by the exposur ar gument. exposur may be one of the followi ng constants (de ned in zephyr .h): EXPOSE NONE No exposure EXPOSE OPST AFF Operational staf exposure EXPOSE REALMVIS Realm visible EXPOSE REALMANN Realm announced EXPOSE NETVIS Net-wide visible EXPOSE NET ANN Net-wide announced More detailed information about the meaning of each exposure level can be found in the ‘Exposur Levels’ section 4.2). If the user is already registered, this function may be used to change the user time and exposure information. Note, however that calling ZSetLocation to change the exposure may generate spurious login notices. If the new 6.2 Using our Own Socket 43 exposure is suf ciently broad to allow login noti cations (see 4.2.2), login notice will be sent to any users who have subscribed to such notices. This function uses an authenticated notice to present the information to the server ZERR NONE is returned if there were no errors. ZERR INTERNAL is returned if any consistency checks on the acknowledgment failed. ZERR AUTHF AIL is returned if the server rejected the authentication information in the notice. ZERR LOGINF AIL is returned if the location information which would have been modi ed was not already present in the server database. ZERR SER VNAK is returned if some other server failure occured. 6.1.2. ZUnsetLocation Function template for ZUnsetLocation: Code ZUnsetLocation () Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR PKTLEN, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN, ZERR SER VNAK, ZERR AUTHF AIL, ZERR LOGINF AIL The ZUnsetLocation function deletes the user location information from the location database. Only the information associated with the current host and terminal (or display) are deleted from the database. If the user exposure was either EXPOSE REALMANN or EXPOSE NET ANN, deregistration notice is sent by the server to the recipients subscribed to such noti cations. The ‘Exposure Levels’ section 4.2.2) describes exposure levels in detail. The errors returned and their causes are the same as described above in ZSetLocation. 6.1.3. ZFlushMyLocations Function template for ZFlushMyLocations: Code ZFlushMyLoca tions () Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR PKTLEN, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN, ZERR SER VNAK, ZERR AUTHF AIL, ZERR LOGINF AIL The ZFlushMyLocations function removes all location information about the current user from the location database. This may be used to remove stale data from the database. No deregistration messages are sent. The errors returned and their causes are the same as described above in ZSetLocation. 6.2. Using our Own Socket Applications normally use the socket which is bound by ZOpenPort. However in some cases it may be desirable to make the Zephyr library to use socket that the application has already bound. The following functions facilitate this. 44 ADV ANCED PROGRAMMING OPICS 6.2.1. ZGetFD Function template for ZGetFD: int ZGetFD () Prerequisite functions: ZInitialize or ZSetFD Possible errors: -1 No current le descriptor The ZGetFD function returns le descriptor that the Zephyr library is currently using for the bound socket. If no le descriptor has been assigned yet, -1 is returned. 6.2.2. ZSetFD Function template for ZSetFD: Code ZSetFD (fd) int fd; Prerequisite functions: None Possible errors: None The ZSetFD function rst closes any port that was opened by ZOpenPort 5.5.2) and then sets the le de- scriptor that the Zephyr library will use for all communication to fd This may be useful in an application that needs to open and perform operations on its own port e.g. binding speci port number) before making it available to the Zephyr library 6.3. Changing the Destination Addr ess Applicatio ns normally want to send all outgoing notices to the HostManager which will redistribute them to the proper server In some cases, though, an application may want to communicate directly with speci client or server bypassing the normal routing mechanisms. The followin functions facilitate this. 6.3.1. ZGetDestAddr Function template for ZGetDestAddr: struct sockaddr in ZGetDestAddr () Prerequisite functions: ZInitialize Possible errors: None The ZGetDestAddr function returns the current destination address used by the Zephyr library This sock- addr in (internet address and port number) is the destination for all packets transmitted by the Zephyr library 6.3.2. ZSetDestAddr Function template for ZSetDestAddr: Code ZSetDestAddr (addr) 6.4 Using Zephyr as Rendezvous Service 45 struct sockaddr in *addr; Prerequisite functions: ZInitialize Possible errors: None The ZSetDestAddr function sets the destination address for all packets transmitted by the Zephyr library 6.4. Using Zephyr as Rendezvous Service Occasionally there are times when an application needs Zephyr ability to nd and contact users, but needs to send the user lar ge quantity of information instead of single message. In this case, Zephyr notice sending functions (ZSendNotice, etc. prove inef cient because of the overhead involved in packet fragmentation and reassembly as well as an acknowledgement scheme designed for simple, single-packet transactions. Instead of using Zephyr for the transmission of the information, it can be used as ‘rendezvous service.’ In this case, Zephyr notice sending capabilities can be used to transmit host and port number (as part of the message body in notice). Once these are received, more ef cient TCP/IP connection can be established for the actual data transmission. The IPC tutorial ([ ]) gives an introduction describing how to establish TCP/IP connection under 4.3BSD. 6.5. Server Functions The following functions are normally only used by the Zephyr server and the HostManager 6.5.1. ZSetServerState Function template for ZSetServerState: Code ZSetServerState (state) int state; Prerequisite functions: ZInitialize Possible errors: None If the Zephyr library is to be used to perform Server or Hostmanager functions, the behavior of various internal routines needs to be modi ed. If state is non-zero, the server behavior is selected. If state is zero, the server behavior is inhibited. By default, the Zephyr library assumes non-server behavior is desired. 6.5.2. ZSrvSendNotice Function template for ZSrvSendNotice: Code ZSrvSendNotice (notice, cert routine, send routine) ZNotice *notice; int (*cert routine)(); int (*send routine)(); good example of this is Project Athena’ On-Line Consulting System, which needs to send entire conversations between users. 46 ADV ANCED PROGRAMMING OPICS Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR HEADERLEN, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN The ZSrvSendNotice function performs identically to the ZSendNotice function 5.7.1), except that send outine is used to transmit each fragment of the resulting notice. send outine will be called as follows: Code send routine (notice, buf fer len, waitforack) ZNotice *notice; char *buf fer; int len; int waitforack; notice points to the notice fragment corresponding to the formatted fragment. It is provided in case send outine wishes to examine elds, such as uniqe ID’ s, before transmitting. buffer points to formatted fragment to be transmitted. len is the length of the fragment. waitforack is non-zero if the notice kind is UNACKED or ACKED and server mode has not been set. 6.5.3. ZSrvSendList Function template for ZSrvSendList: Code ZSrvSendList (notice, list, nitems, cert routine, send routine) ZNotice *notice; char *list[]; int nitems; int (*cert routine)(); int (*send routine)(); Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR HEADERLEN, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN The ZSrvSendList function performs identically to the ZSendList function 5.7.2), except that send outine is used to transmit each fragment of the resulting notice. send outine will be called as described above for ZSrvSendNotice. 6.5.4. ZSrvSendRawList Function template for ZSrvSendRawList: Code ZSrvSendRawList (notice, list, nitems, send routine) ZNotice *notice; char *list[]; int nitems; int (*send routine)(); Prerequisite functions: ZInitialize Possible errors: UNIX errors, ZERR PKTLEN, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN The ZSrvSendRawList function performs identically to the ZSendRawList function 5.13.6), except that send outine is used to transmit each fragment of the resulting notice. send outine will be called as described above for ZSrvSendNotice. 6.6 Communicating with the indowGram Client 47 6.5.5. ZFormatAuthenticNotice Function template for ZFormatAuthenticNotice: Code ZFormatAuthenticNotice (notice, buf fer buf fer len, ret len, session) ZNotice *notice; char *buf fer; int buf fer len; int *ret len; Block session; Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR PKTLEN, ZERR HEADERLEN, ZERR ILL AL The ZFormatAuthenticNoti ce function takes notice and formats it into packet. The packet is stored in the user -supplied buf fer *buffer buffer len should be the size of the buf fer If the notice will not in the buf fer an error is returned. The length of the resulting packet is returned in *r et len The DES library routine quad cksum is called to checksum the appropriate portions of the notice, using session as the session key thus generating cryptographic checksum. This checksum is stored as the checksum in the packet. When session is shared between the sender and recipient of the notice, the authentication can be veri ed using ZCheckAuthentication 5.10.3.1). 6.6. Communicating with the indowGram Client The following sections describe control notices that can be sent to indowGram client to ask it to perform various functions. 6.6.1. Wher to Send Notices Notices should be sent to the indowGram’ port on the local machine. Thus the destination address should be set with code such as: struct sockaddr _i newsin; newsin ZGetDe st Ad dr( ); newsin. sin _p ort (unsig ned short) ZGetWG Po rt( ); ZSetDes tAd dr (&n ew si n); (Of course, suitable error checking should be included.) 6.6.2. vail able Commands The following functions are available. They are listed in the form [kind, class, instance, opcode]. The rest of the notice e.g. the message body) has no ef fect on the requested action. [UNSAFE, WG CTL CLASS, WG CTL USER, USER REREAD]: Reread the user .zephyr .desc le. [UNSAFE, WG CTL CLASS, WG CTL USER, USER SHUTDOWN]: Save subscriptions, unsubscribe to all notices, and cease processing all incoming notices except USER ST AR TUP control notice. [UNSAFE, WG CTL CLASS, WG CTL USER, USER ST AR TUP]: Re-subscribe to saved subscriptions, and continue processing incoming notices (this is only useful after USER SHUTDOWN request.). 48 ADV ANCED PROGRAMMING OPICS 6.6.3. Sample Application This application demonstrates sending control notice to indowGram client to ask it to re-read the user .zephyr .desc le. It initiali zes the library changes the destination address to the indowGram client’ port, lls in the control notice, and sends it of f. It does not wait for any acknowledgement. #include <zephyr /ze ph yr .h> main() ZNotice _t notice; struct sockaddr _i newsin; Code_t retval; int newpor t; /* Initial iz the librar */ if ((retva ZInit ial iz e() != ZERR_NO NE com_er r( "sa mp le ", retval, "while initia liz in g") exit (1); /* Change the desti nat io to be the user’s WindowGr am client */ newsin ZGetDe st Ad dr( ); if ((newpo rt ZGetWGP or t() == -1) fprint f( std er r, "Can’t find WindowG ra port\n") exit (1); newsin. sin _p ort (unsig ned short) newpor t; ZSetDes tAd dr (&n ew si n); bzero(( cha *)&noti ce, sizeof (n oti ce )); /* initial iz the notice after zeroing the entire struc tur */ /* Fill in notice for REREAD command */ notice. z_k in UNSAFE notice. z_p or 0; notice. z_c la ss WG_CTL_ CLA SS notice. z_c la ss_ in st WG_CTL_ US ER; notice. z_o pc ode USER_R ERE AD notice. z_s en der 0; notice. z_r ec ipi en ""; notice. z_d ef aul t_ fo rma ""; notice. z_m es sag ""; notice. z_m es sag e_ le 0; /* Send the command */ if ((retva ZSend Not ic e(& no ti ce, ZNOAUT H) != ZERR_NO NE) com_er r( "sa mp le ", retval, "while sendin notice ") exit (1); exit(0) 6.7. Communicating with the HostManager The following sections describe control notices that can be sent to HostManager to ask it to perform various function s. 6.7 Communicating with the HostManager 49 6.7.1. Wher to Send Notices Notices should be sent to the HostManager port on the desired host. Since the default destination is the HostMan- ager on the local host, the destination need not be changed if the control message is destined for the local host’ HostManager Otherwise, the port may be found by looking up port name ‘zephyr - hm’ ’, protocol ‘udp’ using the library routine getservent(). 6.7.2. vail able Commands The following functions are available. They are listed in the form [kind, class, instance, opcode]. The rest of the notice e.g. the message body) has no ef fect on the requested action. Functions which are only for internal use are not described here. [HMCTL, HM CTL CLASS, HM CTL CLIENT CLIENT FLUSH]: Send state- ush command to the current server [HMCTL, HM CTL CLASS, HM CTL CLIENT CLIENT NEW SER VER]: Find new server [ST HM ST CLASS,

HM ST CLIENT HM GIMMEST TS]: Reply with notice containing statis- tics information. 6.7.3. Sample Application This application demonstrates sending control notice to HostManager asking it to nd new server The appli- cation initializes the library lls in the control notice, and sends it of f. It does not wait for any acknowledgement. #includ <zephyr /ze ph yr .h> main() ZNotice _t notice; Code_t retval; /* Initial iz libra ry */ if ((retva ZInit ial iz e() != ZERR_NO NE com_er r( "sa mp le ", retval, "while initia liz in g") exit (1); bzero(( cha *)&noti ce, sizeof (n oti ce )); /* initial iz the notice after zeroing the entire struc tur */ /* Fill in notice for FIND-NE W-S ER VER comman */ notice. z_k in HMCTL; notice. z_p or 0; notice. z_c la ss HM_CTL_ CLA SS notice. z_c la ss_ in st HM_CTL_ CL IEN T; notice. z_o pc ode CLIENT _NE W_ SE RVE R; notice. z_s en der 0; notice. z_r ec ipi en ""; notice. z_d ef aul t_ fo rma ""; notice. z_m es sag ""; notice. z_m es sag e_ le 0; /* send it off to the local HostMa na ger */ if ((retva ZSend Not ic e(& no ti ce, ZNOAUT H) != ZERR_NO NE) 50 ADV ANCED PROGRAMMING OPICS com_er r( "sa mp le ", retval, "while sendin notice ") exit (1); exit(0) 51 A. Additional Examples The following three sections contain the source code for three typical Zephyr applications: zwrite, zlocate, and zstat. A.1. zwrite /* This file is part of the Project Athena Zephyr Notific at ion System It conta ins code for the "zwrite comman d. Create by: Robert French Source /mit/ze phy r/ src /c li ent s/ zwr it e/ RCS /z wri te .c ,v Author jtkohl Copyri gh (c) 1987,1 988 by the Massac hu set ts Instit ute of Techno lo gy For copying and distrib ut io inform at io n, see the file "mit-c op yri gh t. h". */ #includ <zephyr /mi t- co pyr ig ht. h> #includ <zephyr /ze ph yr .h> #includ <string .h> #includ <netdb. h> #ifndef lint static char rcsid_z wr it e_c [] "Heade r: zwrite .c, 1.24 88/08/0 14:13:55 jtkohl Exp "; #endif lint #define DEFAUL T_ CLA SS "MESSA GE" #define DEFAUL T_ INS TA NC "PERSO NA L" #define URGENT _I NST AN CE "URGENT #define FILSRV _C LAS "FILSRV #define MAXREC IP 100 int nrecips msgarg verbose quiet char *whoam i, *inst, *class, *recip s[M AX REC IP S] int (*auth) (); void un_tab ify () extern char *malloc () *realloc () char *fix_f ils rv _in st () main(ar gc argv) int argc; char *argv[] ZNotice _t notice; int retval arg, nocheck nchar s, msgsize filsys, tabexpa nd char bfr[BUF SIZ ], *messa ge, *signa tu re; char classbf r[B UF SI Z], instbf r[ BUF SI Z], sigbfr [B UFS IZ ]; whoami argv[0 ]; 52 ADDITIONAL EXAMPLES if ((retva ZInit ial iz e() != ZERR_NO NE com_er r( who am i, retval, "while initia li zin g" ); exit(1 ); if (argc 2) usage( wh oam i) bzero(( cha *) &notice sizeof( not ic e)) auth ZAUTH; verbose quiet msgarg nrecips nochec filsys 0; tabexpa nd 1; if (class ZGetVar iab le ("z wr it e-c la ss" )) (void) strcpy (c las sb fr, class) class classbf r; else class DEFAULT _CL AS S; if (inst ZGetVa ri abl e( "zw ri te -in st ")) (void) strcpy (i nst bf r, inst); inst instbf r; else inst DEFAUL T_ INS TA NCE signatu re ZGetVar iab le ("z wr it e-s ig nat ur e" ); if (signat ur e) (void) strcpy (s igb fr signa tur e) signat ur sigbfr arg 1; for (;arg< ar gc& &! ms gar g; arg ++ if (*argv[a rg != ’-’) recips[ nr ec ips ++ argv[a rg ]; continu e; if (strlen( ar gv [ar g] 2) usage(w ho am i); switch (argv[ ar g][ 1] case ’a’: /* Backward compati bil it */ break; case ’o’: class DEFAUL T_ CLA SS inst DEFAULT _I NST AN CE break; case ’d’: auth ZNOAUTH break; case ’v’: verbose 1; break; case ’q’: quiet 1; break; case ’n’: nocheck 1; A.1 zwrite 53 break; case ’t’: tabexpa nd 0; break; case ’u’: inst URGENT_ IN STA NC E; break; case ’i’: if (arg == argc-1 || filsys == 1) usage(w hoa mi ); arg++; inst argv[ar g] filsys -1; break; case ’c’: if (arg == argc-1 || filsys == 1) usage(w hoa mi ); arg++; class argv[a rg ]; filsys -1; break; case ’f’: if (arg == argc-1 || filsys == -1) usage(w hoa mi ); arg++; class FILSRV _C LAS S; inst fix_fil sr v_i ns t( arg v[ arg ]) filsys 1; break; case ’m’: if (arg == argc-1) usage(w hoa mi ); msgarg arg+1; break; defaul t: usage(w ho am i); if (!nreci ps && !(strc mp (cl as s, DEFAULT _C LA SS) || strcmp (in st DEFAULT_ IN ST ANC E) )) fprint f( std er r, "No recipie nts specif ie d.\ n" ); exit (1); notice. z_k in ACKED; notice. z_p or 0; notice. z_c la ss class; notice. z_c la ss_ in st inst; notice. z_o pc ode "PING" notice. z_s en der 0; notice. z_m es sag e_ le 0; notice. z_r ec ipi en ""; if (filsys == 1) notice. z_ de fau lt _fo rm at "\ @bold(F il es yst em Operat ion Messag for $insta nc e:) \n From: @bold ($s en der )\ n$ mes sa ge" else if (auth == ZAUTH) notice .z _de fa ul t_f or mat "Class $class Instan ce $insta nce :\ n\ 54 ADDITIONAL EXAMPLES @center(T o: @bold($ re ci pie nt ))\ n$ me ssa ge "; else notice .z _de fa ul t_f or mat "@bold( UN AU THE NT IC) Class $class, Instan ce $instan ce :\n $m ess ag e" if (!noche ck && !msgar && filsys != 1) send_o ff (&n ot ic e, 0); if (!msgar && isatty( 0) printf (" Typ your message now. End with control -D or dot on line by itself .\n ") message NULL; msgsize 0; if (signat ur e) messag mallo c(( un sig ne d) (st rl en( si gn atu re )+s iz eo f(" Fr om: ")+2)) (void) strcpy (m ess ag e, "From: "); (void) strcat (m ess ag e, signatu re ); msgsiz strle n(m es sag e) +1 if (msgarg int size msgsize for (arg=ms ga rg ;ar g< arg c; ar g++ size += (strlen (a rg v[a rg ]) 1); size++ /* for the newlin */ if (message message realloc (m ess ag e, (unsign ed size) else message malloc( (u nsi gn ed) size); for (arg=ms ga rg ;ar g< arg c; ar g++ (void) strcpy( me ssa ge +m sgs iz e, argv[ar g] ); msgsize += strlen(a rg v[ arg ]) if (arg != argc-1) message [ms gs ize ’; msgsize ++; messag e[ msg si ze ’\n’; messag e[ msg si ze +1] ’\0’; msgsiz += 2; else if (isatty( 0) for (;;) if (!fgets (b fr, sizeof bfr, stdin) break; if (bfr[0] == ’.’ && (bfr[1 == ’\n’ || bfr[1] == ’\0’)) break; if (messag e) message reallo c(m es sa ge, (unsi gne d) (ms gs iz e+s tr len (b fr) )) else message malloc ((u ns ig ned )( msg si ze +st rl en( bf r)) ); (void) strcpy(m es sa ge+ ms gsi ze bfr); msgsize += strlen (b fr) message reallo c(m es sa ge, (unsig ne d)( ms gsi ze +1 )); message [m sg siz e] ’\0’; A.1 zwrite 55 else /* Use read so you can send binary messag es ... */ while (ncha rs read(fi len o( std in ), bfr, sizeof bfr)) if (nchars == -1) fprint f( std er r, "Read error from stdin! Can’t continu e! \n" ); exit(1 ); message realloc (m ess ag e, (unsign ed )(m sg si ze+ nc har s) ); bcopy(b fr, messag e+ msg si ze, nchars ); msgsize += nchars notice. z_o pc ode ""; if (tabexp an d) un_tab if y(& me ss age &msgsiz e); notice. z_m es sag message; notice. z_m es sag e_ le msgsiz e; send_of f(& no tic e, 1); exit(0) send_of f( no tic e, real) ZNotice _t *notice int real; int i, success, retval char bfr[BUF SIZ ]; ZNotice _t retnoti ce success 0; for (i=0;i <n rec ip || !nrecip s; i++ notice -> z_r ec ip ien nreci ps? re cip s[ i] :"" if (verbose && real) printf( "S en din %smessa ge, class %s, instan ce %s, to %s\n", auth?"a ut hen ti ca ted ":"", class, inst, nrecips ?n oti ce -> z_r ec ipi en t: "ev er yon e" ); if ((retval ZSendN oti ce (n oti ce auth) != ZERR_NO NE) (void) sprintf (b fr, "while sendin notice to %s", nrecip s? not ic e- >z_ re cip ie nt :in st ); com_err (w ho ami retval, bfr); break; if ((retval ZIfNot ice (& re tno ti ce, (struc sockadd r_i *) 0, ZCompa re UID Pr ed (char *)&noti ce ->z _u id) != ZERR_NO NE ZFreeNo ti ce (&r et not ic e) (void) sprintf (b fr, "while waitin for acknow le dge me nt for %s", nrecip s? not ic e- >z_ re cip ie nt :in st ); com_err (w ho ami retval, bfr); continu e; if (retnoti ce .z _ki nd == SERVNA K) printf( "R ec eiv ed author iza ti on failure while sending to %s\n", 56 ADDITIONAL EXAMPLES nrecips ?n oti ce -> z_r ec ipi en t: ins t) ZFreeNo ti ce (&r et not ic e) break; /* if auth fails, punt */ if (retnoti ce .z _ki nd != SERVAC || !retnot ic e.z _m es sag e_ len printf( "D et ect ed server failure while receivi ng acknowled ge men for %s\n", nrecips ?n oti ce -> z_r ec ipi en t: ins t) ZFreeNo ti ce (&r et not ic e) continu e; if (!real || (!quiet && real)) if (!strc mp (re tn oti ce .z _me ss age ZSRVACK _SE NT )) if (real) if (verbose printf( "S uc ces sf ul\ n" ); else printf( "% s: Message sent\n ", nrecips ?n oti ce -> z_r ec ipi en t: ins t) else succes 1; else if (!strcm p( ret no ti ce. z_ mes sa ge ZSRVACK _NO TS ENT )) if (verbose && real) if (strcm p( cla ss DEFAU LT_ CL ASS )) printf( "No logged in or not subscri bin to\ class %s, instan ce %s\n", class, inst) else printf( "No logged in or not subscri bin to messages\ n" ); else if (!nrec ip s) printf( "No one subscri bi ng to class %s, instan ce %s\n", class, inst) else if (strcmp (c las s, DEFAUL T_C LA SS )) printf (" %s: Not logged in or not subscri bi ng to class %s, instan ce %s\n", notice -> z_r ec ipi en t, class, inst); else printf (" %s: Not logged in or not subscri bi ng to messages \n" notice -> z_r ec ipi en t) else printf (" Int er na failur illegal message field in server respon se\ n" ); ZFreeN ot ice (& re tno ti ce) if (!nrecip s) break; if (!real && !succe ss) exit(1 ); A.1 zwrite 57 usage(s char *s; printf( "Us ag e: %s [-a] [-d] [-v] [-q] [-u] [-o] [-c class] [-i inst] [-f fsname ]\ n\ t[u se ...] [-m messag e] \n" s); printf( "\t -f and -c are mutuall exclus iv e\ n\ \t-f and -i are mutuall exclus iv e\ n") exit(1) /* if the -f option is specif ied this routine is called to canonica li ze an instan ce of the form hostnam e[ :pa ck ]. It turns the hostnam into the name returne by gethost by nam e( ho stn am e) */ char *fix_f ils rv _in st (s tr) char *str; static char fsinst [B UFS IZ ]; char *ptr; struct hosten *hp; ptr index(s tr ,’: ’) if (ptr) *ptr ’\0’; hp gethos tb yn ame (s tr) if (!hp) if (ptr) *ptr ’:’; return( str ); (void) strcpy (f sin st hp->h _na me ); if (ptr) (void) strcat(f si ns t, ":"); ptr++; (void) strcat(f si ns t, ptr); return (f sin st ); /* conver tabs in the buffer into appropri at of spaces. slight ly tricky since the buffer can have NUL’s in it. */ #ifndef TABSTO #define TABSTO /* #chars between tabsto ps */ #endif /* TABSTOP */ void un_tabi fy (b ufp sizep) char **bufp registe int *sizep registe char *cp, *cp2; char *cp3; registe int i; 58 ADDITIONAL EXAMPLES registe int column /* column of next charac ter */ registe int size *sizep; for (cp *bufp, 0; size; size-- cp++) if (*cp == ’\t’) i++; /* count tabs in buffer */ if (!i) return /* no tabs == no work */ /* To avoid allocat ion churni ng alloca te enough extra space to conver every tab into TABSTO space */ /* only add (TABSTO P-1 )x becaus we re-use the cell holdin the tab itself */ cp malloc( (un si gn ed) (* siz ep (i (TABST OP- 1) ))) if (!cp) /* XXX */ return /* punt expandi ng if memory fails */ cp3 cp; /* Copy buffer, conver ti ng tabs to spaces as we go */ for (cp2 *bufp, column 1, size *sizep size; cp2++, size--) switch (*cp2) case ’\n’: case ’\0’: /* newlin or null: reset column */ column 1; *cp++ *cp2; /* copy the newline */ break; defaul t: /* copy the charact er */ *cp *cp2; cp++; column+ +; break; case ’\t’: /* it’s tab, comput how many spaces to expan into. */ TABSTOP ((colum 1) TABST OP) for (; 0; i--) *cp++ ’; /* fill in the spaces */ column+ +; (*sizep )++ /* increme nt the size */ (*sizep )- -; /* remove one (we replac ed the tab) */ break; free(*b ufp ); /* free the old buf */ *bufp cp3; return; A.2 zlocate 59 A.2. zlocate /* This file is part of the Project Athena Zephyr Notific at ion System It conta ins code for the "zlocat e" command Create by: Robert French Source /mit/ze phy r/ src /c li ent s/ zlo ca te /RC S/ zlo ca te .c, Author jtkohl Copyri gh (c) 1987,1 988 by the Massac hu set ts Instit ute of Techno lo gy For copying and distrib ut io inform at io n, see the file "mit-c op yri gh t. h". */ #includ <zephyr /mi t- co pyr ig ht. h> #includ <zephyr /ze ph yr .h> #includ <string .h> #ifndef lint static char rcsid_z lo ca te_ c[ "Heade r: zlocat e.c ,v 1.8 88/08/0 14:12:14 jtkohl Exp "; #endif lint main(ar gc ,a rgv int argc; char *argv[ ]; int retval, nu ml ocs ,i ,on e, ou rar gc ,fo un d; char *whoam i, bf r[B UF SIZ ], us er[ BU FSI Z] ZLocat io ns_ locatio ns; whoami argv[0 ]; if (argc 2) printf( "Us ag e: %s user ... \n",who am i); exit(1) if ((retval ZIniti ali ze () != ZERR_NO NE) com_err (wh oa mi, re tv al, "w hil initial izi ng ") exit(1) argv++ argc-- one 1; found 0; ourarg argc; for (;argc- -; ar gv+ +) (void) strcpy(u se r, *ar gv ); if (!index (u ser ,’ @’ )) (void) strcat( us er, "@ ") (void) strcat( us er, ZG et Rea lm ()) 60 ADDITIONAL EXAMPLES if ((retva ZLoca teU se r(u se r, &nu ml ocs )) != ZERR_N ON E) (void) sprintf (b fr, "w hi le locatin user %s",user ); com_err (w ho ami ,r etv al ,b fr) continu e; if (ourarg 1) printf( "\ t% s:\ n" ,us er ); if (!numlo cs printf( "H id den or not logged -in \n ") if (argc) printf (" \n" ); continu e; for (i=0;i <n uml oc s; i++ if ((retv al ZGetLoc at ion s( &lo ca ti ons ,& one )) != ZERR_NO NE com_er r( who am i, ret va l, "while getting locatio n" ); contin ue if (one != 1) printf (" %s: interna failur while gettin location \n ", who am i); exit(1 ); /* just use printf; make the field widths one smalle to deal with the extra separa tio space. */ printf( "% -* %-*s %s\n" 42, location s. ho st, 7, locati ons .t ty locatio ns .ti me ); found++ if (argc) printf( "\ n" ); (void) ZFlushLo ca ti ons () if (!found) exit(1) exit(0 ); A.3 zstat 61 A.3. zstat /* This file is part of the Project Athena Zephyr Notific at ion System It conta ins the zstat progra m. Create by: David C. Jedlins ky Source /mit/ze phy r/ src /c li ent s/ zst at /R CS/ zs tat .c ,v Author jtkohl Copyri gh (c) 1987,1 988 by the Massac hu set ts Instit ute of Techno lo gy For copying and distrib ut io inform at io n, see the file "mit-c op yri gh t. h". */ #includ <zephyr /ze ph yr .h> #includ "../ser ver /z se rve r. h" #includ <sys/pa ram .h #includ <sys/so cke t. h> #includ <netdb. h> #includ <stdio. h> #includ <string .h> #ifndef lint #ifndef SABER static char rcsid_z st at _c[ "Heade r: zstat. c,v 1.6 88/06/2 10:42:5 jtkoh Exp "; #endif SABER #endif lint extern long atol(); char *hm_he ad[ "Curre nt server =", "Items in queue:" "Client packet receiv ed :" "Server packet receiv ed :" "Server change s:" "Versio n:" "Lookin for new server: ", "Time runnin g: ", "Size:" "Machin type: }; #define HM_SIZ (sizeof (hm _h ead sizeof (char *)) char *srv_h ead [] "Curre nt server version =", "Packe ts handle d:" "Uptim e: ", "Serve states: ", }; #define SRV_SI ZE (sizeof (s rv _he ad sizeof (char *)) int servero nly 0,hmon ly 0; int outofti me 0; u_short hm_por t, srv _p or t; main(ar gc argv) int argc; 62 ADDITIONAL EXAMPLES char *argv[ ]; Code_t ret; char hostna me [M AXH OS TNA ME LE N]; int optchar struct serven *sp; extern char *optar g; extern int optind; if ((ret ZInitia li ze( )) != ZERR_N ON E) com_err ("z st at" ret, "initia li zin g" ); exit(-1 ); if ((ret ZOpenPo rt ((u _s ho rt *)0)) != ZERR_NON E) com_err ("z st at" ret, "openin port"); exit(-1 ); while ((optch ar getopt( ar gc, argv, "sh")) != EOF) switch( opt ch ar) case ’s’: servero nl y+ +; break; case ’h’: hmonly+ +; break; case ’?’: default usage(a rg v[ 0]) exit(1) if (servero nl && hmonly) fprintf (st de rr, "O nl one of -s and -h may be specif ie d\n ") exit(1) if (!(sp getserv by nam e( "z eph yr -hm ", "u dp" )) fprintf (st de rr, "z ep hyr -h m/u dp unknown service \n "); exit(-1 ); hm_por sp->s _po rt if (!(sp getserv by nam e( "z eph yr -cl t" ," udp ") )) fprintf (st de rr, "z ep hyr -c lt/ ud p: unknown servic e\ n") exit(-1 ); srv_po rt sp->s_p or t; if (optind == argc) if (gethos tn ame (h os tna me MAXHO STN AM ELE N) 0) com_err (" zs tat ", err no ," whi le findin hostna me "); exit(-1 ); do_stat (ho st nam e) A.3 zstat 63 exit(0) for (;optin d< ar gc; op tin d+ +) do_stat (ar gv [op ti nd ]); exit(0 ); do_stat (h os t) char *host; char srv_ho st [M AXH OS TNA ME LE N]; if (servero nl y) (void) srv_stat (h os t); return; if (hm_stat (h os t,s rv _ho st )) return; if (!hmonly (void) srv_stat (s rv _ho st ); hm_stat (h os t,s er ver char *host, *s er ver char *line[ 20 ], *mp int sock,i, nf ,r et; struct hosten *hp; struct sockad dr _in sin; long runtim e; struct tm *tim; ZNotic e_ notic e; extern int timeout () bzero( (c har *)&sin ,s ize of (s tru ct sockad dr_ in )); sin.si n_ por hm_port; if ((sock socket (P F_I NE T, SOCK_DG RA M, 0)) 0) perror( "so ck et: ") exit(-1 ); sin.si n_ fam il AF_INE T; if ((hp getho stb yn ame (h os t)) == NULL) fprintf (st de rr, "U nk now host: %s\n", hos t) exit(-1 ); bcopy( hp ->h _a dd r, (char *) &sin.sin _a dd r, hp->h_l en gth ); printf (" Hos tm an age stats: %s\n",hp -> h_ nam e) (void) bzero( (c har *)&not ic e, sizeof( no tic e) ); notice .z _ki nd STAT; 64 ADDITIONAL EXAMPLES notice .z _po rt 0; notice .z _cl as HM_STA T_ CL ASS notice .z _cl as s_ ins HM_ST AT_ CL IEN T; notice .z _op co de HM_GIMM ES TAT S; notice .z _se nd er ""; notice .z _re ci pi ent ""; notice .z _de fa ul t_f or mat ""; notice .z _me ss ag e_l en 0; if ((ret ZSetDes tA ddr (& si n)) != ZERR_ NON E) com_err ("z st at" ret, "settin destinat io n" ); exit(-1 ); if ((ret ZSendNo ti ce( &n ot ice ZNOAUTH )) != ZERR_N ONE com_err ("z st at" ret, "sendin notice") exit(-1 ); (void) signal (S IGA LR M,t im eo ut) outoft im 0; (void) alarm( 10 ); if (((ret ZRecei ve Not ic e( &no ti ce, (struc sockadd r_i *) 0)) != ZERR_NO NE) && ret != EINTR) com_err ("z st at" ret, "receiv in notice ") return (1); (void) alarm( 0) if (outofti me fprintf (st de rr, "N response after 10 second s.\ n" ); return (1); mp notice .z _m ess ag e; for (nf=0;m p< no tic e. z_m es sa ge+ no tic e. z_ mes sa ge_ le n; nf+ +) line[nf mp; mp += strlen (mp )+ 1; (void) strcpy (s erv er ,li ne [0 ]); printf (" Hos tM an age protoco versio %s\n",no ti ce .z_ ve rsi on ); for (i=0; (i nf) && (i HM_SIZE) i++) if (!strnc mp ("T im e" ,hm _h ead [i ], 4)) runtime atol(l ine [i ]) tim gmtim e(& ru nti me ); printf( "% %d days, %02d:% 02 d:% 02 d\ n", hm_hea d[i ], tim->t m_ yda y, tim->t m_ hou r, tim->t m_ min tim->t m_ sec ); else printf( "% %s\n",hm _h ea d[i ], lin e[ i] ); printf (" \n" ); A.3 zstat 65 (void) close( so ck) ZFreeN ot ice (& no tic e) return (0 ); srv_sta t( ho st) char *host; char *line[ 20 ], *mp int sock,i, nf ,r et; struct hosten *hp; struct sockad dr _in sin; ZNotic e_ notic e; long runtim e; struct tm *tim; extern int timeout () bzero( (c har *) &sin,siz eo f( str uc socka ddr _i n)) sin.si n_ por srv_port if ((sock socket (P F_I NE T, SOCK_DG RA M, 0)) 0) perror( "so ck et: ") exit(-1 ); sin.si n_ fam il AF_INE T; if ((hp getho stb yn ame (h os t)) == NULL) fprintf (st de rr, "U nk now host: %s\n", hos t) exit(-1 ); bcopy( hp ->h _a dd r, (char *) &sin.sin _a dd r, hp->h_l en gth ); printf (" Ser ve stats: %s\n" ,hp -> h_n am e) (void) bzero( (c har *)&not ic e, sizeof( no tic e) ); notice .z _ki nd UNSAFE; notice .z _po rt 0; notice .z _cl as ZEPHYR _A DM IN_ CL ASS notice .z _cl as s_ ins ""; notice .z _op co de ADMIN_S TA TUS notice .z _se nd er ""; notice .z _re ci pi ent ""; notice .z _de fa ul t_f or mat ""; notice .z _me ss ag e_l en 0; if ((ret ZSetDes tA ddr (& si n)) != ZERR_ NON E) com_err ("z st at" ret, "settin destinat io n" ); exit(-1 ); if ((ret ZSendNo ti ce( &n ot ice ZNOAUTH )) != ZERR_N ONE com_err ("z st at" ret, "sendin notice") exit(-1 ); (void) signal (S IGA LR M,t im eo ut) outoft im 0; (void) alarm( 10 ); 66 ADDITIONAL EXAMPLES if (((ret ZRecei ve Not ic e( &no ti ce, (struc sockadd r_i *) 0)) != ZERR_N ON E) && ret != EINTR) com_err ("z st at" ret, "receiv in notice ") return (1); (void) alarm( 0) if (outofti me fprintf (st de rr, "N response after 10 second s.\ n" ); return (1); mp notice .z _m ess ag e; for (nf=0;m p< no tic e. z_m es sa ge+ no tic e.

z_ mes sa ge_ le n; nf+ +) line[nf mp; mp += strlen (mp )+ 1; printf (" Ser ve protocol versio %s\n" ,no ti ce. z_ ve rsi on ); for (i=0; nf; i++) if (i 2) printf( "% %s\n",sr v_ he ad[ i] ,li ne [i ]); else if (i == 2) /* uptime field */ runtime atol(l ine [i ]) tim gmtim e(& ru nti me ); printf( "% %d days, %02d:% 02 d:% 02 d\ n", srv_hea d[ i], tim->tm _y day tim->tm _h our tim->tm _m in, tim->tm _s ec) else if (i == 3) printf( "% s\ n", sr v_h ea d[ i]) printf( "% s\ n", li ne[ i] ); else printf(" %s \n ",l in e[i ]) printf (" \n" ); (void) close( so ck) return (0 ); usage(s) char *s; fprint f( std er r, "us ag e: %s [-s] [-h] [host ...]\n" ,s ); exit(1 ); timeout() outoft im 1; 67 B. Err or Codes The following error codes are de ned in zephyr err .h, which is included by zephyr .h: ZERR NONE No error was detected. ZERR PKTLEN notice was too big to into the supplied buf fer or ran over the maxi- mum allowed packet size. ZERR HEADERLEN formatted notice header exceeded the maximum header length. ZERR ILL AL member of the notice structure contained an illegal value. ZERR HMPOR The port number for the HostManager could not be found in /etc/services ZERR POR TINUSE The port explicitly requested in call to ZOpenPort couldn’ be bound. ZERR BADPKT The packet is badly formatted and can’ be parsed. ZERR VERS The packet was formatted using version of the protocol which is incom- patible with the protocol supported by this version of the library function. ZERR NOPOR function which requires an open port was called before port was opened. ZERR NONOTICE No notice which was accepted by the predicate was found by ZCheck- IfNotice. ZERR QLEN oo many notices have been read in to the input queue but not retrieved. ZERR HMDEAD The HostManager did not send an acknowledgment to packet. ZERR INTERNAL Something really strange is going on, probably with the system instead of with the application itself (for example, /etc/passwd can’ be read). ZERR NOLOCA TIONS No locations were available to return using ZGetLocations or ush us- ing ZFlushLocations. This usually means that ZLocateUser hasn’ been called yet. ZERR NOMORELOCS No more locations were available to return. This means that ZGetLoca- tions wants to retrieve more locations than are available. ZERR FIELDLEN The data passed to ZMakeAscii exceeds the size of the supplied buf fer ZERR BADFIELD The data passed to ZReadAscii is in an improper format. ZERR SER VNAK server negative-acknowledgment was received while performing privileged operation (such as subscribing). This usually means that user authentication failed. ZERR AUTHF AIL login notice was not authenticated properly ZERR LOGINF AIL login notice was not accepted by the server 68 ERROR CODES ZERR NOSUBSCRIPTIONS No subscriptions were available to return using ZGetSubscriptions or ush using ZFlushSubscriptions. This usually means that ZRetrieveSub- scriptions or ZRetrieveDefaultSubscriptio ns hasn’ been called yet. ZERR NOMORESUBSCRIPTIONS No more subscriptions were available to return. This means that ZGet- Subscriptions wants to retrieve more subscriptions than are available. ZERR EOF The le descriptor that the library is using to read its packets was inad- vertently closed. 69 C. Function emplates Function template for ZInitialize: Code ZInitialize () Prerequisite functions: None Possible errors: ZERR HMPOR Function template for ZOpenPort: Code ZOpenPort (port) unsigned short *port; Prerequisite functions: ZInitialize Possible errors: UNIX errors, ZERR POR TINUSE Function template for ZClosePort: Code ZClosePort () Prerequisite functions: None Possible errors: None Function template for ZSendNotice: Code ZSendNotice (notice, cert routine) ZNotice *notice; int (*cert routine)(); Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR HEADERLEN, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN Function template for ZSendList: Code ZSendList (notice, list, nitems, cert routine) ZNotice *notice; char *list[]; int nitems; int (*cert routine)(); 70 FUNCTION TEMPLA TES Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR HEADERLEN, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN Function template for ZGetSender: char ZGetSender () Prerequisite functions: ZInitialize Possible errors: None Function template for ZGetRealm: char ZGetRealm () Prerequisite functions: ZInitialize Possible errors: None Function template for ZMakeAscii: Code ZMakeAscii (buf fer buf fer len, eld, eld len) char *buf fer; int buf fer len; unsigned char eld; int eld len; Prerequisite functions: None Possible errors: ZERR FIELDLEN Function template for ZCheckIfNotice: Code ZCheckIfNotice (notice, from, predicate, ar gs) ZNotice *notice; struct sockaddr in *from; int (*predicate)(); char *ar gs; Prerequisite functions: ZInitialize, ZOpenPort Possible errors: UNIX errors, ZERR BADPKT ZERR VERS, ZERR PKTLEN, ZERR NOPOR ZERR QLEN, ZERR NONOTICE 71 Function template for ZFreeNotice: void ZFreeNotice (notice) ZNotice *notice; Prerequisite functions: None Possible errors: None Function template for ZIfNotice: Code ZIfNotice (notice, from, predicate, ar gs) ZNotice *notice; struct sockaddr in *from; int (*predicate)(); char *ar gs; Prerequisite functions: ZInitialize, ZOpenPort Possible errors: UNIX errors, ZERR BADPKT ZERR VERS, ZERR PKTLEN, ZERR NOPOR ZERR QLEN Function template for ZCompareUID: int ZCompareUID (uid1, uid2) ZUnique Id *uid1; ZUnique Id *uid2; Prerequisite functions: None Possible errors: None Function template for ZSubscribeT o: Code ZSubscribeT (sublist, nitems, port) ZSubscription sublist[]; int nitems; unsigned short port; Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR PKTLEN, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN Function template for ZUnsubscribeT o: Code ZUnsubscribeT (sublist, nitems, port) ZSubscription sublist[]; int nitems; unsigned short port; 72 FUNCTION TEMPLA TES Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR PKTLEN, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN Function template for ZCancelSubscriptions: Code ZCancelSubs criptions (port) unsigned short port; Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR PKTLEN, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN Function template for ZGetWGPort: int ZGetWGPort () Prerequisite functions: None Possible errors: -1 No port number available Function template for ZReceiveNotice: Code ZReceiveNotice (notice, from) ZNotice *notice; struct sockaddr in *from; Prerequisite functions: ZInitialize, ZOpenPort Possible errors: UNIX errors, ZERR NOPOR ZERR PKTLEN, ZERR QLEN, ZERR BADPKT ZERR VERS Function template for ZReadAscii: Code ZReadAscii (buf fer buf fer len, eld, eld len) char *buf fer; int buf fer len; char eld; int eld len; Prerequisite functions: None Possible errors: ZERR BADFIELD 73 Function template for ZCheckAuthentication: Code ZCheckAuthen tication (notice, from) ZNotice *notice; struct sockaddr in *from; Prerequisite functions: ZInitialize, ZReceiveNotice Possible errors: None Function template for ZPending: int ZPending () Prerequisite functions: ZInitialize, ZOpenPort Possible errors: UNIX errors, ZERR MAXQLEN, ZERR EOF Function template for ZQLength: int ZQLength () Prerequisite functions: ZInitialize, ZOpenPort Possible errors: None Function template for ZPeekNotice: Code ZPeekNotice (notice, from) ZNotice *notice; struct sockaddr in *from; Prerequisite functions: ZInitialize, ZOpenPort Possible errors: UNIX errors, ZERR NOPOR ZERR PKTLEN, ZERR QLEN, ZERR BADPKT ZERR VERS Function template for ZPeekIfNotice: Code ZPeekIfNotice (notice, from, predicate, ar gs) ZNotice *notice; struct sockaddr in *from; int (*predicate)(); char *ar gs; Prerequisite functions: ZInitialize, ZOpenPort 74 FUNCTION TEMPLA TES Possible errors: UNIX errors, ZERR BADPKT ZERR VERS, ZERR PKTLEN, ZERR NOPOR ZERR QLEN Function template for ZFormatNotice: Code ZFormatNotice (notice, buf fer ret len, cert routine) ZNotice *notice; char **buf fer; int *ret len; int (*cert routine)(); Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR PKTLEN, ZERR ILL AL Function template for ZFormatNoticeList: Code ZFormatNoticeList (notice, list, nitems, buf fer ret len, cert routine) ZNotice *notice; char *list[]; int nitems; char **buf fer; int *ret len; int (*cert routine)(); Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR PKTLEN, ZERR ILL AL Function template for ZSendPacket: Code ZSendPack et (packet, len, waitforack) char *packet; int len; int waitforack; Prerequisite functions: ZInitialize Possible errors: UNIX errors, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR PKTLEN, ZERR QLEN Function template for ZReceivePacket: Code ZReceivePac ke (buf fer ret len, from) ZPacket buf fer; int *ret len; struct sockaddr in *from; Prerequisite functions: ZInitialize, ZOpenPort 75 Possible errors: UNIX errors, ZERR NOPOR ZERR PKTLEN, ZERR QLEN Function template for ZPeekPacket: Code ZPeekPac ket (buf fer ret len, from) char **buf fer; int *ret len; struct sockaddr in *from; Prerequisite functions: ZInitialize, ZOpenPort Possible errors: UNIX errors, ZERR NOPOR ZERR PKTLEN, ZERR QLEN, ZERR BADPKT ZERR VERS Function template for ZParseNotice: Code ZParseNotice (buf fer buf fer len, notice) char *buf fer; int buf fer len; ZNotice *notice; Prerequisite functions: ZInitialize Possible errors: ZERR BADPKT ZERR VERS Function template for ZFormatRawNotice: Code ZFormatRawNotice (notice, buf fer ret len) ZNotice *notice; char **buf fer; int *ret len; Prerequisite functions: ZInitialize Possible errors: ZERR PKTLEN, ZERR HEADERLEN Function template for ZFormatSmallRawNotice: Code ZFormatSmallRawNotice (notice, buf fer ret len) ZNotice *notice; ZPacket buf fer; int *ret len; Prerequisite functions: ZInitialize Possible errors: ZERR PKTLEN, ZERR HEADERLEN 76 FUNCTION TEMPLA TES Function template for ZFormatRawNoticeList: Code ZFormatRawNoticeList (notice, list, nitems, buf fer ret len) ZNotice *notice; char *list[]; int nitems; char **buf fer; int *ret len; Prerequisite functions: ZInitialize Possible errors: ZERR PKTLEN, ZERR HEADERLEN Function template for ZFormatSmallRawNoticeList: Code ZFormatSmallRawNoticeList (notice, list, nitems, buf fer ret len) ZNotice *notice; char *list[]; int nitems; ZPacket buf fer; int *ret len; Prerequisite functions: ZInitialize Possible errors: ZERR PKTLEN, ZERR HEADERLEN Function template for ZSendRawNotice: Code ZSendRawNotice (notice) ZNotice *notice; Prerequisite functions: ZInitialize Possible errors: UNIX errors, ZERR PKTLEN, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN Function template for ZSendRawList: Code ZSendRawList (notice, list, nitems) ZNotice *notice; char *list[]; int nitems; Prerequisite functions: ZInitialize Possible errors: UNIX errors, ZERR PKTLEN, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN Function template for ZLocateUser: 77 Code ZLocateUser (user nlocs) char *user; int *nlocs; Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR PKTLEN, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN Function template for ZGetLocations: Code ZGetLocations (location, numloc) ZLocations location[]; int *numloc; Prerequisite functions: ZInitialize, ZLocateUser Possible errors: ZERR NOLOCA TIONS, ZERR NOMORELOCS Function template for ZFlushLocations: Code ZFlushLocations () Prerequisite functions: ZInitialize, ZLocateUser Possible errors: None Function template for ZRetrieveSubscriptions: Code ZRetrieveSubscriptions (port, nsubs) unsigned short port; int *nsubs; Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR PKTLEN, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN Function template for ZRetrieveDefaultSubscription s: Code ZRetrieveDefaultSubscriptions (nsubs) int *nsubs; Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR PKTLEN, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN 78 FUNCTION TEMPLA TES Function template for ZGetSubscriptions: Code ZGetSubscriptions (subscription, numsub) ZSubscription *subscription; int *numsub; Prerequisite functions: ZInitialize, ZRetrieveSubscriptions or ZRetrieveDefaultSubscripti ons Possible errors: ZERR NOSUBSCRIPTIONS, ZERR NOMORESUBSCRIPTIONS Function template for ZFlushSubscriptions: Code ZFlushSubsc riptions () Prerequisite functions: ZInitialize, ZRetrieveSubscriptions or ZRetrieveDefaultSubscripti ons Possible errors: None Function template for ZGetV ariable: char ZGetV ariable (var) char *var; Prerequisite functions: None Possible errors: NULL variable not de ned Function template for ZSetV ariable: Code ZSetV ariable (var value) char *var; char *value; Prerequisite functions: None Possible errors: UNIX errors, ZERR INTERNAL Function template for ZUnsetV ariable: Code ZUnsetV a riable (var) char *var; Prerequisite functions: None Possible errors: UNIX errors, ZERR INTERNAL 79 Function template for ZSetLocation: Code ZSetLocation (exposure) char *exposure; Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR PKTLEN, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN, ZERR SER VNAK, ZERR AUTHF AIL, ZERR LOGINF AIL Function template for ZUnsetLocation: Code ZUnsetLocation () Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR PKTLEN, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN, ZERR SER VNAK, ZERR AUTHF AIL, ZERR LOGINF AIL Function template for ZFlushMyLocations: Code ZFlushMyLoca tions () Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR PKTLEN, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN, ZERR SER VNAK, ZERR AUTHF AIL, ZERR LOGINF AIL Function template for ZGetFD: int ZGetFD () Prerequisite functions: ZInitialize or ZSetFD Possible errors: -1 No current le descriptor Function template for ZSetFD: Code ZSetFD (fd) int fd; Prerequisite functions: None Possible errors: None 80 FUNCTION TEMPLA TES Function template for ZGetDestAddr: struct sockaddr in ZGetDestAddr () Prerequisite functions: ZInitialize Possible errors: None Function template for ZSetDestAddr: Code ZSetDestAddr (addr) struct sockadd in *addr; Prerequisite functions: ZInitialize Possible errors: None Function template for ZSetServerState: Code ZSetServerState (state) int state; Prerequisite functions: ZInitialize Possible errors: None Function template for ZSrvSendNotice: Code ZSrvSendNotice (notice, cert routine, send routine) ZNotice *notice; int (*cert routine)(); int (*send routine)(); Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR HEADERLEN, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN Function template for ZSrvSendList: Code ZSrvSendList (notice, list, nitems, cert routine, send routine) 81 ZNotice *notice; char *list[]; int nitems; int (*cert routine)(); int (*send routine)(); Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR HEADERLEN, ZERR ILL AL, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN Function template for ZSrvSendRawList: Code ZSrvSendRawList (notice, list, nitems, send routine) ZNotice *notice; char *list[]; int nitems; int (*send routine)(); Prerequisite functions: ZInitialize Possible errors: UNIX errors, ZERR PKTLEN, ZERR HMDEAD, ZERR BADPKT ZERR VERS, ZERR QLEN Function template for ZFormatAuthenticNotice: Code ZFormatAuthenticNotice (notice, buf fer buf fer len, ret len, session) ZNotice *notice; char *buf fer; int buf fer len; int *ret len; Block session; Prerequisite functions: ZInitialize Possible errors: Kerberos errors, UNIX errors, ZERR PKTLEN, ZERR HEADERLEN, ZERR ILL AL 82 REFERENCES Refer e nces [1] DellaFera, C. Anthony et al. Zephyr Noti cati on Service. MIT Project Athena echnical Plan, section E.4.1. [2] Miller Steven and Clif f ord Neuman. Kerber os. MIT Project Athena echnical Plan, section E.2.1. [3] Raeburn, Kenneth. Common Err or Description Library for UNIX. [4] Sechres, Stuart. An Intr oductory 4.3BSD Interpr ocess Communication utoria l. UNIX Programmer Sup- plementary Documents, olume 1. 4.3 Berkeley Software Distribut ion.