CD 10747

July 30, 1991

Information Processing Systems - Telecommunications and Information Exchange between Systems - Protocol for Exchange of Inter-domain Routeing Information among Intermediate Systems to Support Forwarding of ISO 8473 PDUs

July 30, 1991

CD 10747 July 30, 1991

Additional Comments from Editor

Note: These comments from the editor are supplied to

assist reviewers in locating several changes made by the editor in producing this text. It is not intended for this page to be incorporated in the final version of this international standard.

In preparing the CD-ballot text, some changes were made that were not explicitly mentioned in the associated editor′s instructions, namely:

a) Since the Berlin meeting of SC6/WG2 agreed that this standard should be limited to CLNP, and further agreed that an NP should be generated to address formation of a new project for CONS-oriented inter-domain routeing, the editor has amended the title of this standard to reflect this course of action.

Furthermore, the references to ISO 8208 and ISO 8878 have been dropped from the document references clause.

b) In line with the spirit of the associated discussions, the editor has expanded clause 7.18 so that it includes explicit text to address the requirements placed on ISO 8473 when it is operating in conjunction with IDRP.

c) In reviewing the GDMO pages, the editor noted that several timers were not listed. He has therefore added GDMO descriptions for: closeWaitDelayTimer, KeepaliveTimer, minRouteSelectionTimer, minRDOriginationTimer, and maxCPUOverloadTimer.

d) While updating the PICS for the well-known discretionary attributes, the editor noticed that there was no PICS proforma for the optional transitive path attributes of IDRP. A new PICS proforma table has been added to remedy this oversight.

e) During a session held for project editors by the ISO Central Secretariat, the editor learned that ISO/IEC presentation guidelines prohibit informative references from being included in the same clause as normative ones. In particular, documents that are only mentioned in passing, and which do not impose normative requirements on IDRP should not be listed in the ″References″ clause. Therefore, the editor has rearranged this clause into 2 parts (Normative References and Informative References), and has classified the references accordingly.

CD 10747

July 30, 1991

Contents

1. Scope and Field of Application . . . . . . . . 1

2. Normative References . . . . . . . . . . . . . 1

3. Informative References . . . . . . . . . . . . 2

4. Definitions . . . . . . . . . . . . . . . . . . . 2 4.1 Reference Model Definitions . . . . . . . . . 2 4.2 Network Layer Architecture Definitions . . . 3 4.3 Network Layer Addressing Definitions . . . . 3 4.4 Routeing Framework Definitions . . . . . . . 3 4.5 Intra-domain Routeing Definitions . . . . . . 3 4.6 Network/Transport Protocol Interworking Definitions . . . . . . . . . . . . . . . . . . . . 3 4.7 Additional Definitions . . . . . . . . . . . . . 3

5. Symbols and Abbreviations . . . . . . . . . . 4 5.1 Data Unit Abbreviations . . . . . . . . . . . 4 5.2 Addressing Abbreviations . . . . . . . . . . 4 5.3 Other Abbreviations . . . . . . . . . . . . . 5

6. General Protocol Information . . . . . . . . . 5 6.1 Inter-RD Topology . . . . . . . . . . . . . . . 5 6.2 Routeing Policy . . . . . . . . . . . . . . . . 7 6.3 Types of Systems . . . . . . . . . . . . . . . 7 6.4 Types of Routeing Domains . . . . . . . . . 7 6.5 Routeing Domain Confederations . . . . . . 7 6.6 Routes: Advertisement and Storage . . . . . 7 6.7 Distinguishing Path Attributes and RIB-Atts . 8 6.8 Selecting the Information Bases . . . . . . . 8 6.9 Routeing Information Exchange . . . . . . . 8 6.9.1 Internal Neighbor BIS . . . . . . . . . . 8 6.9.2 External Neighbor BIS . . . . . . . . . . 8 6.10 Routeing Domain Identifiers . . . . . . . . . 8 6.11 Formats of RDIs, NETs, and NSAP Addresses 9 6.12 Functional Organization of the Protocol . . 9 6.13 Design Objectives . . . . . . . . . . . . . . 9 6.13.1 Within the Scope of the Protocol . . . . 9 6.13.2 Outside the Scope of the Protocol . . . 10

7. Structure of BISPDUs . . . . . . . . . . . . . 10 7.1 Header of BISPDU . . . . . . . . . . . . . . . 10 7.2 OPEN PDU . . . . . . . . . . . . . . . . . . . 11 7.3 UPDATE PDU . . . . . . . . . . . . . . . . . 12 7.4 IDRP ERROR PDU . . . . . . . . . . . . . . . 18 7.5 KEEPALIVE PDU . . . . . . . . . . . . . . . . 18 7.6 CEASE PDU . . . . . . . . . . . . . . . . . . 19 7.7 RIB REFRESH PDU . . . . . . . . . . . . . . 19

8. Network Independent Protocol Functions . . . 19 8.1 Naming and Addressing Conventions . . . . 19 8.1.1 Interpretation of Address Information . 19 8.1.2 NSAP Address Prefixes . . . . . . . . . 19 8.2 Deployment Guidelines . . . . . . . . . . . . 20 8.2.1 Deployment of RDs . . . . . . . . . . . 20

8.2.2 Deployment of ISs and ESs . . . . . . . 20 8.3 Domain Configuration Information . . . . . . 20 8.4 Advertising NLRI Information . . . . . . . . . 21 8.5 Reliable Delivery of BISPDUs . . . . . . . . 21 8.5.1 Checksum over BISPDU . . . . . . . . . 21 8.5.2 Sequence Numbers . . . . . . . . . . . 22 8.5.3 Retransmission . . . . . . . . . . . . . . 22 8.5.4 Flow Control . . . . . . . . . . . . . . . 22 8.5.5 Acknowledgements . . . . . . . . . . . 23 8.6 BIS-BIS Connection Management . . . . . . 23 8.6.1 BIS Finite State Machines . . . . . . . . 23 8.6.2 CLOSED State . . . . . . . . . . . . . . 23 8.6.3 Active States . . . . . . . . . . . . . . . 23 8.6.4 Closing a Connection . . . . . . . . . . 25 8.7 Version Negotiation . . . . . . . . . . . . . . 25 8.8 Checksum Algorithm . . . . . . . . . . . . . 26 8.9 Authentication Mechanism . . . . . . . . . . 26 8.10 Routeing Information Bases . . . . . . . . . 26 8.10.1 Identifying an Information Base . . . . 27 8.10.2 Validation of RIBs . . . . . . . . . . . . 28 8.10.3 Use of the RIB REFRESH PDU . . . . . 29 8.11 Stability of Routes . . . . . . . . . . . . . . 29 8.12 Path Attributes . . . . . . . . . . . . . . . . 30 8.12.1 Categories of Path Attributes . . . . . 30 8.12.2 Handling of Distinguishing Attributes . 31 8.12.3 Equivalent Distinguishing Attributes . . 32 8.13 Path Attribute Usage . . . . . . . . . . . . 32 8.13.1 EXT_INFO . . . . . . . . . . . . . . . . 32 8.13.2 RD_PATH . . . . . . . . . . . . . . . . 32 8.13.3 NEXT_HOP . . . . . . . . . . . . . . . . 33 8.13.4 UNREACHABLE . . . . . . . . . . . . . 34 8.13.5 DIST_LIST_INCL . . . . . . . . . . . . 34 8.13.6 DIST_LIST_EXCL . . . . . . . . . . . . 35 8.13.7 MULTI-EXIT_DISC . . . . . . . . . . . . 35 8.13.8 LOC_PREF . . . . . . . . . . . . . . . . 36 8.13.9 TRANSIT DELAY . . . . . . . . . . . . 36 8.13.10 RESIDUAL ERROR . . . . . . . . . . . 36 8.13.11 EXPENSE . . . . . . . . . . . . . . . . 37 8.13.12 SOURCE SPECIFIC QOS . . . . . . . . 37 8.13.13 DESTINATION SPECIFIC QOS . . . . . 37 8.13.14 HIERARCHICAL RECORDING . . . . . 38 8.13.15 CO/CL PATH . . . . . . . . . . . . . . 38 8.13.16 RD_HOP_COUNT . . . . . . . . . . . 39 8.13.17 SOURCE SPECIFIC SECURITY . . . . 39 8.13.18 DESTINATION SPECIFIC SECURITY . . 39 8.13.19 CAPACITY . . . . . . . . . . . . . . . 39 8.13.20 PRIORITY . . . . . . . . . . . . . . . 40 8.14 Routeing Domain Confederations . . . . . . 40 8.14.1 RDC Policies . . . . . . . . . . . . . . 40 8.14.2 RDC Configuration Information . . . . 40 8.14.3 Detecting Confederation Boundaries . 40 8.14.4 Entry Marker for an RDC . . . . . . . . 40 8.14.5 Generating RD_PATH Information . . . 41 8.14.6 Updating Received RD_PATH

Information . . . . . . . . . . . . . . . . . . 41 8.15 Update-Receive Process . . . . . . . . . . 42 8.15.1 Information Consistency . . . . . . . . 42 8.15.2 Detecting Inconsistencies . . . . . . . 42 8.16 Update-Send Process . . . . . . . . . . . . 43 8.16.1 Internal Updates . . . . . . . . . . . . 43 8.16.2 External Updates . . . . . . . . . . . . 43 8.16.3 Controlling Routeing Traffic Overhead 44

CD 10747 July 30, 1991

8.17 Decision Process . . . . . . . . . . . . . . . 44

8.17.1 Breaking Ties . . . . . . . . . . . . . . 44 8.17.2 Updating the Loc-RIBs . . . . . . . . . 45 8.17.3 Path Selection . . . . . . . . . . . . . . 45 8.17.4 Information Reduction . . . . . . . . . 45 8.17.5 Aggregating Routeing Information . . . 45 8.17.6 Interaction with Update Process . . . . 47 8.18 Receive Process . . . . . . . . . . . . . . . 47

8.18.1 Requirements on ISO 8473 Receive Processing . . . . . . . . . . . . . . . . . . . 47 8.19 Error Handling for BISPDUs . . . . . . . . . 48

8.19.1 BISPDU Header Error Handling . . . . 48 8.19.2 OPEN PDU Error Handling . . . . . . . 48 8.19.3 UPDATE PDU Error Handling . . . . . . 49 8.19.4 IDRP ERROR PDU Error Handling . . . 50 8.19.5 Hold Timer Expired Error Handling . . 50

9. Forwarding Process for CLNS . . . . . . . . . 50 9.1 Forwarding to Internal Destinations . . . . . 50 9.2 Determining the NPDU-derived Distinguishing

Attributes . . . . . . . . . . . . . . . . . . . . . 51 9.3 Matching RIB-Att to NPDU-derived

Distinguishing Attributes . . . . . . . . . . . . . 51 9.4 Forwarding to External Destinations . . . . . 51

10. Interface to ISO 8473 . . . . . . . . . . . . . 52

11. Constants . . . . . . . . . . . . . . . . . . . 53

12. System Management and GDMO Definitions 53 12.1 Name Bindings . . . . . . . . . . . . . . . . 53 12.2 Local BIS Managed Objects for IDRP . . . . 53 12.3 Adjacent BIS Peer Managed objects . . . . 54 12.4 Attribute Definitions . . . . . . . . . . . . . 54 12.5 Action Definitions . . . . . . . . . . . . . . 59 12.6 Notification Definitions . . . . . . . . . . . . 59 12.7 Parameter Definitions . . . . . . . . . . . . 60 12.8 Attribute Groups . . . . . . . . . . . . . . . 61 12.9 ASN.1 MODULES . . . . . . . . . . . . . . . 61

13. Conformance . . . . . . . . . . . . . . . . . 62 13.1 Static Conformance for All BISs . . . . . . 62 13.2 Conformance to Optional Functions . . . . 63

13.2.1 Generation of Information in Reduced Form . . . . . . . . . . . . . . . . . . . . . . 63 13.2.2 Supporting RDCs . . . . . . . . . . . . 63 13.2.3 Generation of Well-known Discretionary Attributes . . . . . . . . . . . . . . . . . . . 63

Appendix A. PICS Proforma . . . . . . . . . . . 64 A.1 Introduction . . . . . . . . . . . . . . . . . . 64 A.2 Abbreviations and Special Symbols . . . . . 64

A.2.1 Status Symbols . . . . . . . . . . . . . 64 A.3 Instructions for Completing the PICS Proforma 64

A.3.1 General Structure of the PICS Proforma 64 A.3.2 Additional Information . . . . . . . . . . 64 A.3.3 Exception Information . . . . . . . . . . 65

A.3.4 Conditional Status . . . . . . . . . . . . 65 A.4 Identification . . . . . . . . . . . . . . . . . 66 A.4.1 Implementation Identification: IDRP . . 66 A.4.2 Protocol Summary: IDRP . . . . . . . . 67 A.4.3 PICS Proforma: IDRP General . . . . . . 67 A.4.4 PICS Proforma: IDRP Update Send

Process . . . . . . . . . . . . . . . . . . . . 67 A.4.5 PICS Proforma: IDRP Update Receive Process . . . . . . . . . . . . . . . . . . . . 68 A.4.6 PICS Proforma: IDRP Decision Process . 68 A.4.7 PICS Proforma: IDRP Receive Process . 68 A.4.8 PICS Proforma: IDRP CLNS Forwarding 68 A.4.9 PICS Proforma: IDRP Optional Transitive Attributes . . . . . . . . . . . . . . . . . . . 69 A.4.10 PICS Proforma: IDRP Well Known

Discretionary Attributes . . . . . . . . . . . 69

Appendix B. IDRP Checksum Generation

Algorithm . . . . . . . . . . . . . . . . . . . . . 70 B.1 Mathematical Notation . . . . . . . . . . . . 70 B.2 Algorithm Description . . . . . . . . . . . . 71

Appendix C. Jitter Algorithm . . . . . . . . . . . 72

Appendix D. Computing a Checksum for an Adj-RIB . . . . . . . . . . . . . . . . . . . . . . 72

Appendix E. RIB Overload . . . . . . . . . . . . 72

Appendix F. Processor Overload . . . . . . . . . 74

Appendix G. Syntax and Semantics for Policy . . 74

Appendix H. Importing Internal Reachability Information . . . . . . . . . . . . . . . . . . . . 78

Appendix I. Formation of RDCs . . . . . . . . . 78 I.1 Forming a New Lower Level Confederation . 79 I.2 Forming a Higher Level Confederation . . . . 79 I.3 Deleting a Lowest Level Confederation . . . 80 I.4 Deleting a Higher Level Confederation . . . . 80

Appendix J. Example Usage of MULTI-EXIT_DISC Attribute . . . . . . . . . . . . . . . . . . . . . 80

Appendix K. Proof of Stability of Route Selection 81

Appendix L. Common Subnetworks . . . . . . . 83

Appendix M. Example Routeing Algorithm . . . 84

Appendix N. IDRP Network Independent Sublayer Connection Management . . . . . . . . . . . . . 86 N.1 Connection Record . . . . . . . . . . . . . . 86 N.2 IDRP Connection Management Pseudocode . 87

Index . . . . . . . . . . . . . . . . . . . . . . . . 94

CD 10747

July 30, 1991

Figures

1. Field of Application . . . . . . . . . . . . . 2 2. Intermediate Routeing Domains and End Routeing Domains . . . . . . . . . . . . . . 4 3. Position of IDRP within Network Layer . . . 6 4. Inter-domain Routeing Components . . . . 6 5. Structure of the UPDATE PDU . . . . . . . 13 6. BIS Finite State Machine Diagram . . . . . 24 7. Validation Pattern in Support of the

Authentication Function . . . . . . . . . . . 27 8. Routeing Information Base . . . . . . . . . 28 9. A Transitive Fully Connected Subnetwork . 34 10. Illustrative PICS for Conditional Items . . . 66 11. Jitter Algorithm for Timers . . . . . . . . . 73 12. Example Interconnection of Routeing

Domains . . . . . . . . . . . . . . . . . . . 77 13. Example 1 Configuration . . . . . . . . . . 81 14. Example 2 Configuration . . . . . . . . . . 82

Tables

1. Path Attribute Characteristics . . . . . . . 31 2. NPDU-Derived Attribute Set . . . . . . . . 52 3. IDRP-CL Primitives . . . . . . . . . . . . . 53 4. Architectural Constants of IDRP . . . . . . 54 5. PICS Proforma for IDRP: Implementation Identification . . . . . . . . . . . . . . . . . 66 6. PICS Proforma for IDRP: Protocol Summary 67 7. PICS Proforma for IDRP: General . . . . . 67 8. PICS Proforma for IDRP: Update-Send . . . 67 9. PICS Proforma for IDRP: Update-Receive . 68 10. PICS Proforma for IDRP: Decision . . . . . 68 11. PICS Proforma for IDRP: Receive . . . . . 68 12. PICS Proforma for IDRP: CLNS Forwarding 68 13. PICS Proforma for IDRP: Optional Transitive Attributes . . . . . . . . . . . . . . . . . . 69 14. PICS Proforma for IDRP: Generating Well Known Discretionary Attributes . . . . . . 69 15. PICS Proforma for IDRP: Receiving Well Known Discretionary Attributes . . . . . . 70 16. Route Selection Possibilities . . . . . . . . 81

CD 10747 July 30, 1991

Introduction

This Protocol is one of a set of International Standards which facilitate the interconnection of open systems. They cover the services and protocols required to achieve such interconnection.

This Protocol is positioned with respect to other related standards by the layered structure defined in ISO 7498, and by the Network layer organization defined in ISO 8648. It is located at the top of the Network layer and relies on the services of ISO 8473. This protocol permits a routeing domain to exchange information with other routeing domains to facilitate the operation of the routeing and relaying functions of the Network Layer. It applies to the following categories of routeing, which are described in ISO TR 9575, making no distinction between them:

— Intra-Administrative Domain routeing between

routeing domains — Inter-Administrative Domain routeing between

routeing domains.

Within the hierarchical relations between routeing protocols, as described in ISO TR 9575, this protocol is situated above the intra-domain routeing protocols. That is, this Inter-domain IS-IS protocol:

— maintains information about the interconnections

between routeing domains, but does not require detailed information about their internal structures

— calculates path segments on a hop-by-hop basis

This protocol calculates path segments which consist of Boundary Intermediate systems and the links that interconnect them. An NPDU destined for an End system in another routeing domain will be routed via

Intra-domain routeing to a Boundary Intermediate system (BIS^1 ) in the source routeing domain. Then, the BIS, using the methods of this inter-domain routeing protocol, will calculate a path to a Boundary Intermediate system in an adjacent routeing domain lying on a path to the destination. After arriving at the next routeing domain, the NPDU may also travel within that domain on its way towards a BIS located in the next domain along its path. This process will continue on a hop-by-hop basis until the NPDU arrives at a BIS in the routeing domain which contains the destination End system. The Boundary IS in this routeing domain will hand the incoming NPDU over to the domain′s intra-domain routeing protocol, which will construct a path to the destination End system.

This inter-domain IS-IS routeing protocol places requirements on the type of information that a routeing domain must provide and on the methods by which this information will be distributed to other routeing domains. These requirements are intended to be minimal, addressing only the interactions between Boundary ISs; all other internal operations of each routeing domain are outside the scope of this protocol.^2

The methods of this protocol differ from those generally adopted for an intra-domain routeing protocol because they emphasize the interdependencies between efficient route calculation and the preservation of legal, contractual, and administrative concerns. This protocol calculates routes which will be efficient, loop-free, and in compliance with the domain′s local routeing policies. IDRP may be used when routeing domains do not fully trust each other; it imposes no upper limit on the number of routeing domains that can participate in this protocol; and it provides isolation between its operations and the internal operations of each routeing domain.

1 See clause 5 for a listing of symbols and abbreviations.

2 For example, this Inter-domain routeing protocol does not mandate that a routeing domain run a particular intra-domain routeing protocol: it is local choice as to whether a domain implements a standard intra-domain protocol (such as ISO 10589) or a private protocol.

CD 10747

July 30, 1991

Information Processing Systems - Telecommunications and Information Exchange between Systems - Protocol for Exchange of Inter-domain Routeing Information among Intermediate Systems to Support Forwarding of ISO 8473 PDUs

1. Scope and Field of Application

This international standard specifies a protocol to be used by Boundary Intermediate systems^3 to acquire and maintain information for the purpose of routeing NPDUs between different routeing domains. Figure 1 illustrates the field of application of this international standard.

This international standard specifies:

— the procedures for the exchange of inter-domain reachability and path information between BISs — the procedures for maintaining inter-domain routeing information databases within a BIS — the encoding of protocol data units used to distribute inter-domain routeing information between BISs — the functional requirements for implementations that claim conformance to this standard

The procedures are defined in terms of:

— interactions between Boundary Intermediate systems through the exchange of protocol data units — interactions between this protocol and the underlying Network Service through the exchange of service primitives — constraints on policy feasibility and enforcement which must be observed by each Boundary Intermediate system in a routeing domain

The boundaries of Administrative Domains are realized as artifacts of the placement of policy constraints and the aggregation of network layer reachability information; they are not manifested explicitly in the protocol. The protocol described in this international standard operates at the level of individual routeing domains. The establishment of administrative domains is outside the scope of this standard.

2. Normative References

The following standards contain provisions which, through reference in this text, constitute provisions of this International Standard. At the time of publication, the editions indicated were valid. All standards are subject to revision, and parties to agreements based on this International Standard are encouraged to investigate the possibility of applying the most recent editions of the standards listed below. Members of IEC and ISO maintain registers of currently valid International Standards.

ISO 7498: 1984, Information Processing Systems - Open Systems Interconnection - Basic Reference Model

ISO 7498/Add. 1: 1984, Information Processing Systems - Open Systems Interconnection - Addendum to ISO 7498 Covering Connectionlessmode Transmission

ISO 7498/Add. 3: 1984, Information Processing Systems - Open Systems Interconnection - Basic Reference Model - Part 3: Naming and Addressing

ISO/DIS 7498/Add. 4^4, Information Processing Systems - Open Systems Interconnection - Basic Reference Model - Part 4: OSI Management Framework

ISO 8348: 1987, Information Processing Systems - Telecommunications and Information Exchange between Systems - Network Service Definition

ISO 8348/Add. 1: 1987, Information Processing Systems - Telecommunications and Information Exchange between Systems - Addendum to the Network Service Definition Covering Connectionless-mode Transmission

ISO 8348/Add.2: 1988, Information Processing Systems - Telecommunications and Information Exchange between Systems - Addendum to the Network Service Definition Covering Network Layer Addressing

3 An Intermediate system that implements this protocol is known as a Boundary Intermediate system (BIS).

4 To be published

CD 10747 July 30, 1991

Figure 1. Field of Application. The Inter-domain Routeing Protocol operates between routeing domains; intradomain routeing is not within its scope.

ISO 8473: 1988, Information Processing Systems -

Telecommunications and Information Exchange between Systems - Protocol for Providing the Connectionless-mode Network Service

ISO 8648: 1988, Information Processing Systems -

Telecommunications and Information Exchange between Systems - Internal Organization of the Network Layer

ISO DTR 9577^4, Information Processing Systems -

Telecommunications and Information Exchange between Systems - Protocol identification in the Network Layer

3. Informative References

The following references contain information which is helpful in understanding the protocol described in this international standard, and for setting the context in which it might be deployed.

ISO 9542:1988, Information Processing Systems -

Telecommunications and Information Exchange between Systems - End system to Intermediate system routeing exchange protocol for use in conjunction with the Protocol for providing the connectionless-mode network service (ISO 8473)

ISO TR 9575: 1989, Information Processing Systems - Telecommunications and Information Exchange between Systems - OSI Routeing Framework

ISO PDTR 10172^4, Information Processing Systems - Data Communications - Network/Transport Interworking Specification

ISO 10589^4, Information Processing Systems - Telecommunications and Information Exchange between Systems - Intermediate System to Intermediate System Intra-Domain Routing Exchange Protocol for use in Conjunction with the protocol for providing the Connectionless-mode Network Service (ISO 8473)

4. Definitions

4.1 Reference Model Definitions

This International Standard uses the following terms defined in ISO 7498:

a) (N)-entity title b) Network entity c) Network Layer d) Network Protocol e) Network Protocol Data Unit f) Network relay

CD 10747

July 30, 1991

g) Network Service Access Point h) Network Service Access Point Address i) Real system j) Routeing

4.2 Network Layer Architecture Definitions

This International Standard uses the following terms defined in ISO 8648:

a) End system b) Intermediate System c) Subnetwork

4.3 Network Layer Addressing Definitions

This International Standard uses the following terms defined in ISO 8348/AD2:

a) Subnetwork point of attachment

4.4 Routeing Framework Definitions

This International Standard uses the following terms defined in ISO 9575:

a) Administrative Domain b) Common Domain c) Fire wall d) Routeing Domain

4.5 Intra-domain Routeing Definitions

This International Standard uses the following terms defined in DIS 10589:

a) Adjacency b) Link

4.6 Network/Transport Protocol Interworking Definitions

This International Standard uses the following terms defined in ISO DTR 10172:

a) Interworking Function Unit

4.7 Additional Definitions

For purposes of this International Standard, the following definitions are used:

Intra-domain IS-IS routeing protocol: A routeing protocol that is run between Intermediate systems in a single routeing domain to determine routes that pass through only systems and links wholly contained within the domain.

Note: Unless reference is made to a specific protocol, this term is used a general designator, encompassing both private and internationally standardized protocols.

Inter-domain link: A link between two or more Boundary Intermediate systems (see Figure 2):

— A link between two BISs in the same routeing domain may be either a real (physical) link or a virtual (logical) link. Links between BISs in the same routeing domain may optionally be used to carry intra-domain traffic as well as interdomain traffic.

— A link between two BISs located in adjacent routeing domains must be a real (physical) link, and may not be used to carry intra-domain traffic.

Boundary Intermediate system: An intermediate system that runs the protocol specified in this standard, has at least one inter-domain link attached to it, and may optionally have intradomain links attached to it.

End Routeing Domain: A routeing domain whose local policies permit its BISs to calculate inter-domain path segments only for PDUs whose source is located within that routeing domain. There are two varieties of End routeing domains: stub and multihomed. A stub ERD has inter-domain links to only one adjacent routeing domain, while a multi-homed ERD has inter-domain links to several adjacent routeing domains.

For example, the domains labelled as multi-homed ERDs in Figure 2 have policies which prohibit them from providing relaying functions; it is these policies, not the topology of their interconnections, that make them ERDs.

Transit Routeing Domain: A routeing domain whose policies permit its BISs to calculate inter-domain path segments for PDUs whose source is located either in the local routeing domain or in a different routeing domain. That is, it can provide a relaying service for such PDUs. See Figure 2 for an illustration of TRDs.

Adjacent RDs: Two RDs (″A″ and ″B″) are adjacent to one another if there is a at least one pair of BISs, one located in ″A″ and the other in ″B″, that are attached to each other by means of a real subnetwork.

RD Path: A list of the RDIs of the routeing domains and routeing domain confederations through which a given UPDATE PDU has travelled.

Routeing Domain Confederation: A set of routeing domains which have agreed to join together and to conform to the rules of clause 8.14 of this international standard. To the outside world, a confederation is indistinguishable from a routeing domain.

Nested RDCs: A routeing domain confederation ″A″ (RDC-A) is nested within RDC-B when all of the following conditions are satisfied simultaneously:

a) all members of RDC-A are also members of RDC-B 3

CD 10747 July 30, 1991

Figure 2. Intermediate Routeing Domains and End Routeing Domains. The classification of a routeing domain a s an TRD or an ERD depends upon both its interconnections to other routeing domains and its relaying policies with respect to them.

b) there are some members of RDC-B that are not members of RDC-A

Overlapping RDCs: A routeing domain confederation

(RDC-A) overlaps RDC-B when all the following conditions are satisfied simultaneously:

a) there are some members of RDC-A that are also members of RDC-B, and b) there are some members of RDC-A that are not members of RDC-B, and c) there are some members of RDC-B that are not members of RDC-A.

Disjoint RDCs: Two routeing domain confederations,

RDC-A and RDC-B, are disjoint from one another when there are no routeing domains which are simultaneously members of both RDC-A and RDC-B.

Policy Information Base The collection of routeing policies that a BIS will apply to the routeing information that it learns using this International standard. It is not required that all routeing domains use the same syntax and semantics to express policy; that is, the format of the Policy Information Base is left as a local option.

5. Symbols and Abbreviations

The symbols, acronyms, and abbreviations listed in the following clauses are used in this International Standard.

5.1 Data Unit Abbreviations BISPDU Boundary Intermediate System PDU

DT PDU ISO 8473 Data Protocol Data Unit

ER PDU ISO 8473 Error Protocol Data Unit

NPDU Network Protocol Data Unit

NSDU Network Service Data Unit

PDU Protocol Data Unit

5.2 Addressing Abbreviations AFI Authority and Format Identifier

DSP Domain Specific Part 4

CD 10747

July 30, 1991

IDI Initial Domain Identifier

IDP Initial Domain Part

NET Network Entity Title

NPAI Network Protocol Address Information

NSAP Network Service Access Point

SNPA Subnetwork Point of Attachment

5.3 Other Abbreviations BIS Boundary Intermediate System

CL Connectionless Mode

CLNS Connectionless Mode Network Service

CM Confederation Member

CO Connection-oriented Mode

CONS Connection-oriented Network Service

ERD End Routeing Domain

ES End System

FIB Forwarding Information Base

IDRP Inter-domain Routeing Protocol (an acronym for the protocol described in this international standard)

MIB Management Information Base

NLRI Network layer reachability information

OSIE OSI Environment

PCI Protocol Control Information

PIB Policy Information Base

QOS Quality of Service

RDC Routeing Domain Confederation

RDI Routeing Domain Identifier

RIB Routeing Information Base

SPI Subsequent Protocol Identifier

TRD Transit Routeing Domain

6. General Protocol Information

IDRP is a routeing information exchange protocol which is located within the Network layer and interfaces to ISO 8473, which serves as a SNICP (see Figure 3). In particular, BISPDUs are encapsulated as the data portion of ISO 8473 NPDUs. IDRP is a connection-oriented protocol which is implemented only in Intermediate systems. Routeing and control information is carried in BISPDUs (described in clause 7), which flow on connections between pairs of BISs.

Each BISPDU is packaged within one or more NPDUs for transmission by the underlying Network service. IDRP relies on the underlying Network service to provide for fragmentation and reassembly of BISPDUs. IDRP queues Outbound BISPDUs as input to the underlying Network Layer service, retaining a copy of each BISPDU until an acknowledgement is received. Similarly, inbound BISPDUs are queued as input to the BISPDU-Receive process.

IDRP exchanges BISPDUs in a reliable fashion. It provides mechanisms for the ordered delivery of BISPDUs and for the detection and retransmission of lost or corrupted BISPDUs. The mechanisms for achieving reliable delivery of BISPDUs are described in clause 8.5; methods for establishing BIS-BIS connections are described in clause 8.6.

IDRP is consistent with the routeing model presented in ISO TR 9575. To emphasize its policy-based nature, the IDRP routeing model includes a Policy Information Base, as shown in Figure 4. IDRP can be described in terms of four major components:

a) BISPDU-Receive Process: responsible for accepting and processing control and routeing information from the local environment and from BISPDUs of other BISs. This information is used for a variety of purposes, such as receiving error reports and guaranteeing reliable reception of BISPDUs from neighboring BISs.

b) BISPDU-Send Process: responsible for constructing BISPDUs which contain control and routeing information which is used by the local BIS for a variety of purposes, such as advertising routeing information to other BISs, initiating BIS-BIS communication, and validating BIS databases.

c) Decision Process: responsible for calculating routes which will be consistent with local routeing policies. It operates on information in both the PIB and the Adj-RIBs, using it to create the Local RIBs (Loc-RIBs) and the local Forwarding Information Bases (see clause 8.10).

d) Forwarding Process: responsible for supplying resources to accomplish relaying of NPDUs to their destinations. It uses the FIB(s) created by the Decision Process.

6.1 Inter-RD Topology

This protocol views the overall global OSIE as an arbitrary interconnection of Transit Routeing Domains and End Routeing Domains which are connected by real inter-domain links placed between BISs located in the respective routeing domains. This standard provides for the direct exchange of routeing information between BISs, which may be located either in the same routeing domain or in adjacent routeing domains. 5

CD 10747 July 30, 1991

Figure 3. Position of IDRP within Network Layer

Figure 4. Inter-domain Routeing Components 6

CD 10747

July 30, 1991

6.2 Routeing Policy The direct exchange of policy information is outside the scope of IDRP. Instead, IDRP communicates policy information indirectly in its UPDATE PDUs which reflect the effects of the local policies of RDs on the path to the destination. Since all BISs within a routeing domain must enforce consistent active routeing policies, IDRP provides methods for detecting the existence of active inconsistent policies. However, the semantics of routeing policies and the methods for establishing them are outside the scope of this standard. 5

Each routeing domain chooses its routeing policies independently, and insures that all its BISs calculate inter-domain paths which satisfy those policies. Local routeing policies are applied to information in the Routeing Information Base (RIB) to determine a degree of preference 6 for potential paths. From those paths which are not rejected by the routeing policy, a BIS selects the paths which it will use locally; from the locally selected paths, the BIS will then select the paths that it will advertise externally.

To enforce routeing policies and to insure that policies are both feasible and consistent, this protocol:

— carries path information, expressed in terms of Routeing Domain Identifiers (RDIs) and various path attributes, in its UPDATE PDUs

— permits a routeing domain to selectively propagate its reachability information to a limited set of other routeing domains

— provides a method to detect policy inconsistencies within the set of BISs located in a single routeing domain.

— permits each routeing domain to set its policies individually: that is, global coordination of policy is not required.

— provides methods to detect mutually unsatisfiable multi-lateral policies (between a local RD and several other RDs).

6.3 Types of Systems

An Intermediate system that implements the protocol described in this international standard is called a Boundary Intermediate system (BIS). Each BIS resides in a single routeing domain, and may optionally act simultaneously as a BIS and as an intra-domain IS within its own routeing domain.7

6.4 Types of Routeing Domains

The protocol described in this International Standard recognizes two types of routeing domains, end routeing domains and transit routeing domains; each of them may contain both ISs and ESs.

6.5 Routeing Domain Confederations

IDRP provides support for Routeing Domain Confederations (RDCs); this allows optional function permits groups of routeing domains to be organized in a hierarchical fashion.

An RDC is formed by means outside the scope of this protocol, and composed of a set of confederation members. Confederation members (CMs) are either individual routeing domains or sets of routeing domains (which may themselves form an RDC). Thus, the definition of an RDC is recursive: a confederation member may be a single routeing domain or another confederation.

The existence of an RDC is visible only to members of the confederation. To RDs outside the confederation, an RDC will be indistinguishable from an individual routeing domain.

6.6 Routes: Advertisement and Storage

For purposes of this protocol, a route is defined as a unit of information that pairs a destination with the attributes of the path to that destination:

— Routes are advertised in UPDATE PDUS: the destination is the systems whose NSAPs are reported in the NLRI field, and the path is the information reported in the path attributes fields of the same UPDATE PDU.

— Routes are stored in the Routeing Information Bases: namely, the Adj-RIBs-IN, the Loc-RIBs, and the Adj-RIBs-Out. Those routes that will be advertised to other BISs must be present in the local BIS′s Loc-RIBs and its Adj-RIBs-Out, and the next hop for each of these routes must also be present in the local BIS′s Forwarding Information Bases.

A BIS can support multiple routes to the same destination by maintaining multiple RIBs and the corre-

5 Appendix G provides an illustration of a policy description method and its associated semantics as one example of how policies might be expressed.

6 Degree of preference is discussed in clause 8.17.3.

7 For example, a single system may simultaneously play the roles of a BIS for Inter-domain routeing and a level-2 IS for Intradomain routeing as described in ISO 10589. 7

CD 10747 July 30, 1991

sponding multiple FIBs. Each Loc-RIB will be identified by a different RIB-Att (see clauses 6.7 and 6.8), and can contain only one route to a particular destination.

If the BIS chooses to advertise the route, it may add to or modify the path attributes of the route before advertising it to adjacent BISs.

Multiple routes that have identical path attributes but different destinations may be combined into a single UPDATE PDU. Routes with different path attributes—even if to the same destination—can either be carried in different PDUs, or the routeing information may be aggregated according to clause 8.17.5.

6.7 Distinguishing Path Attributes and RIB-Atts

Certain path attributes are classified as Distinguishing Attributes. Each distinct combination of such attributes identifies a particular information base which will be used to store information about the route. Each combination of distinguishing attributes is called a RIB-Att (RIB attribute); the RIB-Att is a common identifier for the Adj-RIB-In, Loc-RIB, Adj-RIB-Out, and FIB with which the route information is associated.

The number of RIB-Atts is limited by the number of distinct permitted combinations of distinguishing attributes; this in turn limits the number of RIBs and FIBs that a BIS can support. Although this number is large, it will be limited in practice by the number of useful combinations of these attributes. The number of RIBs and FIBs can be further constrained by local decisions—a BIS may choose to support only a limited number of distinct routeing information bases (that is, a limited number of RIB-Atts, as described in clause 8.10.1).

6.8 Selecting the Information Bases

Each RIB is identified by a RIB-Att (RIB attribute), and the same RIB-Att also uniquely identifies the associated FIB.

When it receives an UPDATE PDU, a BIS must unambiguously determine the Adj-RIB-In which will be used to store the routeing information. The local system examines the path attributes in an UPDATE PDU: the set of distinguishing path attributes that are present in the UPDATE PDU map into a RIB-Att. In turn, the RIB-Att identifies the routeing information base, as in clause 8.1.2.2

When it receives an NPDU, a BIS must unambiguously determine the FIB that should be used for forwarding this NPDU. This is accomplished by mapping certain fields in the header of the NPDU into a RIB-Att, which then unambiguously identifies a particular FIB (see clauses 9.2 and 9.3).

6.9 Routeing Information Exchange

This International Standard provides several rules governing the distribution and exchange of routeing information:

— rules for distributing routeing information internally (to BISs within a routeing domain)

— rules for distributing routeing information externally (to BISs in adjacent routeing domains)

Routeing information is carried in the protocol′s BISPDUs, which are generated on an event-driven basis whenever a BIS receives information which causes it advertise new paths.

6.9.1 Internal Neighbor BIS

Each BIS establishes and maintains communications with all other BISs located in its routeing domain. BISPDUs flow over inter-domain links, which may be either real or virtual. The identity of all BISs within a routeing domain is contained in managed object INTERNAL_BIS described in clause 8.3.

6.9.2 External Neighbor BIS

Each BIS may establish and maintain communications with other BISs in adjacent routeing domains. A BIS has no direct communications link with any BIS in another routeing domain unless that RD is adjacent to it, as defined in clause 4.7: that is, a BIS does not communicate directly with a BIS located in a different routeing domain unless the pair of BISs are attached to a single common subnetwork. The identity of the neighbor BISs located in adjacent routeing domains is contained in managed object EXTERNAL-BIS-NEIGHBORS described in clause 8.3.

6.10 Routeing Domain Identifiers

Each routeing domain (RD) and routeing domain confederations (RDC) whose BIS(s) implement the protocol described in this International Standard shall have an unambiguous routeing domain identifier (RDI), which is a generic Network entity title, as described in ISO 7498.

An RDI is assigned statically in accordance with ISO 8348/Add.2, and does not change based on the operational status of the routeing domain. An RDI identifies a routeing domain or a confederation uniquely, but does not necessarily convey any information about its policies or the identities of its members. 8

CD 10747

July 30, 1991

6.11 Formats of RDIs, NETs, and NSAP Addresses

Within routeing domains whose BISs implement the protocol defined in this International Standard, RDIs, NETs and NSAP addresses shall be be structured as described in clause 8.1.

All Boundary Intermediate systems shall be able to generate and forward PDUs containing NSAP addresses or NETs whose abstract syntax is as described in ISO 8348/AD2.

6.12 Functional Organization of the Protocol

The protocol specified in this International Standard may be organized into two sublayers: network independent functions and network dependent functions.

The network independent functions provide reliable transfer of routeing information between adjacent BISs over a full-duplex BIS-BIS connection. These functions are independent of the specific network service operating immediately below this sublayer. The network independent functions are described in clause 8.

The network dependent functions provide the interface between IDRP and ISO 8473; service primitives are used to communicate between IDRP and ISO 8473, as described in clause 10.

6.13 Design Objectives

The protocol described in this international standard was developed with a view towards satisfying certain design goals, while others specifically were not addressed by the mechanisms of this protocol.

6.13.1 Within the Scope of the Protocol

This International Standard supports the following design requirements:

Control Transit through an RD: It provides mechanisms to permit a given routeing domain to control the ability of NPDUs from other routeing domains to transit through itself.

Network Layer Protocol Compatibility: It does not require that any changes be made to the following existing Network layer protocols: ISO 8473, ISO 9542, ISO 10030, DIS 10589

Autonomous Operation: It provides stable operation in the global OSIE where significant sections of the interworking environment will be controlled by disjoint entities.

Distributed Information Bases: It does not require a centralized global repository for either routeing information or policy information.

QOS-based Routeing: It provides the ability to select routes based on the QOS characteristics of the NPDUs.

Deliverability: It accepts and delivers NPDUs addressed to reachable routeing domains and rejects NPDUs addressed to routeing domains known to be unreachable.

Adaptability: It adapts to topological changes between routeing domains, but not to traffic changes.

Promptness: It provides a period of adaptation to topological changes between domains that is a reasonable function of the maximum logical distance between any pair of routeing domains participating in an instance of this protocol.

Efficiency: It is efficient in the use of both processing resources and memory resources; it does not create excessive routeing traffic overhead.

Robustness: It recovers from transient errors such as lost or temporarily incorrect routeing PDUs, and it tolerates imprecise parameter settings.

Stability: It stabilizes in finite time to ″good routes″, as long as there are no continuous topological changes or corruptions of the routeing and policy information databases.

Heterogeneity: It is designed to operate correctly over a set of routeing domains that may employ diverse intra-domain routeing protocols. It is capable of running over a wide variety of subnetworks, including but not limited to: ISO 8208 and X.25 subnetworks, PSTN networks, and the OSI Data Link Service.

Availability: It will not result in inability to calculate acceptable inter-domain paths when a single point of failure happens for a pairing of topology and policy that have a cut set greater than one.

Fire walls: It will provide fire walls so that:

— Problems within one routeing domain will not affect intra-domain routeing in any other routeing domain — Problems within one routeing domain will not affect inter-domain routeing, unless they occur on internal inter-domain Links — Inter-domain routeing will not adversely affect intra-domain routeing.

Scaling: It imposes no upper limit on the number of routeing domains that can participate in a single instance of this protocol.

Multiple Routeing Administrations: It will accommodate inter-domain route calculations without regard to whether or not the participating routeing domains are under control of one or several administrative authorities. 9

CD 10747 July 30, 1991

6.13.2 Outside the Scope of the Protocol

The following requirements are not within the design scope of this protocol:

User Data Security: The security of user data carried

within an NPDU is outside the scope of this protocol. This protocol is not designed to serve as a substitute for conventional data security practices. However, it can provide a security-related facility to the extent that route computation can be based upon the contents of the ISO 8473 security parameter.

Traffic Adaptation: It does not automatically modify

routes based on the traffic load.

Guaranteed delivery: It does not guarantee delivery of

all offered NPDUs.

Repair of Partitioned Routeing Domains: It does not

use paths external to a partitioned routeing domain to repair the partition.

Repair of Partitioned Routeing Domains Confederations: It does not use paths external to a partitioned routeing domain confederation to repair the partition.

Shared Use of Inter-domain Links: It will not permit an

external inter-domain link to carry intradomain traffic.

Interworking Function: It neither specifies the details

of interworking functions between CONS and CLNS, nor does it specify the BISs in which such functions must be implemented. These matters are left as a local decision for the administrators of routeing domains for which interworking may be needed.

Suppression of Transient Loops: Although it provides

mechanisms to detect and suppress looping of BISPDUs, it provides no mechanisms to detect or suppress transient looping of either ISO 8473 NPDUs or ISO 8208 CR packets.

7. Structure of BISPDUs

In this document, the term BISPDU (Boundary IS PDU) is used as a general term to refer to any of the PDUs defined in this clause.

Octets in a PDU are numbered starting from 1, in increasing order. Bits in an octet are numbered from 1 to 8, where bit 1 is the low-order bit and is pictured on the right. When consecutive octets are used to represent a number, the lower octet number has the most significant value. The more significant semioctet of each pair of semi-octets in a given octet is encoded in the high order bit positions (8 through 5).

The types of PDUs used by this protocol are:

— OPEN PDU — UPDATE PDU — IDRP ERROR PDU — KEEPALIVE PDU — CEASE PDU — RIB REFRESH PDU

7.1 Header of BISPDU

Each BISPDU has a fixed size header. There may or may not be a data portion following the header, depending on the PDU type.

The layout of the header fields and their meanings are shown below:

The meaning and use of these fields are as follows:

Inter-domain Routeing Protocol Identifier: An architectural constant for use in identifying the protocol by the methods of ISO DTR 9577.

BISPDU Length: The BISPDU Length field is a 2 octet unsigned integer. It contains the total length in octets of this BISPDU, including both header and data portions. The value of the BISPDU Length field shall be at least MinBISPDULength octets, and no greater than the value carried in the Maximum_PDU_Size field of the OPEN PDU received from the remote BIS.

Further, depending on the PDU type, there may be other constraints on the value of the Length field; for example, a KEEPALIVE PDU must have a length of exactly 31 octets. No padding after the end of BISPDU is allowed, so the value of the Length field must be the smallest value required given the rest of the BISPDU.

Version: This one octet field contains the version number of the protocol. Its value is currently 1.

BISPDU Type: The BISPDU Type field contains a one octet type code which identifies the specific type of the PDU. The supported type codes are:

Inter-domain Routeing Protocol Identifier (1 octet)

BISPDU Length (2 octets)

Version (1 octet)

BISPDU Type (1 octet)

Sequence (4 octets)

Acknowledgement (4 octets)

Validation Pattern (16 octets)

BISPDU Type Code

OPEN PDU 1 UPDATE PDU 2 IDRP ERROR PDU 3 KEEPALIVE PDU 4 10

CD 10747

July 30, 1991

All other BISPDU type codes are reserved for future extensions.

Sequence: The Sequence field contains a 4 octet unsigned integer that is the sequence number of this PDU. The procedures for generating sequence numbers for the various types of BISPDU are described in clause 8.5.2.

Acknowledgement: The Acknowledgment field is a 4 octet unsigned integer that contains the sequence number of the PDU that the sender last received correctly and in sequence number order.

Validation Pattern This 16-octet field is used to provide a validation function for the BISPDU. Depending upon the contents of the field ″Authentication Code″ of the OPEN PDU, this field can be used to a checksum on the content of the BISPDU (see 8.8 and Appendix B), or a checksum with authentication of the source of the BISPDU (see 8.9). The authentication function is achieved by encryption of the basic checksum.

7.2 OPEN PDU

The OPEN PDU is used by a BIS for starting a BIS-BIS connection. The first PDU sent by either side is an OPEN PDU. The sequence field of the OPEN PDU contains the sender′s initial sequence number (ISN). The Acknowledgement field of the OPEN PDU is set to zero, since there are no previous PDUs to be acknowledged.

The OPEN PDU contains a fixed header and the additional fields shown below:

The meaning and use of these fields are as follows:

BISPDU Type Code Hold Time: This field contains a 2 octet unsigned integer that is the maximum number of seconds that may elapse between the receipt of two successive BISPDUs of any of the following types: KEEPALIVE, UPDATE, RIB CHECKSUM PDUs, or RIB REFRESH PDUs.

Maximum PDU Size: This field contains a 2 octet unsigned integer that is the maximum number of octets that this BIS is able to handle in an incoming BISPDU. Every BIS is required to support a minimum of MinBISPDULength octets.

Outstanding PDUs: This field contains a one octet unsigned integer that is the maximum number of BISPDUs that may be sent to this BIS without receiving an acknowledgment.

Source RDI Length Indicator: This one octet field contains the length in octets of the Source RDI field.

Source RDI: This variable length field contains the RDI of the BIS which is sending this PDU.

RIB-AttsSet: This variable length field contains a list of all RIB-Atts that the local BIS is willing to support when communicating with the remote BIS (that is, the one that receives this OPEN PDU). That is, it contains an encoding of all or part of the information contained in managed object RIB-AttsSet . (See clauses 8.3 and 8.10.1.)

A BIS is not required to list all of its supported RIB-Atts in an OPEN PDU that is sent to a neighbor BIS located in an adjacent routeing domain. It must include only those RIB-Atts that correspond to Adj-RIBs-Out that the local BIS will use to communicate with the neighbor BIS, and those that correspond to the RIB-Atts of the Adj-RIBs-In that the local BIS supports for storing UPDATE PDUs received from that neighbor BIS.

However, a BIS shall include all of the RIB-Atts listed in managed object RIB-AttsSet in an OPEN PDU that is sent to another BIS located in its own routeing domain. Failure to do so will result in an OPEN PDU error, as described in clause 8.19.2.

The encoding of this field is as follows:

CEASE PDU 6 RIB REFRESH PDU 7

Fixed Header

Hold Time (2 octets)

Maximum PDU Size (2 octets)

Outstanding PDUs (1 octet) Number of Non-empty RIB-Atts

Source RDI Length Indicator (1 octet) Number of Distinguishing Attributes in First Set

Source RDI (variable) First attribute, first set

RIB-AttsSet ....

Confed-IDs Last Attribute, first set

Authentication Code (1 octet) Number of Distinguishing Attributes in Second Set Authentication Data (variable) First attribute, second set

....Last Attribute, second set

... 11

CD 10747 July 30, 1991

The field Number of RIB-Atts is one octet long. It contains the total number of non-empty RIB-Atts supported by this BIS. Since every BIS supports an empty RIB-Att (see clause 8.10.1.), the empty RIB-Att shall not be listed in the OPEN PDU.

If a BIS supports no RIB-Atts other than the empty RIB-Att, then the field Number of Non-empty RIB-Atts shall contain 0.

If the Number of Non-Empty RIB-Atts is non-zero, then the BIS supports all of the listed RIB-Atts plus the empty RIB-Att.

Each field Number of Distinguishing Attributes in the Nth Set is one octet long, and it contains the number of distinguishing attributes that are contained in the Nth RIB-Att.

Each of the individual attributes in a set is encoded as follows:

— a type specific distinguishing attribute (see clause 8.12.2) is encoded as a single octet, using the type code specified in clause 7.3 for the corresponding UPDATE PDU path attribute.

— a type-value-specific distinguishing attribute (see clause 8.12.2) is encoded as a triple <type, length, value>, using the type code, length, and the first four fields of the value field, as specified in clause 7.3 for the corresponding UPDATE PDU path attribute.

Note: The first four fields of the source- and destination-specific attributes list the NSAP address to which the attribute applies and the value of the attribute. Although additional fields may be present (for example, to list metrics), they are not carried in the OPEN PDU.

Confed-IDs: This is a variable length field which

reports the RDIs of all RDCs that this BIS is a member of. The encoding of this field is as follows:

The 1 octet field Number of RDCs gives the number of RDCs of which this BIS is a member. A value of zero indicates that this BIS participates in no RDCs.

For each such confederation, the following fields give the length and RDI for each confederation, where each RDI is encoded as a single prefix, according to clause 8.1.2.1.

Authentication Code: This 1-octet unsigned integer indicates the authentication mechanism being used:

a) Code 1 indicates that the Validation Pattern field in the header of each BISPDU contains an unencrypted checksum covering the contents of that BISPDU. Its use is described in clause 8.5.1.

b) Code 2 indicates that the Validation Pattern field in the header of each BISPDU contains an encrypted checksum covering the contents of that BISPDU. Encryption of the checksum provides the authentication function for the source of the BISPDU. Its use is described in clause 8.9.

Authentication Data: The form and meaning of this field is a variable-length field that depends on the Authentication Code, as described in clause 8.9. The length of the authentication data field can be determined from the Length field of the BISPDU header.

7.3 UPDATE PDU

UPDATE PDUs are used to exchange routes (see 6.6) between pairs of BISs. The UPDATE PDU contains a fixed header and several additional fields, structured as shown in Figure 5. A single UPDATE PDU may contain several path attributes, each of which is encoded as a 4-tuple as described below. All path attributes contained in a given UPDATE PDU apply to the Network Layer Reachability Information which is contained in the same PDU. Note that all fields may have arbitrary alignment:

The use of these fields is as follows:

Number of Distinguishing Attributes in Nth Set ....

First attribute, Nth set Length of Last RDI (1 octet)

.... RDI of last confederation

Last Attribute, Nth set

...Number of Distinguishing Attributes in Last Set

First attribute, last set

....Last Attribute, last set

Fixed Header

Total Path Attributes Length (2 octets)

Path Attributes (variable)

Network Layer Reachability Information (variable)

Number of RDCs (1 octet)

Length of First RDI (1 octet)

RDI of first RDC 12

CD 10747

July 30, 1991

Figure 5. Structure of the UPDATE PDU

Total Path Attribute Length: The length of this field is 2 octets. It is the total length of all Path Attributes in the UPDATE PDU in octets.

Path Attributes: A variable length sequence of path attributes is present in every UPDATE PDU. An UPDATE PDU may contain more than one path attribute. Each path attribute is a 4-tuple of variable length—<flag, type, length, value>. The elements are used as follows:

— Flag:

The first element of each attribute is a one octet field:

• The high-order bit (bit 8) of the attribute flags octet is the Optional bit. If it is set to 1, the attribute is optional; if set to 0, the attribute is well-known.

• The second high-order bit (bit 7) of the attribute flags octet is the Transitive bit. It defines whether an optional attribute is transitive (if set to 1) or non-transitive (if set to 0). For well-known attributes, the Transitive bit shall be set to 1.

• The third high-order bit (bit 6) of the attribute flags octet is the Partial bit. It defines whether the information contained in the optional transitive attribute is partial (if set to 1) or complete (if set to 0). For wellknown attributes and for optional nontransitive attributes the Partial bit shall be set to 0.

• The lower order five bits (1 through 5) of the attribute flags octet are reserved. They shall be transmitted as 0 and shall be ignored when received.

— Type:

The second element of each attribute is a one octet field which contains the type code for the attribute. Currently defined attribute type codes are discussed in clause 8.12.

— Length:

The third field of each path attribute is 2 octets in length; it contains the length in octets of the immediately following Value field.

— Value:

The remaining octets of each path attributes field contain the values of the attributes, which are interpreted according to the attribute flags and the attribute type code. The supported attribute values and their uses are the following:

a) EXT_INFO (Type Code 1): 13