Network Working Group N. Borenstein, Bellcore Internet iiiiiiiiiii iDraft:iiiiiiii MIMEiiiii N. Freed, Innosoft

February iiiiiiiiiii i1993iiiii

MIME (Multipurpose Internet Mail Extensions):

Mechanisms for Specifying and Describing the Format of Internet Message Bodies

Status of this Memo

This document is an Internet Draft. Internet Drafts are working documents of the Internet Engineering Task Force (IETF), its Areas, and its Working Groups. Note that other groups may also distribute working documents as Internet Drafts. Internet Drafts are draft documents valid for a maximum of six months. Internet Drafts may be updated, replaced, or obsoleted by other documents at any time. It is not appropriate to use Internet Drafts as reference material or to cite them other than as a "working draft" or "work in progress." Please check the I-D abstract listing contained in each Internet Draft directory to learn the current status of this or any other Internet Draft.

This document is a PROPOSED revision to RFC 1341. Signi®cant differences from RFC 1341 are summarized in Appendix H. In addition, in the PostScript version of this memo, ALL differences from RFC 1341 are indicated by a strikethrough iiiiiiiiiii bar across the text. (Change bars were not available.)

Distribution of this memo is unlimited. Please send comments to ietf-822@dimacs.rutgers.edu.

Abstract

RFC 822 de®nes a message representation protocol which speci®es considerable detail about message headers, but which leaves the message content, or message body, as ¯at ASCII text. This document rede®nes the format of message bodies to allow multi-part textual and non-textual message bodies to be represented and exchanged without loss of information. This is based on earlier work documented in RFC 934 and RFC 1049, but extends and revises that work. Because RFC 822 said so little about message bodies, this document is largely orthogonal to (rather than a revision of) RFC 822.

In particular, this document is designed to provide facilities to include multiple objects in a single message, to represent body text in character sets other than US-ASCII, to represent formatted multi-font text messages, to represent non-textual material such as images and audio fragments, and generally to facilitate later extensions de®ning new types of Internet mail for use by cooperating mail agents.

This document does NOT extend Internet mail header ®elds to permit anything other than US-ASCII text data. It is recognized that such extensions are necessary, and they are the subject of a companion document [RFC -1342].

THIS iiiii iPAGE iiiiii iINTENTIONALLY iiiiiiiiiiiiiiii iLEFTiiiii iBLANK.iiiiiiii Theiii itableiiii iofiiicontents iiiiiii ishould iiiiii ibeiiiinserted iiiiiii iafteriiii ithisiii ipage.iiiii

1 Introduction

Since its publication in 1982, RFC 822 [RFC-822] has de®ned the standard format of textual mail messages on the Internet. Its success has been such that the RFC 822 format has been adopted, wholly or partially, well beyond the con®nes of the Internet and the Internet SMTP transport de®ned by RFC 821 [RFC-821]. As the format has seen wider use, a number of limitations have proven increasingly restrictive for the user community.

RFC 822 was intended to specify a format for text messages. As such, non-text messages, such as multimedia messages that might include audio or images, are simply not mentioned. Even in the case of text, however, RFC 822 is inadequate for the needs of mail users whose languages require the use of character sets richer than US ASCII [US- ASCII]. Since RFC 822 does not specify mechanisms for mail containing audio, video, Asian language text, or even text in most European languages, additional speci®cations are needed.

iiiiiii

One of the notable limitations of RFC 821/822 based mail systems is the fact that they limit the contents of electronic mail messages to relatively short lines of seven-bit ASCII. This forces users to convert any non-textual data that they may wish to send into sevenbit bytes representable as printable ASCII characters before invoking a local mail UA (User Agent, a program with which human users send and receive mail). Examples of such encodings currently used in the Internet include pure hexadecimal, uuencode, the 3-in-4 base 64 scheme speci®ed in RFC 1113, the Andrew Toolkit Representation [ATK], and many others.

The limitations of RFC 822 mail become even more apparent as gateways are designed to allow for the exchange of mail messages between RFC 822 hosts and X.400 hosts. X.400 [X400] speci®es mechanisms for the inclusion of non-textual body parts within electronic mail messages. The current standards for the mapping of X.400 messages to RFC 822 messages specify that either X.400 non-textual body parts mustiiii be converted to (not encoded in) an ASCII format, or that they mustiiii be discarded, notifying the RFC 822 user that discarding has occurred. This is clearly undesirable, as information that a user may wish to receive is lost. Even though a user’s UA may not have the capability of dealing with the non-textual body part, the user might have some mechanism external to the UA that can extract useful information from the body part. Moreover, it does not allow for the fact that the message may eventually be gatewayed back into an X.400 message handling system (i.e., the X.400 message is "tunneled" through Internet mail), where the non-textual information would de®nitely become useful again.

This document describes several mechanisms that combine to solve most of these problems without introducing any serious incompatibilities with the existing world of RFC 822 mail. In particular, it describes:

1. A MIME-Version header ®eld, which uses a version number to declare a message to be conformant with this speci®cation and allows mail processing agents to distinguish between such messages and those generated by older or non-

MIME Multipurpose Internet Mail Extensions February 1993

conformant software, which is presumed to lack such a ®eld.

2. A Content-Type header ®eld, generalized from RFC 1049 [RFC-1049], which can be used to specify the type and subtype of data in the body of a message and to fully specify the native representation (encoding) of such data.

2.a. A "text" Content-Type value, which can be used to represent textual information in a number of character sets and formatted text description languages in a standardized manner.

2.b. A "multipart" Content-Type value, which can be used to combine several body parts, possibly of differing types of data, into a single message.

2.c. An "application" Content-Type value, which can be used to transmit application data or binary data, and hence, among other uses, to implement an electronic mail ®le transfer service.

2.d. A "message" Content-Type value, for encapsulating a mail message.

2.e An "image" Content-Type value, for transmitting still image (picture) data.

2.f. An "audio" Content-Type value, for transmitting audio or voice data.

2.g. A "video" Content-Type value, for transmitting video or moving image data, possibly with audio as part of the composite video data format.

3. A Content-Transfer-Encoding header ®eld, which can be used to specify an auxiliary encoding that was applied to the data in order to allow it to pass through mail transport mechanisms which may have data or character set limitations.

4. Three iiiii additional header ®elds that can be used to further describe the data in a

message body, the Content-ID and Content-Description header ®elds.

MIME has been carefully designed as an extensible mechanism, and it is expected that the set of content-type/subtype pairs and their associated parameters will grow signi®cantly with time. Several other MIME ®elds, notably including character set names, are likely to have new values de®ned over time. In order to ensure that the set of such values is developed in an orderly, well-speci®ed, and public manner, MIME de®nes a registration process which uses the Internet Assigned Numbers Authority (IANA) as a central registry for such values. Appendix E provides details about how IANA registration is accomplished.

Finally, to specify and promote interoperability, Appendix A of this document provides a basic applicability statement for a subset of the above mechanisms that de®nes a minimal level of "conformance" with this document.

MIME Multipurpose Internet Mail Extensions February 1993

HISTORICALNOTE: Several of the mechanismsdescribed in this document may seem somewhat strange or even baroque at ®rst reading. It is important to note that compatibility with existing standards AND robustness across existing practice were two of the highest priorities of the working group that developed this document. In particular, compatibility was always favored over elegance.

MIME iiiiiii wasiiii ®rstiiii de®nediiiiiii andiiii publishediiiiiiiii asiii RFCiiiii 1341iiii i[RFC-1341].iiiiiiiiiii iThisiiii idocumentiiiiiiii iisii iai irelatively iiiiiiii iminoriiiii iupdating iiiiiii iofii ithatiii idocument, iiiiiiiii iandiii iisii iintended iiiiiii itoii isupersede iiiiiiii iit.ii iTheiii idifferences iiiiiiiii ibetween iiiiiii ithisiii idocument iiiiiiii iandiii iRFCiiii i1341iiii iareiii isummarized iiiiiiiiii iinii iAppendix iiiiiiii iH.ii iPlease iiiii ireferiiii itoii itheiii icurrentiiiiii ieditioniiiiii iofii itheiii i"IABiiiii iOf®cialiiiiii iProtocoliiiiiii iStandards"iiiiiiiii iforiii itheiii istandardization iiiiiiiiiiiii istateiiii iandiii istatusiiiii iofiiithisiii iprotocol.iiiiiiii iiSeveraliiiiii iotheriiii iRFCiiii idocumentsiiiiiiiii iwilliii ibeii iofiiiinterest iiiiii itoiiitheiii iMIMEiiiiii iimplementor, iiiiiiiiiii iparticular iiiiiiii i[RFC-1342], iiiiiiiiiii i[RFCiiiii i1343],iiiiii i[RFC-1344], iiiiiiiiiii iandiii i[RFC-1345] iiiiiiiiii.

2 Notations, Conventions, and Generic BNF Grammar

This document is being published in two versions, one as plain ASCII text and one as PostScript^1 . The latter is recommended, though the textual contents are identical. An Andrew-format copy of this document is also available from the ®rst author (Borenstein).

Although the mechanisms speci®ed in this document are all described in prose, most are also described formally in the modi®ed BNF notation of RFC 822. Implementors will need to be familiar with this notation in order to understand this speci®cation, and are referred to RFC 822 for a complete explanation of the modi®ed BNF notation.

Some of the modi®ed BNF in this document makes reference to syntactic entities that are de®ned in RFC 822 and not in this document. A complete formal grammar, then, is obtained by combining the collected grammar appendix of this document with that of RFC 822.

The term CRLF, in this document, refers to the sequence of the two ASCII characters CR (13) and LF (10) which, taken together, in this order, denote a line break in RFC 822 mail.

Theiii itermiiii i"character iiiiiiiii iset",iiii iwherever iiiiiiii iitiiisiiiusediiii iiniiithisiii idocument, iiiiiiiii irefersiiiii itoiiiaiiuniqueiiiiii imappingiiiiiii iofii iai ibyteiiii istreamiiiiii itoii iglyphs,iiiiii iai imappingiiiiiii iwhichiiiii idoesiiii inotiii irequireiiiiii iexternaliiiiiii ipro®lingiiiiiii iinformation.

iiiiiiiiii iForiii iexample, iiiiiiii ibareiiii i"ISOiiii i10646"iiiiii ican’tiiii ibeiiitheiii icharsetiiiiii iparameter,iiiiiiiii ibecauseiiiiiii iiti irequires iiiiiii iseveral iiiiii ilanguage iiiiiiii iinformation iiiiiiiiii iforiii itheiii iuniqueiiiiii imappingiiiiiii itoiiiglyphs.iiiiii iHowever,iiiiiiii ithisiii itermiiii icaniii ireferiiii itoiiimultibyte iiiiiiii icharacter iiiiiiii isetsiii iandiii itoiiiextension iiiiiiii itechniques iiiiiiiii isuchiiii iasiiithoseiiiii iusediiii iiniiiISOiiii i2022.iiiii

The term "message", when not further quali®ed, means either the (complete or "toplevel") message being transferred on a network, or a message encapsulated in a body of type "message".

hhhhhhhhhhhhhhh 1 PostScript is a trademark of Adobe Systems Incorporated.

MIME Multipurpose Internet Mail Extensions February 1993

The term "body part", in this document, means one of the parts of the body of a multipart entity. A body part has a header and a body, so it makes sense to speak about the body of a body part.

The term "entity", in this document, means either a message or a body part. All kinds of entities share the property that they have a header and a body.

The term "body", when not further quali®ed, means the body of an entity, that is the body of either a message or of a body part.

Note : the previous four de®nitions are clearly circular. This is unavoidable, since the overal structure of a MIMEmessage is indeed recursive.

In this document, all numeric and octet values are given in decimal notation.

It must be noted that Content-Type values, subtypes, and parameter names as de®ned in this document are case-insensitive. However, parameter values are case-sensitive unless otherwise speci®ed for the speci®c parameter.

FORMATTINGNOTE: This document has been carefully formatted for ease of reading. The PostScript version of this document, in particular, places notes like this one, which may be skipped by the reader, in a smaller, italicized, font, and indents it as well. In the text version, only the indentation is preserved, so if you are reading the text version of this you might consider using the PostScript version instead. However, all such notes will be indented and preceded by "NOTE:" or somesimilar introduction, evenin the text version.

The primary purpose of these non-essential notes is to convey information about the rationale of this document, or to place this document in the proper historical or evolutionary context. Such information may be skipped by those who are focused entirely on building a conformant iiiiiiiiii implementation, but may be of use to

those whowish to understand whythis documentis written as it is.

For ease of recognition, all BNF de®nitions have been placed in a ®xed-width font in the PostScript version of this document.

Borenstein & Freed DRAFT - expires 8/1/93 [Page 4]

MIME Multipurpose Internet Mail Extensions February 1993

3 The MIME-Version Header Field

Since RFC 822 was published in 1982, there has really been only one format standard for Internet messages, and there has been little perceived need to declare the format standard in use. This document is an independent document that complements RFC 822. Although the extensions in this document have been de®ned in such a way as to be compatible with RFC 822, there are still circumstances in which it might be desirable for a mail-processing agent to know whether a message was composed with the new standard in mind.

Therefore, this document de®nes a new header ®eld, "MIME-Version", which is to be used to declare the version of the Internet message body format standard in use.

Messages composed in accordance with this document MUST include such a header ®eld, with the following verbatim text:

MIME-Version: 1.0

The presence of this header ®eld is an assertion that the message has been composed in compliance with this document.

Since it is possible that a future document might extend the message format standard again, a formal BNF is given for the content of the MIME-Version ®eld:

MIME-Version := 1*DIGIT iiiiiiiiii i"."iiiii i1*DIGIT iiiiiiiii

Thus, future format speci®ers, which might replace or extend "1.0", are (minimally) constrained by the de®nition of "text", which appears in RFC 822.

Note that the MIME-Version header ®eld is required at the top level of a message. It is not required for each body part of a multipart entity. It is required for the embedded headers of a body of type "message" if and only if the embedded message is itself claimed to be MIME-conformant iiiiiiiiii.

Itiiiisiiinotiii ipossible iiiiiii itoiiifullyiiii ispecifyiiiiii ihowiiii iaiimailiiii ireaderiiiii ithatiii iconformsiiiiiiii iwithiiii iMIMEiiiiii iasiiide®nediiiiii iiniiithisiii idocument iiiiiiii ishould iiiiii itreatiiii iaiimessage iiiiiii ithatiii imightiiiii iarriveiiiii iiniiitheiii ifutureiiiii iwithiiii isomeiiiii ivalueiiiii iofii iMIME-Version iiiiiiiiiiiii iotheriiii ithaniiii i"1.0".iiiii iiHowever,iiiiiiii iconformantiiiiiiiiii isoftwareiiiiiii iisiiiencouragediiiiiiiiii itoiiicheckiiiii itheiii iversion iiiiii inumber iiiiii iandiii iatii ileastiiii iwarniiii itheiii iuseriiii iifii ianii iunrecognized iiiiiiiiiii iMIME-version iiiiiiiiiiii iisii iencountered.

iiiiiiiiiii

Itiiiisiiialsoiiii iworthiiiii inotingiiiii ithatiii iversioniiiiii icontroliiiiii iforiii ispeci®ciiiiii icontent-typesiiiiiiiiiii iisiiinotiii iaccomplishediiiiiiiiiii iusing iiiii itheiii iMIME-Version iiiiiiiiiiiii imechanism.

iiiiiiiiii iInii iparticular, iiiiiiiii isomeiiiii iformatsiiiiii i(suchiiiii iasii iapplication/postscript) iiiiiiiiiiiiiiiiii ihaveiiii iversioniiiiii inumberingiiiiiiiii iconventionsiiiiiiiiii ithatiii iareiii iinternaliiiiii itoii itheiii idocument iiiiiiii iformat.

iiiiiiiWhereiiiiii isuchiiii iconventions iiiiiiiiii iexist,iiiii iMIMEiiiiii idoesiiii inothingiiiiii itoiiisupersedeiiiiiiii ithem.iiiii iWhere iiiiii inoii isuchiiii iconventions iiiiiiiiii iexist,iiiii iaiiMIMEiiiiii itypeiiii imightiiiii iuseiii iaii"version"iiiiiiii iparameteriiiiiiii iiniiitheiii icontent-type iiiiiiiiii i®eldiiii iifiiinecessary.

iiiiiiiii

MIME Multipurpose Internet Mail Extensions February 1993

4 The Content-Type Header Field

The purpose of the Content-Type ®eld is to describe the data contained in the body fully enough that the receiving user agent can pick an appropriate agent or mechanism to present the data to the user, or otherwise deal with the data in an appropriate manner.

HISTORICALNOTE: The Content-Type header ®eld was ®rst de®ned in RFC 1049. RFC 1049 Content-types used a simpler and less powerful syntax, but one that is largely compatible with the mechanismgivenhere.

The Content-Type header ®eld is used to specify the nature of the data in the body of an entity, by giving type and subtype identi®ers, and by providing auxiliary information that may be required for certain types. After the type and subtype names, the remainder of the header ®eld is simply a set of parameters, speci®ed in an attribute/value notation. The set of meaningful parameters differs for the different types. The ordering of parameters is not signi®cant. Among the de®ned parameters is a "charset" parameter by which the character set used in the body may be declared. Comments are allowed in accordance with RFC 822 rules for structured header ®elds.

In general, the top-level Content-Type is used to declare the general type of data, while the subtype speci®es a speci®c format for that type of data. Thus, a Content-Type of "image/xyz" is enough to tell a user agent that the data is an image, even if the user agent has no knowledge of the speci®c image format "xyz". Such information can be used, for example, to decide whether or not to show a user the raw data from an unrecognized subtype -- such an action might be reasonable for unrecognized subtypes of text, but not for unrecognized subtypes of image or audio. For this reason, registered subtypes of audio, image, text, and video, should not contain embedded information that is really of a different type. Such compound types should be represented using the "multipart" or "application" types.

Parameters are modi®ers of the content-subtype, and do not fundamentally affect the requirements of the host system. Although most parameters make sense only with certain content-types, others are "global" in the sense that they might apply to any subtype. For example, the "boundary" parameter makes sense only for the "multipart" content-type, but the "charset" parameter might make sense with several content-types.

UNIVERSAL iiiiiiiiiiii i"FILENAME" iiiiiiiiiiiii iPARAMETER:

iiiiiiiiiiiiii iForiii ianyiii igiveniiiii icontent-type, iiiiiiiiiii itheiii isetiii iofii ivalid iiii iparameters iiiiiiiii iisiiide®ned iiiiii iasiiipartiii iofiiitheiii ide®nition iiiiiiii iofiiitheiii icontent-type iiiiiiiiii iitself.iiiii iHowever, iiiiiiii iai isingle iiiii iexception iiiiiiii itoiiithisiii iruleiii iisiiitheiii i"®lename" iiiiiiiii iparameter, iiiiiiiii iwhichiiiii imayiiii ibeiiiincludediiiiiii iasiiipartiii iofii ianyiii icontent-type iiiiiiiiii i®eld,iiii iandiii iisii itoii ibeii iinterpreted iiiiiiiii iasiiiaiisuggested iiiiiiii i®leiii inameiiiii iiniiitheiii ieventiiiii ithatiii itheiii iuseriiii iwishesiiiiii itoiiiwriteiiii ioutiii itheiii idataiiii i(iniii iitsiiiunencodediiiiiiiii iform)iiiii itoiiiaii®le.iii

An initial set of seven Content-Types is de®ned by this document. This set of top-level names is intended to be substantially complete. It is expected that additions to the larger set of supported types can generally be accomplished by the creation of new subtypes of these initial types. In the future, more top-level types may be de®ned only by an extension to this standard. If another primary type is to be used for any reason, it must be

MIME Multipurpose Internet Mail Extensions February 1993

given a name starting with "X-" to indicate its non-standard status and to avoid a potential con¯ict with a future of®cial name.

In the Extended BNF notation of RFC 822, a Content-Type header ®eld value is de®ned as follows:

content iiiiiiiiii i:=iiii ii"Content-Type" iiiiiiiiiiiiiiiiii i":"iiiii itypeiiiiii i"/"iiiii isubtypeiiiiiiiiii i*(";"iiiiiii iparms)iiiiiiii iiiiiiiiiiiiiii; iiiicase-insensitive iiiiiiiiiiiiiiiiiiiii imatchingiiiiiiiiiii iofiiii itypeiiiiii iandiiiii isubtypeiiiiiiiii

type := "application" / "audio" / "image" / "message" / "multipart" / "text" / "video" / extension-token iiiiiiiiiiiiiiiiii ; All values case-insensitive

extension-token iiiiiiiiiiiiiiiiiii i:=iiii iix-tokeniiiiiiiiii i/iiiiiana-tokeniiiiiiiiiiii

iana-token iiiiiiiiiiiii i:=iiii i<aiiii ipublicly-defined iiiiiiiiiiiiiiiiiiiii iextensioniiiiiiiiiiii itoken,iiiiiiii iiiiiiiiiiiiiiiregisterediiiiiiiiiiiii iwithiiiiii iIANA,iiiiiii iasiiii ispecifiediiiiiiiiiiii iiniiii i iiiiiiiiiiiiiiiappendixiiiiiiiiiii iE>iii

x-token := <The two characters "X-" oriiii i"x-"iiiii followed, with no intervening white space, by any token>

subtype := token

parms iiiiiii i:=iiii iifilename iiiiiiiiiii i/iiiiparameter iiiiiiiiiii

filename iiiiiiiiiii i:=iiii i"filename" iiiiiiiiiiiii i"="iiiii i"value"iiiiiiiii iiiiiiii; iiiisuggested iiiiiiiiiiii inameiiiiii itoiiii iuseiiiii iifiiii ibody-partiiiiiiiiiiii iisiiii istorediiiiiiiii ilocallyiiiiiiiii

parameter := attribute "=" value

attribute := token

value := token / quoted-string

token := 1*<any (ASCII)iiiiiiiii CHAR except SPACE, CTLs, or tspecials>

tspecials iiiiiiiiiiii i:=iiii ii"("iiiii i/iiii")"iiiii i/iiii"<"iiiii i/iiii">"iiiii i/iiii"@"iiii iiiiiiiiiiiiii/ iiiii","iiiii i/iiii";"iiiii i/iiii":"iiiii i/iiii"\"iiiii i/iiii<">iiii iiiiiiiiiiiiii/ iiiii"/"iiiii i/iiii"["iiiii i/iiii"]"iiiii i/iiii"?"iiiii i/iiii"="iiii iiiiiiiiiiiiiii; iiiiMustiiiiii ibeiiii iiniiii iquoted-string, iiiiiiiiiiiiiiiiii i iiiiiiiiiiiiiii; iiiitoiiii iuseiiiii iwithingiiiiiiiiii iparameteriiiiiiiiiiii ivaluesiiiiiiii

Note that the de®nition of "tspecials" is the same as the RFC 822 de®nition of "specials" with the addition of the three characters "/", "?", and "=",iiandiii itheiii iremovaliiiiiii iofiii"."ii.

Note also that a subtype speci®cation is MANDATORY. There are no default subtypes.

Borenstein & Freed DRAFT - expires 8/1/93 [Page 7]

MIME Multipurpose Internet Mail Extensions February 1993

The type, subtype, and parameter names are not case sensitive. For example, TEXT, Text, and TeXt are all equivalent. Parameter values are normally case sensitive, but certain parameters are interpreted to be case-insensitive, depending on the intended use. (For example, multipart boundaries are case-sensitive, but the "access-type" for message/External-body is not case-sensitive.)

Beyond this syntax, the only constraint on the de®nition of subtype names is the desire that their uses must not con¯ict. That is, it would be undesirable to have two different communities using "Content-Type: application/foobar" to mean two different things. The process of de®ning new content-subtypes, then, is not intended to be a mechanism for imposing restrictions, but simply a mechanism for publicizing the usages. There are, therefore, two acceptable mechanisms for de®ning new Content-Type subtypes:

1. Private values (starting with "X-") may be de®ned bilaterally between two cooperating agents without outside registration or standardization.

2. New standard values must be documented, registered with, and approved by IANA, as described in Appendix E. Where intended for public use, the formats they refer to must also be de®ned by a published speci®cation, and possibly offered for standardization.

The seven standard initial prede®ned Content-Types are detailed in the bulk of this document. They are:

text -- textual information. The primary subtype, "plain", indicates plain (unformatted) text. No special software is required to get the full meaning of the text, aside from support for the indicated character set. Subtypes are to be used for enriched text in forms where application software may enhance the appearance of the text, but such software must not be required in order to get the general idea of the content. Possible subtypes thus include any readable word processor format. A very simple and portable subtype, richtext, wasiii ide®nediiiiii iinii iRFCiiii i1341,iiiii iwithiiii iaii futureiiiii irevision iiiiiii iexpected.

iiiiiiii

multipart -- data consisting of multiple parts of independent data types. Four initial subtypes are de®ned, including the primary "mixed" subtype, "alternative" for representing the same data in multiple formats, "parallel" for parts intended to be viewed simultaneously, and "digest" for multipart entities in which each part is of type "message".

message -- an encapsulated message. A body of Content-Type "message" is itself a fully formatted RFC 822 conformant message which may contain its own different Content-Type header ®eld. The primary subtype is "rfc822". The "partial" subtype is de®ned for partial messages, to permit the fragmented transmission of bodies that are thought to be too large to be passed through mail transport facilities. Another subtype, "Externalbody", is de®ned for specifying large bodies by reference to an external data source.

MIME Multipurpose Internet Mail Extensions February 1993

image -- image data. Image requires a display device (such as a graphical display, a printer, or a FAX machine) to view the information. Initial subtypes are de®ned for two widely-used image formats, jpeg and gif.

audio -- audio data, with initial subtype "basic". Audio requires an audio output device (such as a speaker or a telephone) to "display" the contents.

video -- video data. Video requires the capability to display moving images, typically including specialized hardware and software. The initial subtype is "mpeg".

application -- some other kind of data, typically either uninterpreted binary data or information to be processed by a mail-based application. The primary subtype, "octet-stream", is to be used in the case of uninterpreted binary data, in which case the simplest recommended action is to offer to write the information into a ®le for the user. Aniii iadditionaliiiiiiii isubtype,iiiiiii i"PostScript", iiiiiiiiiii iisii ide®nediiiiii iforiii itransporting iiiiiiiiii iPostScript iiiiiiiii idocuments iiiiiiiii iinii ibodies.iiiiii iOther expected uses for "application" include spreadsheets, data for mail-

based scheduling systems, and languages for "active" (computational) email. (Note that active email entails several securityiiiiiii iconsiderationsiiiiiiiiiiii, which are discussed later in this memo, particularly in the context of application/PostScript.)

Default RFC 822 messages are typed by this protocol as plain text in the US-ASCII character set, which can be explicitly speci®ed as "Content-type: text/plain; charset=usascii". If no Content-Type is speci®ed, either by error or by an older user agent, this default is assumed. In the presence of a MIME-Version header ®eld, a receiving User Agent can also assume that plain US-ASCII text was the sender’s intent. In the absence of a MIME-Version speci®cation, plain US-ASCII text must still be assumed, but the sender’s intent might have been otherwise.

RATIONALE:In the absence of any Content-Typeheader ®eld or MIME-Version header ®eld, it is impossible to be certain that a message is actually text in the US-ASCII character set, since it might well be a message that, using the conventions that predate this document, includes text in another character set or non-textual data in a manner that cannot be automatically recognized (e.g., a uuencoded compressed UNIX tar ®le). Although there is no fully acceptable alternative to treating such untyped messages as "text/plain; charset=us-ascii", implementors should remain aware that if a message lacks both the MIME- Version and the Content-Type header ®elds, it may in practice contain almost anything.

It should be noted that the list of Content-Type values given here may be augmented in time, via the mechanisms described above, and that the set of subtypes is expected to grow substantially.

When a mail reader encounters mail with an unknown Content-type value, it should generally treat it as equivalent to "application/octet-stream", as described later in this document.

MIME Multipurpose Internet Mail Extensions February 1993

5 The Content-Transfer-Encoding Header Field

Many Content-Types which could usefully be transported via email are represented, in their "natural" format, as 8-bit character or binary data. Such data cannot be transmitted over some transport protocols. For example, RFC 821 restricts mail messages to 7-bit US-ASCII data with 1000 character lines.

It is necessary, therefore, to de®ne a standard mechanism for re-encoding such data into a 7-bit short-line format. This document speci®es that such encodings will be indicated by a new "Content-Transfer-Encoding" header ®eld. The Content-Transfer-Encoding ®eld is used to indicate the type of transformation that has been used in order to represent the body in an acceptable manner for transport.

Unlike Content-Types, a proliferation of Content-Transfer-Encoding values is undesirable and unnecessary. However, establishing only a single Content-Transfer- Encoding mechanism does not seem possible. There is a tradeoff between the desire for a compact and ef®cient encoding of largely-binary data and the desire for a readable encoding of data that is mostly, but not entirely, 7-bit data. For this reason, at least two encoding mechanisms are necessary: a "readable" encoding and a "dense" encoding.

The Content-Transfer-Encoding ®eld is designed to specify an invertible mapping between the "native" representation of a type of data and a representation that can be readily exchanged using 7 bit mail transport protocols, such as those de®ned by RFC 821 (SMTP). This ®eld has not been de®ned by any previous standard. The ®eld’s value is a single token specifying the type of encoding, as enumerated below. Formally:

encoding iiiiiiiiiii i:=iiii i"Content-Transfer-Encoding iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii i":"iiiii imechanismiiiiiiiiiii

mechanism iiiiiiiiiiii i:=iiii iiiiiiiii"7bit"iiiiiiiii i iiiiiiiiiiiiiiiiiiiiii/ iiii"quoted-printable" iiiiiiiiiiiiiiiiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiii"quoted-base64" iiiiiiiiiiiiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiii"8bit"iiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiii"binary"iiiiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiiix-tokeniiiiiiiii

These values are not case sensitive. That is, Base64 and BASE64 and bAsE64 are all equivalent. An encoding type of 7BIT requires that the body is already in a seven-bit mail-ready representation. This is the default value -- that is, "Content-Transfer- Encoding: 7BIT" is assumed if the Content-Transfer-Encoding header ®eld is not present.

The values "8bit", "7bit", and "binary" all meaniiiii that NO encoding has been performed. However, they are potentially useful as indications of the kind of data contained in the object, and therefore of the kind of encoding that might need to be performed for transmission in a given transport system.iIniiiparticular:iiiiiiiii

"7bit" iiiii imeans iiiii ithatiii itheiii idataiiii iisiiiallii irepresented iiiiiiiiii iasiiishortiiii ilinesiiii iofiiiUS-ASCII iiiiiiiii idata.iiiii

MIME Multipurpose Internet Mail Extensions February 1993

"8bit" iiiii imeans iiiii ithatiii itheiii ilinesiiii iareiii ishort,iiiii ibutiii ithereiiii imayiiii ibeii inon-ASCIIiiiiiiiii icharactersiiiiiiii i(octets iiiiii iwithiiii itheiii ihigh-order iiiiiiiii ibitii iset).iiiii

"Binary" iiiiiii imeansiiiii ithatiii inotiii ionlyiiii imayiiii inon-ASCII iiiiiiiii icharacters iiiiiiii ibeiiipresent, iiiiiii ibutiii ialsoiiii ithatiii itheiii ilinesiiii iareiii inotiii inecessarily iiiiiiiii ishortiiii ienoughiiiiii iforiii iSMTPiiiiii itransport.iiiiiiii

The difference between "8bit" (or any other conceivable bit-width token) and the "binary" token is that "binary" does not require adherence to any limits on line length or to the SMTP CRLF semantics, while the bit-width tokens do require such adherence. If the body contains data in any bit-width other than 7-bit, the appropriate bit-width Content-Transfer-Encoding token must be used (e.g., "8bit" for unencoded 8 bit wide data). If the body contains binary data, the "binary" Content-Transfer-Encoding token must be used.

NOTE: The distinction between the Content-Transfer-Encoding values of "binary," "8bit," etc. may seem unimportant, in that all of them really mean "none" -- that is, there has been no encoding of the data for transport. However, clear labeling will be of enormous value to gateways between future mail transport systemswith differing capabilities in transporting data that do not meet the restrictions of RFC 821 transport.

As of the publication of this document, there are no standardized Internet transports for which it is legitimate to include unencoded 8-bit or binary data in mail bodies. Thus there are no circumstances in which the "8bit" or "binary" Content-Transfer-Encoding is actually legal on the Internet. However, in the event that 8-bit or binary mail transport becomes a reality in Internet mail, or when this document is used in conjunction with any other 8-bit or binary-capable transport mechanism, 8-bit or binary bodies should be labeled as such using this mechanism.

NOTE: The ®ve values de®ned for the Content-Transfer-Encoding ®eld imply nothing about the Content-Typeother than the algorithm bywhich it was encoded or the transport systemrequirements if unencoded.

Implementors may, if necessary, de®ne new Content-Transfer-Encoding values, but must use an x-token, which is a name pre®xed by "X-" to indicate its non-standard status, e.g., "Content-Transfer-Encoding: x-my-new-encoding". However, unlike Content-Types and subtypes, the creation of new Content-Transfer-Encoding values is explicitly and strongly discouraged , as it seems likely to hinder interoperability with little potential bene®t. Their use is allowed only as the result of an agreement between cooperating user agents.

If a Content-Transfer-Encoding header ®eld appears as part of a message header, it applies to the entire body of that message. If a Content-Transfer-Encoding header ®eld appears as part of a body part’s headers, it applies only to the body of that body part. If an entity is of type "multipart" or "message", the Content-Transfer-Encoding is not permitted to have any value other than a bit width (e.g., "7bit", "8bit", etc.) or "binary".

MIME Multipurpose Internet Mail Extensions February 1993

It should be noted that email is character-oriented, so that the mechanisms described here are mechanisms for encoding arbitrary byte streams, not bit streams. If a bit stream is to be encoded via one of these mechanisms, it must ®rst be converted to an 8-bit byte stream using the network standard bit order ("big-endian"), in which the earlier bits in a stream become the higher-order bits in a byte. A bit stream not ending at an 8-bit boundary must be padded with zeroes. This document provides a mechanism for noting the addition of such padding in the case of the application Content-Type, which has a "padding" parameter.

The encoding mechanisms de®ned here explicitly encode all data in ASCII. Thus, for example, suppose an entity has header ®elds such as:

Content-Type: text/plain; charset=ISO-8859-1 Content-transfer-encoding: base64

This mustiiii be interpreted to mean that the body is a base64 ASCII encoding of data that was originally in ISO-8859-1, and will be in that character set again after decoding.

The following sections will de®ne the two standard encoding mechanisms. The de®nition of new content-transfer-encodings is explicitly discouraged and should only occur when absolutely necessary. All content-transfer-encoding namespace except that beginning with "X-" is explicitly reserved to the IANA for future use. Private agreements about content-transfer-encodings are also explicitly discouraged.

Certain Content-Transfer-Encoding values may only be used on certain Content-Types. In particular, it is expressly forbidden to use any encodings other than "7bit", "8bit", or "binary" with any Content-Type that recursively includes other Content-Type ®elds, notably the "multipart" and "message" Content-Types. All encodings that are desired for bodies of type multipart or message must be done at the innermost level, by encoding the actual body that needs to be encoded.

NOTE ON ENCODING RESTRICTIONS: Though the prohibition against using content-transfer-encodings on data of type multipart or message mayseemoverly restrictive, it is necessary to prevent nested encodings, in which data are passed through an encoding algorithm multiple times, and must be decoded multiple times in order to be properly viewed. Nested encodings add considerable complexityto user agents: aside from the obvious ef®ciency problems with such multiple encodings, they can obscure the basic structure of a message. In particular, they can implythat several decoding operations are necessary simply to ®nd out what types of objects a message contains. Banning nested encodings may complicate the job of certain mail gateways, but this seemsless of a problem than the effectof nested encodings on user agents.

NOTE ON THE RELATIONSHIP BETWEEN CONTENT-TYPE AND CONTENT-TRANSFER-ENCODING:It may seem that the Content-Transfer- Encoding could be inferred from the characteristics of the Content-Typethat is to be encoded, or, at the very least, that certain Content-Transfer-Encodings could

MIME Multipurpose Internet Mail Extensions February 1993

be mandated for use with speci®c Content-Types. There are several reasons why this is not the case. First, given the varying types of transports used for mail, some encodings may be appropriate for some Content-Type/transport combinations and not for others. (For example, in an 8-bit transport, no encoding would be required for text in certain character sets, while such encodings are clearly required for 7-bit SMTP.) Second, certain Content-Types may require different types of transfer encoding under different circumstances. For example, many PostScript bodies might consist entirely of short lines of 7-bit data and hence require little or no encoding. Other PostScript bodies (especially those using Level 2 PostScript’s binary encoding mechanism) may only be reasonably represented using a binary transport encoding. Finally, since Content-Type is intended to be an open-ended speci®cation mechanism, strict speci®cation of an association between Content-Types and encodings effectively couples the speci®cation of an application protocol with a speci®c lower-level transport. This is not desirable since the developers of a Content-Typeshould not have to be aware of all the transports in use and what their limitations are.

NOTE ON TRANSLATINGENCODINGS: The quoted-printable and base64 encodings are designed so that conversion between them is possible. The only issue that arises in such a conversion is the handling of line breaks. When converting from quoted-printable to base64 a line break must be converted into a CRLF sequence. Similarly, a CRLF sequence in base64 data must be converted to a quoted-printable line break, but ONLYwhenconverting text data.

NOTE ON CANONICALENCODING MODEL: There was some confusion, in earlier drafts of this memo, regarding the model for when email data was to be converted to canonical form and encoded, and in particular how this process would affect the treatment of CRLFs, given that the representation of newlines varies greatly from system to system. For this reason, a canonical model for encoding is presented as AppendixG.

Borenstein & Freed DRAFT - expires 8/1/93 [Page 13]

MIME Multipurpose Internet Mail Extensions February 1993

5.1 Quoted-Printable Content-Transfer-Encoding

The Quoted-Printable encoding is intended to represent data that largely consists of octets that correspond to printable characters in the ASCII character set. It encodes the data in such a way that the resulting octets are unlikely to be modi®ed by mail transport. If the data being encoded are mostly ASCII text, the encoded form of the data remains largely recognizable by humans. A body which is entirely ASCII may also be encoded in Quoted-Printable to ensure the integrity of the data should the message pass through a character-translating, and/or line-wrapping gateway.

In this encoding, octets are to be represented as determined by the following rules:

Rule #1: (General 8-bit representation) Any octet, except those indicating a line break according to the newline convention of the canonical form of the data being encoded, may be represented by an "=" followed by a two digit hexadecimal representation of the octet’s value. The digits of the hexadecimal alphabet, for this purpose, are "0123456789ABCDEF". Uppercase letters must be used when sending hexadecimal data, though a robust implementation may choose to recognize lowercase letters on receipt. Thus, for example, the value 12 (ASCII form feed) can be represented by "=0C", and the value 61 (ASCII EQUAL SIGN) can be represented by "=3D". Except when the following rules allow an alternative encoding, this rule is mandatory.

Rule #2: (Literal representation) Octets with decimal values of 33 through 60 inclusive, and 62 through 126, inclusive, MAY be represented as the ASCII characters which correspond to those octets (EXCLAMATION POINT through LESS THAN, and GREATER THAN through TILDE, respectively).

Rule #3: (White Space): Octets with values of 9 and 32 MAY be represented as ASCII TAB (HT) and SPACE characters, respectively, but MUST NOT be so represented at the end of an encoded line. Any TAB (HT) or SPACE characters on an encoded line MUST thus be followed on that line by a printable character. In particular, an "=" at the end of an encoded line, indicating a soft line break (see rule #5) may follow one or more TAB (HT) or SPACE characters. It follows that an octet with value 9 or 32 appearing at the end of an encoded line must be represented according to Rule #1. This rule is necessary because some MTAs (Message Transport Agents, programs which transport messages from one user to another, or perform a part of such transfers) are known to pad lines of text with SPACEs, and others are known to remove "white space" characters from the end of a line. Therefore, when decoding a Quoted-Printable body, any trailing white space on a line must be deleted, as it will necessarily have been added by intermediate transport agents.

Rule #4 (Line Breaks): A line break in a textiii ibodyiiii, independent of what its representation is following the canonical representation of the data being encoded, must be represented by a (RFC 822) line break, which is a CRLF sequence, in the Quoted-Printable encoding. Sinceiiiiii theiii icanonicaliiiiiiii irepresentationiiiiiiiiiiii

MIME Multipurpose Internet Mail Extensions February 1993

iofii iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiitypes iiiii iother iiii ithaniiii itextiii idoii inotiii igenerally iiiiiiii iinclude iiiiii itheiii irepresentation iiiiiiiiiiii iofiiilineiii ibreaks,iiiiii inoii ihardiiii ilineiii ibreaks iiiiii ishould iiiiii ioccuriiiii iinii itheiii iquoted-printable iiiiiiiiiiiiii iencoding iiiiiiii iofii isuchiiii itypes.iiiii iOfii icourse, iiiiii ioccurences iiiiiiiii iofii i"=0D",iiiiii i"=0A",iiiiii i"=0A=0D" iiiiiiiii iandiii i"=0D=0A" iiiiiiiii iwilliii ieventually iiiiiiiii ibeiii encountered.

iiiiiiiiiii iIniii general, iiiiiiii however, iiiiiiiii base64 iiiiiii isiii preferred iiiiiiiii overiiii iquoted-printable iiiiiiiiiiiiii iforiii ibinary iiiii idata.iiii

Note that many implementations iiiiiiiiiiiiii may elect to encode the local representation of

various content types directly,iiasiiidescribediiiiiiii iiniiiAppendixiiiiiiii iGii. In particular, this may apply to plain text material on systems that use newline conventions other than CRLF delimiters. Such an implementation is permissible, but the generation of line breaks must be generalized to account for the case where alternate representations of newline sequences are used.

Rule #5 (Soft Line Breaks): The Quoted-Printable encoding REQUIRES that encoded lines be no more than 76 characters long. If longer lines are to be encoded with the Quoted-Printable encoding, ’soft’ line breaks must be used. An equal sign as the last character on a encoded line indicates such a non-signi®cant (’soft’) line break in the encoded text. Thus if the "raw" form of the line is a single unencoded line that says:

Now’s the time for all folk to come to the aid of their country.

This can be represented, in the Quoted-Printable encoding, as

Now’s the time = for all folk to come= to the aid of their country.

This provides a mechanism with which long lines are encoded in such a way as to be restored by the user agent. The 76 character limit does not count the trailing CRLF, but counts all other characters, including any equal signs.

Since the hyphen character ("-") is represented as itself in the Quoted-Printable encoding, care must be taken, when encapsulating a quoted-printable encoded body in a multipart entity, to ensure that the encapsulation boundary does not appear anywhere in the encoded body. (A good strategy is to choose a boundary that includes a character sequence such as "=_" which can never appear in a quoted-printable body. See the de®nition of multipart messages later in this document.)

NOTE: The quoted-printable encoding represents something of a compromise between readability and reliability in transport. Bodies encoded with the quoted-printable encoding will work reliably over most mail gateways, but may not work perfectly over a few gateways, notably those involving translation into EBCDIC. (In theory, an EBCDIC gateway could decode a quoted-printable body and re-encode it using base64, but such gateways do not yetexist.) Ahigher level

MIME Multipurpose Internet Mail Extensions February 1993

of con®dence is offered by the base64 Content-Transfer-Encoding. A way to get reasonably reliable transport through EBCDIC gateways is to also quote the ASCIIcharacters

!"#$@[\]Ã‘{|}Ä

according to rule #1. SeeAppendixBfor more information.

Because quoted-printable data is generally assumed to be line-oriented, it is to be expected that the breaks between the lines of quoted printable data may be altered in transport, in the same manner that plain text mail has always been altered in Internet mail when passing between systems with differing newline conventions. If such alterations are likely to constitute a corruption of the data, it is probably more sensible to use the base64 encoding rather than the quoted-printable encoding.

WARNING TO IMPLEMENTORS: If binary data are encoded in quoted-printable, care must be taken to encode CR and LF characters as "=0D" and "=0A", respectively. In particular, a CRLF sequence in binary data should be encoded as "=0D=0A". Otherwise, if CRLF were represented as a hard line break, it might be incorrectly decoded on platforms with different line break conventions.

For formalists, the syntax of quoted-printable data is describe by the following grammar:

quoted-printable iiiiiiiiiiiiiiiiiiiii i:=iiii i([*(ptextiiiiiiiiiiii i/iiiiSPACEiiiiiii i/iiiiTAB)iiiiii iptext]iiiiiiiii i["="]iiiiiii iCRLF)iiiiii iiiiiiii; iiiiMaximum iiiiiiiiii ilineiiiiii ilengthiiiiiiiii iofiiii i78iiii icharactersiiiiiiiiiiii

ptext iiiiiii i:=iiii ioctetiiiiiii i/iiii<anyiiiiii iASCIIiiiiiii icharacteriiiiiiiiiiii iexceptiiiiiiiii i"=",iiiiii iSPACE,iiiiiiiii ioriiii iTAB>iiiii iiiiiiii; iiiicharacters iiiiiiiiiiiii iiniiii i"qp-iffy" iiiiiiiiiiii iareiiiii ialsoiiiiii inotiiiii irecommended iiiiiiiiiiiiii

qp-iffy iiiiiiiiii i:=iiii iiiiiiii"[" iiiii i/iiiii"]"iiiii i/iiiii<">iiiii i/iiiii"\"iiiii i/iiiii"@"iiiii i iiiiiiii/ iiiii"!"iiiii i/iiiii"#"iiiii i/iiiii"$"iiiii i/iiiii"Ã"iiiii i/iiiii"’"iiiii i iiiiiiii/ iiiii"{"iiiii i/iiiii"|"iiiii i/iiiii"}"iiiii i/iiiii"Ä"iiiii i/iiiii"‘"iiii

octet iiiiiii i:=iiii i"="iiiii i2(DIGIT iiiiiiiiii i/iiii"A"iiiii i/iiii"B"iiiii i/iiii"C"iiiii i/iiii"D"iiiii i/iiii"E"iiiii i/iiii"F")iiiii iiiiiiii; iiiioctetiiiiiii imustiiiiii ibeiiii iusediiiiii iforiiiii icharactersiiiiiiiiiiiii i>iiii127,iiiiii i=,iiii iSPACE,iiiiiiiii ioriiii iTAB,iiiii iiiiiiii; iiiiandiiiii iisiiii irecommended iiiiiiiiiiiiiii iforiiiii itheiiiii i"qp-iffy"iiiiiiiiiiii icharactersiiiiiiiiiiiii itoo.iiiii

Borenstein & Freed DRAFT - expires 8/1/93 [Page 16]

MIME Multipurpose Internet Mail Extensions February 1993

5.2 Base64 Content-Transfer-Encoding

The Base64 Content-Transfer-Encoding is designed to represent arbitrary sequences of octets in a form that is not humanly readable. The encoding and decoding algorithms are simple, but the encoded data are consistently only about 33 percent larger than the unencoded data. This encoding is virtuallyiiiiiii iidenticaliiiiiii itoii the one used in Privacy Enhanced Mail (PEM) iiiiii applications, as de®ned in RFC 1113. The base64 encoding is adapted from

RFC 1113, with one change: base64 eliminates the "*" mechanism for embedded clear text.

A 65-character subset of US-ASCII is used, enabling 6 bits to be represented per printable character. (The extra 65th character, "=", is used to signify a special processing function.)

NOTE: This subset has the important property that it is represented identically in all versions of ISO 646, including US ASCII,and all characters in the subset are also represented identically in all versions of EBCDIC. Other popular encodings, such as the encoding used by the UUENCODE utility and the base85 encoding speci®ed as part of Level 2 PostScript, do not share these properties, and thus do not ful®ll the portability requirements a binary transport encoding for mail mustmeet.

The encoding process represents 24-bit groups of input bits as output strings of 4 encoded characters. Proceeding from left to right, a 24-bit input group is formed by concatenating 3 8-bit input groups. These 24 bits are then treated as 4 concatenated 6-bit groups, each of which is translated into a single digit in the base64 alphabet. When encoding a bit stream via the base64 encoding, the bit stream must be presumed to be ordered with the most-signi®cant-bit ®rst. That is, the ®rst bit in the stream will be the high-order bit in the ®rst byte, and the eighth bit will be the low-order bit in the ®rst byte, and so on.

Each 6-bit group is used as an index into an array of 64 printable characters. The character referenced by the index is placed in the output string. These characters, identi®ed in Table 1, below, are selected so as to be universally representable, and the set excludes characters with particular signi®cance to SMTP (e.g., ".", "CR", "LF") and to the encapsulation boundaries de®ned in this document (e.g., "-").

MIME Multipurpose Internet Mail Extensions February 1993

Table 1: The Base64 Alphabet

Value Encoding Value Encoding Value Encoding Value Encoding 0 A 17 R 34 i 51 z 1 B 18 S 35 j 52 0 2 C 19 T 36 k 53 1 3 D 20 U 37 l 54 2 4 E 21 V 38 m 55 3 5 F 22 W 39 n 56 4 6 G 23 X 40 o 57 5 7 H 24 Y 41 p 58 6 8 I 25 Z 42 q 59 7 9 J 26 a 43 r 60 8 10 K 27 b 44 s 61 9 11 L 28 c 45 t 62 + 12 M 29 d 46 u 63 / 13 N 30 e 47 v 14 O 31 f 48 w (pad) = 15 P 32 g 49 x 16 Q 33 h 50 y

The output stream (encoded bytes) must be represented in lines of no more than 76 characters each. All line breaks or other characters not found in Table 1 must be ignored by decoding software. In base64 data, characters other than those in Table 1, line breaks, and other white space probably indicate a transmission error, about which a warning message or even a message rejection might be appropriate under some circumstances.

Special processing is performed if fewer than 24 bits are available at the end of the data being encoded. A full encoding quantum is always completed at the end of a body. When fewer than 24 input bits are available in an input group, zero bits are added (on the right) to form an integral number of 6-bit groups. Paddingiiiiiii iatii itheiii iendiii iofii itheiii idataiiii iisii iperformed iiiiiiiii iusingiiiii itheiii i’=’iii icharacter.

iiiiiiii Since all base64 input is an integral number of

octets, only the following cases can arise: (1) the ®nal quantum of encoding input is an integral multiple of 24 bits; here, the ®nal unit of encoded output will be an integral multiple of 4 characters with no "=" padding, (2) the ®nal quantum of encoding input is exactly 8 bits; here, the ®nal unit of encoded output will be two characters followed by two "=" padding characters, or (3) the ®nal quantum of encoding input is exactly 16 bits; here, the ®nal unit of encoded output will be three characters followed by one "=" padding character.

Because iiiiiii iiti iisii iusediiii ionlyiiii iforiii ipaddingiiiiiii iatii itheiii iendiii iofii itheiii idata,iiii itheiii ioccurrenceiiiiiiiii iofii ianyiii i’=’iii icharacters iiiiiiii imayiiii ibeiiitakeniiiii iasiiievidenceiiiiiii ithatiii itheiii iendiii iofiiitheiii idataiiii ihasiii ibeeniiii ireachediiiiiii i(withoutiiiiiii itruncation iiiiiiii iinii itransit).

iiiiiii iToiii iofferiiii itheiii isameiiii iassuranceiiiiiiii iinii itheiii ieventiiiii ithatiii ipaddingiiiiiii iisii inotiii inecessary, iiiiiiiii ianyiii ibase64iiiiii idataiiii ithatiii idoesiiii inotiii irequireiiiiii ipaddingiiiiiii imayiiii ibeii iterminatediiiiiiiii ibyii iai isequence iiiiiiii iofiiifouriiii i’=’iii icharacters iiiiiiii i("===="), iiiiiiii ithough iiiiii isuchiiii itermination iiiiiiiiii iisiiioptional.

iiiiiii

Care must be taken to use the proper octets for line breaks if base64 encoding is applied directly to text material that has not been converted to canonical form. In particular, text line breaks mustiiii be converted into CRLF sequences prior to base64 encoding. The

MIME Multipurpose Internet Mail Extensions February 1993

important thing to note is that this may be done directly by the encoder rather than in a prior canonicalization step in some implementations.

NOTE: There is no need to worry about quoting apparent encapsulation boundaries within base64-encoded parts of multipart entities because no hyphen characters are used in the base64 encoding.

6 Additional Content- Header Fields

6.1 Content-ID Header Field

In constructing a high-level user agent, it may be desirable to allow one body to make reference to another. Accordingly, bodies may be labeled using the "Content-ID" header ®eld, which is syntactically identical to the "Message-ID" header ®eld:

Content-ID := msg-id

Like the Message-ID values, Content-ID values must be generated to be world-uniqueiiiiiiiiiii.

Theiii iContent-ID iiiiiiiii ivalueiiiii imayiiii ibeii iusediiii iforiii iuniquelyiiiiiii iidentifyingiiiiiiiii iMIMEiiiiii ientitiesiiiiii iinii iseveraliiiiii icontexts, iiiiiiii iparticularly iiiiiiiiii iforiii icachingiiiiiii idataiiii ireferencediiiiiiiii ibyii itheiii imessage/external-body iiiiiiiiiiiiiiiiiii imechanism.

iiiiiiiiii iAlthough iiiiiiii itheiii iContent-ID iiiiiiiii iheaderiiiiii iisiiigenerally iiiiiiii ioptional, iiiiiii iitsiiiuseiii iisiiimandatory iiiiiiiii iinii iimplementations iiiiiiiiiiiiii iwhichiiiii igenerateiiiiiii idataiiii iofii itheiii ioptionaliiiiiii iMIMEiiiiii iContent-typeiiiiiiiiiii i"message/external-body".

iiiiiiiiiiiiiiiiiiiii iThatiiii iis,ii ieachiiii imessage/external-body iiiiiiiiiiiiiiiiiii ientityiiiii imustiiii ihaveiiii iai iContent-ID iiiiiiiii i®eldiiii itoiiipermitiiiiii icachingiiiiiii iofiiisuchiiii idata.iiii

Itiiiisiiialsoiiii iworthiiiii inotingiiiii ithatiii itheiii iContent-ID iiiiiiiii ivalueiiiii ihasiii ispecialiiiiii isemanticsiiiiiiii iiniiitheiii icaseiiii iofiiitheiii imultipart/alternative iiiiiiiiiiiiiiiii icontent-type.

iiiiiiiiiii iThisiiii iisii iexplained iiiiiiii iinii itheiii isectioniiiiii iofii ithisiii idocumentiiiiiiii idealing iiiiii iwithiiii imultipart/alternative.

iiiiiiiiiiiiiiiii

6.2 Optional Content-Description Header Field

The ability to associate some descriptive information with a given body is often desirable. For example, it may be useful to mark an "image" body as "a picture of the Space Shuttle Endeavor." Such text may be placed in the Content-Description header ®eld.

Content-Description := *text

The description is presumed to be given in the US-ASCII character set, although the mechanism speci®ed in [RFC-1342] may be used for non-US-ASCII Content-Description values.

6.3iiii iiiOptional iiiiiiii iContent-MD5 iiiiiiiiiiii iHeaderiiiiiii iFieldiiiii

MIME Multipurpose Internet Mail Extensions February 1993

Despite iiiiii iallii iofii itheiii imechanisms iiiiiiiiii iMIMEiiiiii iprovides iiiiiii itoii iattempt iiiiii itoii iprotect iiiiii idataiiii ifromiiii ibeingiiiii idamaged iiiiiiii iiniii theiiii courseiiiiiii ofiii emailiiiiii transport,iiiiiiiii itii isiii stilliiii desirableiiiiiiiii toiii haveiiiii aiimechanismiiiiiiiiii foriii iverifying iiiiiiii ithatiii itheiii idata,iiii ionceiiii idecoded,iiiiiiii iareiii iintact.iiiii iForiii ithisiii ireason,iiiiii iMIMEiiiiii ide®nesiiiiii itheiii iuseiii iofii ianii ioptional iiiiiii iheader iiiiii i®eld,iiii iContent-MD5, iiiiiiiiiiii iwhchiiiii imayiiii ibeii iusediiii iasii iai imessageiiiiiii iintegrityiiiiiii icheck iiiii i(MIC), iiiiii itoiiiverifyiiiii ithatiii itheiii idecodediiiiiii idataiiii iareiii itheiii isameiiii idataiiii ithatiii iwereiiii iinitiallyiiiiiii isent.iiii MD5 iiiii iisiiianiiialgorithm iiiiiiii iforiii icomputing iiiiiiiii iaii128iii ibitii i"®ngerprint" iiiiiiiiii iofiiiarbitrary-length iiiiiiiiiiiii idata,iiii iwithiiii iai ihighiiii idegree iiiiii iofiiicon®dence iiiiiiiii ithatiii ianyiii ialterations iiiiiiiii iiniiitheiii idataiiii iwilliii ibeiiire¯ectediiiiiii iiniiialterationsiiiiiiiii iinii itheiii i®ngerprint.

iiiiiiiii iTheiii ialgorithm iiiiiiii iitselfiiii iisiiide®nediiiiii iiniiiRFCiiii i1321iiii i[RFC-1321].

iiiiiiiiiii iThisiiii idocument iiiiiiii ifurther iiiiii ispeci®es iiiiiii itheiii iapplication iiiiiiiii iofiiithatiii ialgorithm iiiiiiii iforiii iuseiii iasiiianiiiintegrityiiiiiii icheckiiiii iforiii iMIMEiiiiii imail.

iiii

Theiii iMD5iiiii ialgorithm iiiiiiii iisii icomputed iiiiiiii ionii itheiii icanonical iiiiiiii iformiiii iofii itheiiii data.iiii iIniii particular,iiiiiiiiii thisiii imeans iiiii ithatiii itheiii isenderiiiiii icomputes iiiiiiii itheiii iMICiiii ionii itheiii irawiii idata,iiii ibeforeiiiii iapplyingiiiiiii ianyiii icontent-

transfer-encoding, iiiiiiiiiiiiiiiiiiiiii iandiii ithatiii itheiii ireceiveriiiiiii ialsoiiii icomputesiiiiiiii itheiii iMICiiii ionii itheiii irawiii idata,iiii iafteriiii iundoing iiiiiii ianyiii icontent-transfer-encodng.

iiiiiiiiiiiiiiiiiiiii iForiii itextiii idata,iiii itheiii ialgorithmiiiiiiii imustiiii ibeiiicomputediiiiiiii ionii idataiiii iiniiiwhichiiiii itheiii icanonical iiiiiiii iformiiii iforiii inewlines iiiiiii iapplies, iiiiiii ithatiii iis,iiiiniiiwhichiiiii ieachiiii inewlineiiiiiii iisii irepresented iiiiiiiiii ibyii iCRLF.iiiiii

Theiii ioutput iiiii iofiiitheiii iMD5iiiii ialgorithm iiiiiiii iisiiiaii128iii ibitii isignature.

iiiiiiii iWheniiiii iviewediiiiii iiniiinetworkiiiiiii ibyteiiii iorder iiiii i(big-endian iiiiiiiiii iorder),iiiiii ithisiii iyieldsiiiii iai isequenceiiiiiiii iofii i16ii ioctetsiiiii iofii ibinaryiiiii idata.iiii iTheseiiiii i16ii ioctets iiiii imustiiii itheniiii ibeiiiencoded iiiiiii iaccording iiiiiiii itoiiitheiii ibase64iiiiii ialgorithm iiiiiiii iiniiiorderiiiii itoiiiobtainiiiii iaiivalueiiiii ithatiii icaniii ilegally iiiiii ibeiiiplacediiiiii iiniiiaiimessageiiiiiii iheaderiiiiii i®eld.iiii iThus,iiiii iifiiitheiii idataiiii iiniiiaiiMIMEiiiiii ientityiiiii ihasiii ianii iMD5iiiii iMICiiii ithatiii iconsistsiiiiiii iofii itheiii i(unlikely)iiiiiiii i16ii ioctetsiiiii i"Checkiiiiii iIntegrity!",iiiiiiiii itheniiii ithatiii iMIME iiiiii ientity’s iiiiii iheader iiiiii icouldiiiii icontain iiiiii itheiii i®eldiiii

Content-MD5:

iiiiiiiiiiiiiiii iiQ2hlY2sgSW50ZWdyaXR5IQ== iiiiiiiiiiiiiiiiiiiiiiiiiiiii

Theiii iContent-MD5 iiiiiiiiiiii i®eldiiii iisii icompletely iiiiiiiii ioptional, iiiiiii ibutiii iitsii iuseiii iisii irecommened iiiiiiiiiii iwherever iiiiiiii icomplete iiiiiiii idataiiii iintegrity iiiiiii iisiiiessential.

iiiiiiii iIfiiipresent, iiiiiii iaiiMIME-conformant iiiiiiiiiiiiiiii ireaderiiiii imayiiii ichooseiiiiii itoii iuseiii iiti itoii iverifyiiiii ithatiii itheiii icontentsiiiiiii iofii iaii MIMEiiiiii ientityiiiii ihaveiiii inotiii ibeeniiii imodi®ediiiiiii iduringiiiiii itransport.

iiiiiiii

Textual iiiiii idataiiii iisii iregularly iiiiiiii ialtered iiiiii iinii itheiii inormaliiiiii ideliveryiiiiiii iofii imailiiii i(Seeiiii iAppendixiiiiiiii iB).iii iBecause iiiiiiii theiiii addition iiiiiiii ofiii eveniiiii trailingiiiiiii whiteiiiiii spaceiiiiii williiii resultiiiiii iniii aiifailediiiiii MIC,iiiiii useiii iofii iai icontent-transfer-encoding iiiiiiiiiiiiiiiiiiiii ionii iallii iMICiiii iprotectediiiiiiii imailiiii iisiiirecommended.

iiiiiiiiiiii

MIME Multipurpose Internet Mail Extensions February 1993

7 The Prede®ned Content-Type Values

This document de®nes seven initial Content-Type values and an extension mechanism for private or experimental types. Further standard types must be de®ned by new published speci®cations. It is expected that most innovation in new types of mail will take place as subtypes of the seven types de®ned here. The most essential characteristics of the seven content-types are summarized in Appendix F.

7.1 The Text Content-Type

The text Content-Type is intended for sending material which is principally textual in form. It is the default Content-Type. A "charset" parameter may be used to indicate the character set of the body text. The primary subtype of text is "plain". This indicates plain (unformatted) text. The default Content-Type for Internet mail is "text/plain; charset=us-ascii".

Beyond plain text, there are many formats for representing what might be known as "extended text" -- text with embedded formatting and presentation information. An interesting characteristic of many such representations is that they are to some extent readable even without the software that interprets them. It is useful, then, to distinguish them, at the highest level, from such unreadable data as images, audio, or text represented in an unreadable form. In the absence of appropriate interpretation software, it is reasonable to show subtypes of text to the user, while it is not reasonable to do so with most nontextual data.

Such formatted textual data should be represented using subtypes of text. Plausible subtypes of text are typically given by the common name of the representation format, e.g., "text/richtext" [RFC-1341].

7.1.1 Thecharset parameter

A critical parameter that may be speci®ed in the Content-Type ®eld for text data is the character set. This is speci®ed with a "charset" parameter, as in:

Content-type: text/plain; charset=us-ascii

Unlike some other parameter values, the values of the charset parameter are NOT case sensitive. The default character set, which must be assumed in the absence of a charset parameter, is US-ASCII.

Thisiiii iRFCiiii ispeci®es iiiiiii itheiii ide®nition iiiiiiii iofiiitheiii icharsetiiiiii iparameter iiiiiiii iforiii itheiii ipurposes iiiiiii iofiiiMIMEiiiiii itoii ibeii iai iunique iiiiii imapping iiiiiii iofii iai ibyteiiii istreamiiiiii itoii iglyphs,iiiiii iai imappingiiiiiii iwhichiiiii idoesiiii inotiii irequireiiiiii iexternal iiiiiii ipro®ling iiiiiii iinformation.

iiiiiiiiii iForiii iexample, iiiiiiii ibareiiii i"ISOiiii i10646"iiiiii ican’tiiii ibeii itheiii icharsetiiiiii iparameter, iiiiiiiii ibecause iiiiiiii itii requires iiiiiiii several iiiiiii language iiiiiiiii information iiiiiiiiiii foriiii theiiii uniqueiiiiiii mappingiiiiiiii toii iglyphs.

iiiiii

MIME Multipurpose Internet Mail Extensions February 1993

An initial list of prede®ned character set names can be found at the end of this section. Additional character sets may be registered with IANA as described in Appendix E, although the standardization of their use requires the usual IAB review and approval. Note that if the speci®ed character set includes 8-bit data, a Content-Transfer-Encoding header ®eld and a corresponding encoding on the data are required in order to transmit the body via some mail transfer protocols, such as SMTP.

The default character set, US-ASCII, has been the subject of some confusion and ambiguity in the past. Not only were there some ambiguities in the de®nition, there have been wide variations in practice. In order to eliminate such ambiguity and variations in the future, it is strongly recommended that new user agents explicitly specify a character set via the Content-Type header ®eld. "US-ASCII" does not indicate an arbitrary sevenbit character code, but speci®es that the body uses character coding that uses the exact correspondence of codes to characters speci®ed in ASCII. National use variations of ISO 646 [ISO-646] are NOT ASCII and their use in Internet mail is explicitly discouraged. The omission of the ISO 646 character set is deliberate in this regard. The character set name of "US-ASCII" explicitly refers to ANSI X3.4-1986 [US-ASCII] only. The character set name "ASCII" is reserved and must not be used for any purpose.

NOTE: RFC 821 explicitly speci®es "ASCII",and references an earlier version of the American Standard. Insofar as one of the purposes of specifying a Content-Type and character set is to permit the receiver to unambiguously determine how the sender intended the coded message to be interpreted, assuming anything other than "strict ASCII" as the default would risk unintentional and incompatible changes to the semantics of messages now being transmitted. This also implies that messages containing characters coded according to national variations on ISO 646, or using code-switching procedures (e.g., those of ISO 2022), as well as 8-bit or multiple octet character encodings MUSTuse an appropriate character set speci®cation to be consistent with this speci®cation.

The complete US-ASCII character set is listed in [US-ASCII]. Note that the control characters including DEL (0-31, 127) have no de®ned meaning apart from the combination CRLF (ASCII values 13 and 10) indicating a new line. Two of the characters have de facto meanings in wide use: FF (12) often means "start subsequent text on the beginning of a new page"; and TAB or HT (9) often (though not always) means "move the cursor to the next available column after the current position where the column number is a multiple of 8 (counting the ®rst column as column 0)." Apart from this, any use of the control characters or DEL in a body must be part of a private agreement between the sender and recipient. Such private agreements are discouraged and should be replaced by the other capabilities of this document.

NOTE: Beyond US-ASCII, an enormous proliferation of character sets is possible. It is the opinion of the IETF working group that a large number of character sets is NOT a good thing. We would prefer to specify a single character set that can be used universally for representing all of the world’s languages in electronic mail. Unfortunately, existing practice in several communitiesseems to point to the continued use of multiple character sets in the

MIME Multipurpose Internet Mail Extensions February 1993

near future. For this reason, we de®ne names for a small number of character sets for which a strong constituent base exists. It is our hope that ISO 10646 or some other effort will eventually de®ne a single world character set which can then be speci®ed for use in Internet mail, but in the advance of that de®nition we cannot specify the use of ISO 10646, Unicode, or any other character set whose de®nition is, as of this writing, incomplete.

The de®ned charset values are:

US-ASCII -- as de®ned in [US-ASCII].

ISO-8859-X -- where "X" is to be replaced, as necessary, for the parts of ISO-8859 [ISO-8859]. Note that the ISO 646 character sets have deliberately been omitted in favor of their 8859 replacements, which are the designated character sets for Internet mail. As of the publication of this document, the legitimate values for "X" are the digits 1 through 9.

Note that the character set used, if anything other than US-ASCII, must always be explicitly speci®ed in the Content-Type ®eld.

No other character set name may be used in Internet mail without the publication of a formal speci®cation and its registration with IANA as described in Appendix E, or by private agreement, in which case the character set name must begin with "X-".

Implementors are discouraged from de®ning new character sets for mail use unless absolutely necessary.

The "charset" parameter has been de®ned primarily for the purpose of textual data, and is described in this section for that reason. However, it is conceivable that non-textual data might also wish to specify a charset value for some purpose, in which case the same syntax and values should be used.

In general, mail-sending software mustiiii always use the "lowest common denominator" character set possible. For example, if a body contains only US-ASCII characters, it must iiii be marked as being in the US-ASCII character set, not ISO-8859-1, which, like all

the ISO-8859 family of character sets, is a superset of US-ASCII. More generally, if a widely-used character set is a subset of another character set, and a body contains only characters in the widely-used subset, it mustiiii be labeled as being in that subset. This will increase the chances that the recipient will be able to view the mail correctly.

7.1.2 TheText/plain subtype

The primary subtype of text is "plain". This indicates plain (unformatted) text. The default Content-Type for Internet mail, "text/plain; charset=us-ascii", describes existing Internet practice. That is, it is the type of body de®ned by RFC 822.

MIME Multipurpose Internet Mail Extensions February 1993

Noiii iotheriiii itextiii isubtype iiiiiii iisiiide®ned iiiiii ibyii ithisiii idocument.

iiiiiiiii

Theiii iformal iiiiii igrammar iiiiiiii iforiii itheiii icontent-type iiiiiiiiii iheaderiiiiii i®eldiiii iforiii itextiii iisiiiasiiifollows:iiiiiii

text-type iiiiiiiiiiii i:=iiii i"text"iiiiiiiii i"/"iiiii itext-subtype iiiiiiiiiiiiiiii i[";"iiiiii i"charset"iiiiiiiiiiii i"="iiiii icharset]iiiiiiiiii

text-subtype iiiiiiiiiiiiiiii i:=iiii i"plain"iiiiiiiiii i/iiii"richtext"iiiiiiiiiiii

charset iiiiiiiiii i:=iiii i"us-ascii" iiiiiiiiiiiii i/iiii"iso-8859-1" iiiiiiiiiiiiiiii i/iiii"iso-8859-2" iiiiiiiiiiiiiiii i/iiii"iso-8859-3" iiiiiiiiiiiiiiii i iiiiiiii/ iiii"iso-8859-4" iiiiiiiiiiiiiiii i/iiii"iso-8859-5" iiiiiiiiiiiiiiii i/iiii"iso-8859-6" iiiiiiiiiiiiiiii i/iiii"iso-8859-7" iiiiiiiiiiiiiiii i iiiiiiii/ iiii"iso-8859-8" iiiiiiiiiiiiiiii i/iiii"iso-8859-9" iiiiiiiiiiiiiiii i/iiiiextension-token iiiiiiiiiiiiiiiiii iiiiiiii; iiiicaseiiiiii iinsensitive iiiiiiiiiiiiiii i

7.2 The Multipart Content-Type

In the case of multiple part entitiesiiiiii, in which one or more different sets of data are combined in a single body, a "multipart" Content-Type ®eld must appear in the entity’s header. The body must then contain one or more "body parts," each preceded by an encapsulation boundary, and the last one followed by a closing boundary. Each part starts with an encapsulation boundary, and then contains a body part consisting of header area, a blank line, and a body area. Thus a body part is similar to an RFC 822 message in syntax, but different in meaning.

A body part is NOT to be interpreted as actually being an RFC 822 message. To begin with, NO header ®elds are actually required in body parts. A body part that starts with a blank line, therefore, is allowed and is a body part for which all default values are to be assumed. In such a case, the absence of a Content-Type header ®eld implies that the corresponding iiiiiiiiiiii ibodyiiii is plain US-ASCII text. The only header ®elds that have de®ned

meaning for body parts are those the names of which begin with "Content-". All other header ®elds are generally to be ignored in body parts. Although they should generally be retained in mail processing, they may be discarded by gateways if necessary. Such other ®elds are permitted to appear in body parts but mustiiii not be depended on. "X-" ®elds may be created for experimental or private purposes, with the recognition that the information they contain may be lost at some gateways.

The distinction between an RFC 822 message and a body part is subtle, but important. Agateway between Internet and X.400mail, for example,mustbe able to tell the difference between a body part that contains an image and a body part that contains an encapsulated message, the body of which is an image. In order to represent the latter, the body part must have "Content-Type: message", and its body (after the blank line) must be the encapsulated message, with its own "Content-Type: image" header ®eld. The use of similar syntax facilitates the conversion of messages to body parts, and vice versa, but the distinction between the two must be understood by implementors. (For the special case in which all parts actually are messages, a "digest" subtypeis also de®ned.)

As stated previously, each body part is preceded by an encapsulation boundary. The encapsulation boundary MUST NOT appear inside any of the encapsulated parts. Thus, it is crucial that the composing agent be able to choose and specify the unique boundary

MIME Multipurpose Internet Mail Extensions February 1993

that will separate the parts.

All present and future subtypes of the "multipart" type must use an identical syntax. Subtypes may differ in their semantics, and may impose additional restrictions on syntax, but must conform to the required syntax for the multipart type. This requirement ensures that all conformant user agents will at least be able to recognize and separate the parts of any multipart entity, even of an unrecognized subtype.

As stated in the de®nition of the Content-Transfer-Encoding ®eld, no encoding other than "7bit", "8bit", or "binary" is permitted for entities of type "multipart". The multipart delimiters and header ®elds are always representediiiiiiiiii iasii 7-bit ASCII in any case (thoughiiiiiii itheyiiii imayiiii iencode iiiiii inon-ASCII iiiiiiiii itextiii iasiiiperiii i[RFC-1342]) iiiiiiiiiii, and data within the body parts can

be encoded on a part-by-part basis, with Content-Transfer-Encoding ®elds for each appropriate body part.

Mail gateways, relays, and other mail handling agents are commonly known to alter the top-level header of an RFC 822 message. In particular, they frequently add, remove, or reorder header ®elds. Such alterations are explicitly forbidden for the body part headers embedded in the bodies of messages of type "multipart."

7.2.1 Multipart: Thecommonsyntax

All subtypes of "multipart" share a common syntax, de®ned in this section. A simple example of a multipart message also appears in this section. An example of a more complex multipart message is given in Appendix C.

The Content-Type ®eld for multipart entities requires one parameter, "boundary", which is used to specify the encapsulation boundary. The encapsulation boundary is de®ned as a line consisting entirely of two hyphen characters ("-", decimal code 45) followed by the boundary parameter value from the Content-Type header ®eld.

NOTE: The hyphens are for rough compatibility with the earlier RFC 934 method of message encapsulation, and for ease of searching for the boundaries in some implementations. However, it should be noted that multipart messages are NOTcompletelycompatible with RFC 934 encapsulations; in particular, they do not obey RFC 934 quoting conventions for embedded lines that begin with hyphens. This mechanism was chosen over the RFC 934 mechanism because the latter causes lines to grow with each level of quoting. The combination of this growth with the fact that SMTPimplementations sometimeswrap long lines made the RFC 934 mechanism unsuitable for use in the event that deeply-nested multipart structuring is ever desired.

WARNING iiiiiiiiii iTOiii iIMPLEMENTORS:

iiiiiiiiiiiiiiii iTheiii igrammariiiiiiii iforiii iparametersiiiiiiiiii oniii theiiii Content-typeiiiiiiiiiii i®eldiiii iisiiisuchiiii ithatiii iitiiisiiiofteniiii inecessaryiiiiiiii itoiiiencloseiiiiii itheiii iboundariesiiiiiiiii iiniiiquotesiiiiii ionii itheiii iContent-

type iiiiiiiiiii iline.iiii iThisiiii iisiiinotiii ialwaysiiiiii inecessary,iiiiiiiii ibutiii ineveriiiii ihurts.iiiii iImplementorsiiiiiiiiiii ishouldiiiiii ibeiiisureiiii itoii istudy iiiii itheiii igrammar iiiiiiii icarefully iiiiiii iinii iorderiiiii itoii iavoidiiiii iproducing iiiiiiii iillegaliiiii iContent-type iiiiiiiiiii i®elds.iiiii

Thus, a typical multipart Content-Type header ®eld might look like this:

MIME Multipurpose Internet Mail Extensions February 1993

Content-Type: multipart/mixed;

boundary=gc0p4Jq0M2Yt08jU534c0p

Butiii itheiii ifollowing iiiiiiii iisiiiillegal:

iiiiii

Content-Type:

iiiiiiiiiiiiiiiii imultipart/mixed;

iiiiiiiiiiiiiiiiiiiii i iiiiiiiiboundary=gc0p4Jq0M:2Yt08jU534c0p iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

(because iiiiiii iofiiitheiii icolon)iiiii iandiii imustiiii iinsteadiiiiii ibeiiirepresentediiiiiiiiii iasiii

Content-Type:

iiiiiiiiiiiiiiiii imultipart/mixed;

iiiiiiiiiiiiiiiiiiiii i iiiiiiiiboundary="gc0p4Jq0M:2Yt08jU534c0p" iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

This indicates that the entity consists of several parts, each itself with a structure that is syntactically identical to an RFC 822 message, except that the header area might be completely empty, and that the parts are each preceded by the line

--gc0p4Jq0M:2Yt08jU534c0p iiiiiiiiiiiiiiiiiiiiiiiiiiii

Note that the encapsulation boundary must occur at the beginning of a line, i.e., following a CRLF, and that that initial CRLF is considered to be part of the encapsulation boundary rather than part of the preceding part. The boundary must be followed immediately either by another CRLF and the header ®elds for the next part, or by two CRLFs, in which case there are no header ®elds for the next part (and it is therefore assumed to be of Content-Type text/plain).

NOTE: The CRLF preceding the encapsulation line is considered part of the boundary so that it is possible to have a part that does not end with a CRLF (line break). Body parts that must be considered to end with line breaks, therefore, must iiii have two CRLFs preceding the encapsulation line, the ®rst of which is part

of the preceding body part, and the second of which is part of the encapsulation boundary.

Encapsulation boundaries must not appear within the encapsulations, and must be no longer than 70 characters, not counting the two leading hyphens.

The encapsulation boundary following the last body part is a distinguished delimiter that indicates that no further body parts will follow. Such a delimiter is identical to the previous delimiters, with the addition of two more hyphens at the end of the line:

--gc0p4Jq0M2Yt08jU534c0p--

There appears to be room for additional information prior to the ®rst encapsulation boundary and following the ®nal boundary. These areas should generally be left blank, and implementations must iiii ignore anything that appears before the ®rst boundary or after the last one.

MIME Multipurpose Internet Mail Extensions February 1993

NOTE: These "preamble" and "epilogue" areas are generallyiiiiiiii not used because of the lack of proper typing of these parts and the lack of clear semantics for handling these areas at gateways, particularly X.400gateways. However,iiiiiiii iratheriiiii ithaniiii ileaving iiiiii itheiii ipreamble iiiiiiii iareaiiii iblank,iiiii imanyiiiii iMIMEiiiiii iimplementations iiiiiiiiiiiiii ihaveiiii ifoundiiiii ithisiii itoii ibeii iai iconvenient iiiiiiiii iplaceiiiii itoii iinsertiiiii ianii iexplanatory iiiiiiiiii inoteiiii iforiii irecipients iiiiiiii iwhoiiii ireadiiii itheiii imessage iiiiiii iwithiiii ipre-MIME iiiiiiiii isoftware, iiiiiiii isinceiiii isuchiiii inotesiiiii iwilliii ibeiiiignorediiiiiii ibyii iMIME-compliant iiiiiiiiiiiiii isoftware.

iiiiiiii

NOTE: Because encapsulation boundaries must not appear in the body parts being encapsulated, a user agent must exercise care to choose a unique boundary. The boundary in the example above could have been the result of an algorithm designed to produce boundaries with a very low probability of already existing in the data to be encapsulated without having to prescan the data. Alternate algorithms might result in more ’readable’ boundaries for a recipient with an old user agent, but would require more attention to the possibility that the boundary might appear in the encapsulated part. The simplest boundary possible is somethinglike "---", with a closing boundary of "-----".

As a very simple example, the following multipart message has two parts, both of them plain text, one of them explicitly typed and one of them implicitly typed:

From: Nathaniel Borenstein <nsb@bellcore.com> To: Ned Freed <ned@innosoft.com> Subject: Sample message MIME-Version: 1.0 Content-type: multipart/mixed; boundary="simple boundary"

This is the preamble. It is to be ignored, though it is a handy place for mail composers to include an explanatory note to non-MIME conformantiiiiiiiiiiii readers. --simple boundary

This is implicitly typed plain ASCII text. It does NOT end with a linebreak. --simple boundary Content-type: text/plain; charset=us-ascii

This is explicitly typed plain ASCII text. It DOES end with a linebreak.

--simple boundary-- This is the epilogue. It is also to be ignored.

The use of a Content-Type of multipart in a body part within another multipart entity is explicitly allowed. In such cases, for obvious reasons, care must be taken to ensure that each nested multipart entity must use a different boundary delimiter. See Appendix C for an example of nested multipart entities.

The use of the multipart Content-Type with only a single body part may be useful in certain contexts, and is explicitly permitted.

Borenstein & Freed DRAFT - expires 8/1/93 [Page 27]

MIME Multipurpose Internet Mail Extensions February 1993

The only mandatory parameter for the multipart Content-Type is the boundary parameter, which consists of 1 to 70 characters from a set of characters known to be very robust through email gateways, and NOT ending with white space. (If a boundary appears to end with white space, the white space must be presumed to have been added by a gateway, and mustiiii be deleted.) It is formally speci®ed by the following BNF:

boundary := 0*69<bchars> bcharsnospace

bchars := bcharsnospace / " "

bcharsnospace := DIGIT / ALPHA / "’" / "(" / ")" / "+" / "_" / "," / "-" / "." / "/" / ":" / "=" / "?"

Overall, the body of a multipart entity may be speci®ed as follows:

multipart-body := preamble 1*encapsulation close-delimiter epilogue

encapsulation := delimiter body-partiiiiiiiiiiii iCRLFiiiii

delimiter := "--"iiiiii iboundaryiiiiiiiiiii iCRLFiiiii ;iiiitakeniiiiiii ifromiiiiii iContent-Typeiiiiiiiiiiiiiiii ifield.iiiiiiii ;iiiiThere iiiiiii imustiiiiii ibeiiii inoiiii ispaceiiiiiii i

; between "--" and boundary.

close-delimiter := "--"iiiiii iboundaryiiiiiiiiiii i"--"iiiiii iCRLFiiiii ; Again,iiiiiiiii inoiiii ispaceiiiiiii ibyiiii i"--"iiiii,

preamble := discard-text iiiiiiiiiiiiiii ; to be ignored upon receipt.

epilogue := discard-text iiiiiiiiiiiiiii ; to be ignored upon receipt.

discard-text iiiiiiiiiiiiiiii i:=iiii i*[*textiiiiiiiiii iCRLF]iiiiii

body-part = <"message" as defined in RFC 822, with all header fields optional, and with the specified delimiter not occurring anywhere in the message body, either on a line by itself or as a substring anywhere. Note that the semantics of a part differ from the semantics of a message, as described in the text.>

NOTE: Conspicuously missing from the multipart type is a notion of structured, related body parts. In general, it seems premature to try to standardize interpart structure yet. It is recommended that those wishing to provide a more structured or integrated multipart messaging facility should de®ne a subtype of multipart that is syntactically identical, but that always expects the inclusion of a distinguished part that can be used to specifythe structure and integration of the other parts, probably referring to thembytheir Content-ID ®eld. Ifthis approach is used, other implementations will not recognize the newsubtype,but will treat it as the primary subtype (multipart/mixed) and will thus be able to show the user the parts that are recognized.

Borenstein & Freed DRAFT - expires 8/1/93 [Page 28]

MIME Multipurpose Internet Mail Extensions February 1993

7.2.2 TheMultipart/mixed (primary) subtype

The primary subtype for multipart, "mixed", is intended for use when the body parts are independent and intended to be displayed serially. Any multipart subtypes that an implementation does not recognize mustiiii be treated as being of subtype "mixed".

7.2.3 TheMultipart/alternative subtype

The multipart/alternative type is syntactically identical to multipart/mixed, but the semantics are different. In particular, each of the parts is an "alternative" version of the same information. User agents should recognize that the content of the various parts are interchangeable. The user agent should either choose the "best" type based on the user’s environment and preferences, or offer the user the available alternatives. In general, choosing the best type means displaying only the LAST part that can be displayed. This may be used, for example, to send mail in a fancy text format in such a way that it can easily be displayed anywhere:

From: Nathaniel Borenstein <nsb@bellcore.com> To: Ned Freed <ned@innosoft.com> Subject: Formatted text mail MIME-Version: 1.0 Content-Type: multipart/alternative; boundary=boundary42

--boundary42 Content-Type: text/plain; charset=us-ascii

...plain text version of message goes here.... --boundary42 Content-Type: text/richtext

.... richtext version of same message goes here ... --boundary42 Content-Type: text/x-whatever

.... fanciest formatted version of same message goes here ... --boundary42--

In this example, users whose mail system understood the "text/x-whatever" format would see only the fancy version, while other users would see only the richtext or plain text version, depending on the capabilities of their system.

In general, user agents that compose multipart/alternative entities mustiiii place the body parts in increasing order of preference, that is, with the preferred format last. For fancy text, the sending user agent should put the plainest format ®rst and the richest format last. Receiving user agents should pick and display the last format they are capable of displaying. In the case where one of the alternatives is itself of type "multipart" and contains unrecognized sub-parts, the user agent may choose either to show that alternative, an earlier alternative, or both.

MIME Multipurpose Internet Mail Extensions February 1993

NOTE: From an implementor’s perspective, it might seem more sensible to reverse this ordering, and have the plainest alternative last. However, placing the plainest alternative ®rst is the friendliest possible option when multipart/ iiiiiiiialternative entities are viewed using a non-MIME-conformantiiiiiiiiii mail

reader. While this approach does impose some burden on conformantiiiiiiiiii mail readers, interoperability with older mail readers was deemed to be more important in this case.

It may be the case that some user agents, if they can recognize more than one of the formats, will prefer to offer the user the choice of which format to view. This makes sense, for example, if mail includes both a nicely-formatted image version and an easilyedited text version. What is most critical, however, is that the user not automatically be shown multiple versions of the same data. Either the user should be shown the last recognized version or should explicitly be given the choice.

Note iiii ionii itheiii isemantics iiiiiiii iofii iContent-ID iiiiiiiii iinii imultipart/alternative:

iiiiiiiiiiiiiiiii iBecauseiiiiiii ieachiiii ipartiii iofii iai imultipart/alternative iiiiiiiiiiiiiiiii ientityiiiii irepresents iiiiiiii itheiii isameiiii idata,iiii iiti iisii irecommended iiiiiiiiiiii ithatiii ieachiiii ipartiii ishould iiiiii ihaveiiii itheiii isameiiii iContent-ID iiiiiiiii ivalue,iiiii iifii iany.iiii iHowever,iiiiiiiii itii isiii recommended iiiiiiiiiiiii thatiiii thisiii ishould iiiiii inotiii ibeii itheiii isameiiii iContent-ID iiiiiiiii ivalueiiiii ithatiii idescribes iiiiiiii itheiii imultipart/alternative iiiiiiiiiiiiiiiii iasii iai iwhole, iiiiii iifiiithereiiii iisiiianyiii isuchiiii iContent-ID iiiiiiiii i®eld.iiii iThatiiii iis,iiioneiii iContent-ID iiiiiiiii ivalueiiiii iwilliii ireferiiii itoii itheiii imultipart/alternative iiiiiiiiiiiiiiiii ientity,iiiii iwhileiiiii ianotheriiiiiii iContent-IDiiiiiiiii ivalueiiiii iwilliii ireferiiii itoiiianyiii iofiiitheiii ipartsiiii iinside iiiii iit.ii

7.2.4 TheMultipart/digest subtype

This document de®nes a "digest" subtype of the multipart Content-Type. This type is syntactically identical to multipart/mixed, but the semantics are different. In particular, in a digest, the default Content-Type value for a body part is changed from "text/plain" to "message/rfc822". This is done to allow a more readable digest format that is largely compatible (except for the quoting convention) with RFC 934.

A digest in this format might, then, look something like this:

From: Moderator-Address To:iiiii iRecipient-List iiiiiiiiiiiiiiiii

MIME-Version: 1.0 Subject: Internet Digest, volume 42 Content-Type: multipart/digest;

boundary="---- next message ----"

------ next message ----

From: someone-else Subject: my opinion

...body goes here ...

MIME Multipurpose Internet Mail Extensions February 1993

------ next message ----

From: someone-else-again Subject: my different opinion

... another body goes here...

------ next message ------

7.2.5 TheMultipart/parallel subtype

This document de®nes a "parallel" subtype of the multipart Content-Type. This type is syntactically identical to multipart/mixed, but the semantics are different. In particular, in a parallel entity, all of the parts are intended to be presented in parallel, i.e., simultaneously, on hardware and software that are capable of doing so. Composing agents should be aware that many mail readers will lack this capability and will show the parts serially in any event.

7.2.6 iiiiiiOtheriiiii iMultipart iiiiiiii isubtypes iiiiiii

Other iiiii imultipart iiiiiiii isubtypes iiiiiii iareiii iexpected iiiiiii iinii itheiii ifuture.iiiiii iMIMEiiiiii iimplementations iiiiiiiiiiiiii imustiiii iinii igeneral iiiiii itreatiiii iunrecognized iiiiiiiiiii isubtypes iiiiiii iofii imultipart iiiiiiii iasii ibeingiiiii iequivalent iiiiiiiii itoii i"multipart/mixed".

iiiiiiiiiiiiiiii

Theiii iformal iiiiii igrammar iiiiiiii iforiii icontent-type iiiiiiiiii iheaderiiiiii i®eldsiiiii iforiii imultipartiiiiiiii idataiiii iisiiigiveniiiii iby:iii

multipart-type iiiiiiiiiiiiiiiii ii:=iii ii"multipart" iiiiiiiiiiiiii ii"/"iiii iimultipart-subtype iiiiiiiiiiiiiiiiiiiii ii";"iiii ii"boundary" iiiiiiiiiiii ii"="iiii iiboundary iiiiiiiiii

multipart-subtype iiiiiiiiiiiiiiiiiiiiii i:=iiii i"mixed"iiiiiiiiii i/iiii"parallel"iiiiiiiiiiiii i/iiii"digest"iiiiiiiiiii i iiiiiiiiiiiiiiiiiiiiii/ iiii"alternative" iiiiiiiiiiiiiiiii i/iiii"extension-token" iiiiiiiiiiiiiiiiiiiii

MIME Multipurpose Internet Mail Extensions February 1993

7.3 The Message Content-Type

It is frequently desirable, in sending mail, to encapsulate another mail message. For this common operation, a special Content-Type, "message", is de®ned. The primary subtype, message/rfc822, has no required parameters in the Content-Type ®eld. Additional subtypes, "partial" and "External-body", do have required parameters. These subtypes are explained below.

NOTE: It has been suggested that subtypes of message might be de®ned for forwarded or rejected messages. However, forwarded and rejected messages can be handled as multipart messages in which the ®rst part contains any control or descriptive information, and a second part, of type message/rfc822, is the forwarded or rejected message. Composing rejection and forwarding messages in this manner will preserve the type information on the original message and allow it to be correctly presented to the recipient, and hence is strongly encouraged.

As stated in the de®nition of the Content-Transfer-Encoding ®eld, no encoding other than "7bit", "8bit", or "binary" is permitted for messages or parts of type "message". Eveniiii istronger iiiiiii irestrictions iiiiiiiii iapplyiiiii itoii itheiii isubtypeiiiiiii i"message/partial", iiiiiiiiiiiiiii iasii ispeci®ed iiiiiii ibelow.

iiiiii iThe

message header ®elds are always US-ASCII in any case, and data within the body can still be encoded, in which case the Content-Transfer-Encoding header ®eld in the encapsulated message will re¯ect this. Non-ASCII text in the headers of an encapsulated message can be speci®ed using the mechanisms described in [RFC-1342].

Mail gateways, relays, and other mail handling agents are commonly known to alter the top-level header of an RFC 822 message. In particular, they frequently add, remove, or reorder header ®elds. Such alterations are explicitly forbidden for the encapsulated headers embedded in the bodies of messages of type "message."

7.3.1 TheMessage/rfc822 (primary) subtype

A Content-Type of "message/rfc822" indicates that the body contains an encapsulated message, with the syntax of an RFC 822 message. However,iiiiiiii iunlikeiiiii itop-leveliiiiiii iRFCiiii i822iii imessages, iiiiiiii iiti iisii inotiii irequirediiiiiii ithatiii ieachiiii imessage/rfc822 iiiiiiiiiiiii ibodyiiii imustiiii iincludeiiiiii iai i"From",iiiiiii i"Subject", iiiiiiii iandiii iatiiileastiiii ioneiii idestination iiiiiiiii iheader.

iiiiiii

7.3.2 TheMessage/Partial subtype

A subtype of message, "partial", is de®ned in order to allow large objects to be delivered as several separate pieces of mail and automatically reassembled by the receiving user agent. (The concept is similar to IP fragmentation/reassembly in the basic Internet Protocols.) This mechanism can be used when intermediate transport agents limit the size of individual messages that can be sent. Content-Type "message/partial" thus indicates that the body contains a fragment of a larger message.

MIME Multipurpose Internet Mail Extensions February 1993

Three parameters must be speci®ed in the Content-Type ®eld of type message/partial: The ®rst, "id", is a unique identi®er, as close to a world-unique identi®er as possible, to be used to match the parts together. (In general, the identi®er is essentially a message-id; if placed in double quotes, it can be any message-id, in accordance with the BNF for "parameter" given earlier in this speci®cation.) The second, "number", an integer, is the part number, which indicates where this part ®ts into the sequence of fragments. The third, "total", another integer, is the total number of parts. This third sub®eld is required on the ®nal part, and is optional on the earlier parts. Note also that these parameters may be given in any order.

Thus, part 2 of a 3-part message may have either of the following header ®elds:

Content-Type: Message/Partial;

number=2; total=3; id="oc=jpbe0M2Yt4s@thumper.bellcore.com" iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

Content-Type: Message/Partial;

id="oc=jpbe0M2Yt4s@thumper.bellcore.com"; number=2

But part 3 MUST specify the total number of parts:

Content-Type: Message/Partial;

number=3; total=3; id="oc=jpbe0M2Yt4s@thumper.bellcore.com" iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii i

Note that part numbering begins with 1, not 0.

When the parts of a message broken up in this manner are put together, the result is a complete RFC 822 format message, which may have its own Content-Type header ®eld, and thus may contain any other data type.

Message fragmentation and reassembly: The semantics of a reassembled partial message must be those of the "inner" message, rather than of a message containing the inner message. This makes it possible, for example, to send a large audio message as several partial messages, and still have it appear to the recipient as a simple audio message rather than as an encapsulated message containing an audio message. That is, the encapsulation of the message is considered to be "transparent".

When generating and reassembling the parts of a message/partial message, the headers of the encapsulated message must be merged with the headers of the enclosing entities. In this process the following rules must be observed:

(1) All of the headeriiiiii i®eldsiiiii from the initial enclosing entity (part one), except those that start with "Content-" anditheiii ispeci®ciiiiii iheaderiiiiii i®eldsiiiii i"Message-ID", "Encrypted", iiiiiiiiiii iandiii i"MIME-Version", iiiiiiiiiiiiiii must be copied, in

order, to the new message.

MIME Multipurpose Internet Mail Extensions February 1993

(2) Only those headeriiiiii i®eldsiiiii in the enclosed message which start with "Content-" and "Message-ID",ii"Encrypted", iiiiiiiiiii iandiii i"MIME-Version" iiiiiiiiiiiiii must

be appended, in order, to the headeriiiiii i®eldsiiiii of the new message. Any header iiiiii i®eldsiiiii in the enclosed message which do not start with "Content-"

(except for "Message-ID",i i"Encrypted", iiiiiiiiiii iandiii i"MIME-Version" iiiiiiiiiiiiii) will be

ignored.

(3) All of the headeriiiiii i®eldsiiiii from the second and any subsequent messages will be ignored.

For example, if an audio message is broken into two parts, the ®rst part might look something like this:

X-Weird-Header-1: Foo From: Bill@host.com To: joe@otherhost.com Subject: Audio mail Message-ID: <id1@host.com> iiiiiiiiiiiiiiiii

MIME-Version: 1.0 Content-type: message/partial;

id="ABC@host.com"; number=1; total=2

X-Weird-Header-1: Bar X-Weird-Header-2: Hello Message-ID: <anotherid@foo.com> iiiiiiiiiiiiiiiiiiiiiii

MIME-Version:

iiiiiiiiiiiiiiiii i1.0iiii

Content-type: audio/basic Content-transfer-encoding: base64

... first half of encoded audio data goes here...

and the second half might look something like this:

From: Bill@host.com To: joe@otherhost.com Subject: Audio mail MIME-Version: 1.0 Message-ID: <id2@host.com> iiiiiiiiiiiiiiiii

Content-type: message/partial;

id="ABC@host.com"; number=2; total=2

... second half of encoded audio data goes here...

Then, when the fragmented message is reassembled, the resulting message to be displayed to the user should look something like this:

X-Weird-Header-1: Foo

Borenstein & Freed DRAFT - expires 8/1/93 [Page 34]

MIME Multipurpose Internet Mail Extensions February 1993

From: Bill@host.com To: joe@otherhost.com Subject: Audio mail Message-ID: <anotherid@foo.com> iiiiiiiiiiiiiiiiiiiiiii

MIME-Version: 1.0 Content-type: audio/basic Content-transfer-encoding: base64

... first half of encoded audio data goes here... ... second half of encoded audio data goes here...

Note iiii ionii iencoding iiiiiiii iofii iMIMEiiiiii ientitiesiiiiii iencapsulated iiiiiiiiiii iinsideiiiii imessage/partial iiiiiiiiiiiiii ientities:

iiiiiii i iBecause iiiiiii idataiiii iofiiitypeiiii i"message" iiiiiiiii imayiiii ineveriiiii ibeiiiencodediiiiiii iiniiibase64iiiiii ioriiiquoted-printable, iiiiiiiiiiiiii iai iproblem iiiiiii imightiiiii iariseiiii iifii imessage/partial iiiiiiiiiiiii ientitiesiiiiii iareiii iconstructed iiiiiiiiii iinii ianii ienvironment iiiiiiiiii ithatiii isupports iiiiiii ibinary iiiii iorii i8-bitiiiii transport.

iiiiiiii iiTheiiii problem iiiiiiii isiii thatiiii theiiii binaryiiiiii dataiiiii wouldiiiiii beiii splitiiii iintoiii imultiple iiiiiii imessage/partial iiiiiiiiiiiii iobjects, iiiiiii ieachiiii iofii ithemiiii irequiring iiiiiiii ibinaryiiiii itransport.

iiiiiiii iIfii isuchiiii iobjects iiiiii iwereiiii iencountered iiiiiiiiii iatiiiaiigateway iiiiiii iintoiii iaii7-bitiiii itransport iiiiiii ienvironment, iiiiiiiiiii ithereiiii iwouldiiiii ibeii inoii iwayiiii itoii iproperly iiiiiii iencode iiiiii ithemiiii iforiii itheiii i7-bitiiii iworld,iiiiii iasideiiii ifromiiii iwaitingiiiiii iforiii iallii iofii itheiii iparts, iiiii ireassembling iiiiiiiiiii itheiiii message, iiiiiiiii andiiii theniiiii encoding iiiiiiiii theiiii reassembled iiiiiiiiii idataiiiii iniii base64iiiiiii orii iquoted-printable.

iiiiiiiiiiiiii iSinceiiiii iiti iisii ipossibleiiiiiii ithatiii idifferentiiiiiii ipartsiiii imightiiiii igoii ithroughiiiiiii idifferentiiiiiii igateways, iiiiiiii ieveniiii ithisiii iisii inotiii ianii iacceptable iiiiiiiii isolution.

iiiiiii iForiii ithisiii ireason,iiiiii iiti iisii ispeci®ediiiiiii ithatiii iMIME iiiiii ientities iiiiii iofiiitypeiiii imessage/partial iiiiiiiiiiiii imustiiii ialwaysiiiiii ihaveiiii iaiicontent-transfer-encoding iiiiiiiiiiiiiiiiiiiii iofii i7-bitiiii i(theiii idefault).

iiiiiii iInii iparticular, iiiiiiiii ieveniiii iinii ienvironments iiiiiiiiiii ithatiii isupportiiiiii ibinaryiiiii iorii i8-bitiiii itransport, iiiiiiii itheiii iuseiii iofii iai icontent-transfer-encoding iiiiiiiiiiiiiiiiiiiii iofii i"8bit"iiiii iorii i"binary’iiiiiii iisii iexplicitlyiiiiiiii iprohibited iiiiiiiii iforiii ientitiesiiiiii iofiiitypeiiii imessage/partial.

iiiiiiiiiiiiii

It should be noted that, because some message transfer agents may choose to automatically fragment large messages, and because such agents may use different fragmentation thresholds, it is possible that the pieces of a partial message, upon reassembly, may prove themselves to comprise a partial message. This is explicitly permitted.

It should also be noted that the inclusion of a "References" ®eld in the headers of the second and subsequent pieces of a fragmented message that references the Message-Id on the previous piece may be of bene®t to mail readers that understand and track references. However, the generation of such "References" ®elds is entirely optional.

Finally, iiiiiii iitiishould iiiiii ibeiiinotediiiii ithatiii itheiii i"Encrypted" iiiiiiiiii iheaderiiiiii i®eldiiii ihasiii ibeeniiii imadeiiiii iobsoleteiiiiiii ibyii iPrivacy iiiiii iEnhanced iiiiiiii iMessaging iiiiiiiii i(PEM), iiiiiii butiii itheiii irulesiiii iaboveiiiii iareiii ibelievediiiiiii itoii idescribeiiiiiii itheiii icorrect iiiiii iwayiiii itoii itreatiiii iiti iifii iiti iisii iencountered iiiiiiiiii iinii itheiii icontextiiiiii iofii iconversion iiiiiiiii itoii iandiii ifromiiii imessage/partial iiiiiiiiiiiii ifragments.

iiiiiiiii

7.3.3 TheMessage/External-Body subtype

The external-body subtype indicates that the actual body data are not included, but merely referenced. In this case, the parameters describe a mechanism for accessing the external data.

MIME Multipurpose Internet Mail Extensions February 1993

When a bodyiiii is of type "message/external-body", it consists of a header, two consecutive CRLFs, and the message header for the encapsulated message. If another pair of consecutive CRLFs appears, this of course ends the message header for the encapsulated message. However, since the encapsulated message’s body is itself external, it does NOT appear in the area that follows. For example, consider the following message:

Content-type: message/external-body; access-type=local-file;

name="/u/nsb/Me.gif" iiiiiiiiiiiiiiiiii

Content-type: image/gif

THIS IS NOT REALLY THE BODY!

The area at the end, which might be called the "phantom body", is ignored for most external-body messages. However, it may be used to contain auxiliaryiiiiiii information for some such messages, as indeed it is when the access-type is "mail-server". Of the access-types de®ned by this document, the phantom body is used only when the accesstype is "mail-server". In all other cases, the phantom body is ignored.

The only always-mandatory parameter for message/external-body is "access-type"; all of the other parameters may be mandatory or optional depending on the value of accesstype.

ACCESS-TYPE -- Aii icase-insensitive iiiiiiiiiiiii iword,iiiii iindicating iiiiiiii itheiii isupported iiiiiiii iaccess iiiii imechanism iiiiiiiii by which the ®le or data may be obtained. Values

include, but are not limited to, "FTP", "ANON-FTP", "TFTP", "AFS", "LOCAL-FILE", and "MAIL-SERVER". Future values, except for experimental values beginning with "X-", must be registered with IANA, as described in Appendix E .

In addition, the following three parameters are optional for ALL access-types:

EXPIRATION -- The date (in the RFC 822 "date-time" syntax, as extended by RFC 1123 to permit 4 digits in the date ®eld) after which the existence of the external data is not guaranteed.

SIZE -- The size (in octets) of the data. The intent of this parameter is to help the recipient decide whether or not to expend the necessary resources to retrieve the external data.

PERMISSION -- A ®eld that indicates whether or not it is expected that clients might also attempt to overwrite the data. By default, or if permission is "read", the assumption is that they are not, and that if the data is retrieved once, it is never needed again. If PERMISSION is "readwrite", this assumption is invalid, and any local copy must be considered no more than a cache. "Read" and "Read-write" are the only de®ned values of permission.

MIME Multipurpose Internet Mail Extensions February 1993

The precise semantics of the access-types de®ned here are described in the sections that follow. ALL iiii imessage/external-body iiiiiiiiiiiiiiiiiii ientitiesiiiiii iMUSTiiiiii iincludeiiiiii iaiiContent-IDiiiiiiiii iheaderiiiiii i®eldiiii itoiiigiveiiii iai iunique iiiiii iidenti®er iiiiiiii ibyii iwhichiiiii itoiiireference iiiiiiii itheiii idata.iiii iThisiiii iidenti®eriiiiiiii imayiiii ibeiiiusediiii iforiii icachingiiiiiii imechanisms, iiiiiiiiiii iandiii iforiii irecognizing iiiiiiiiii itheiii ireceiptiiiiii iofiiitheiii idataiiii iwheniiiii itheiii iaccess-typeiiiiiiiiii iisii i"mail-

server".

iiiiiiiiiiii

7.3.3.1 The"ftp" and "tftp" access-types

An access-type of FTP or TFTP indicates that the message body is accessible as a ®le using the FTP [RFC-959] or TFTP [RFC-783] protocols, respectively. For these accesstypes, the following additional parameters are mandatory:

NAME -- The name of the ®le that contains the actual body data.

SITE -- A machine from which the ®le may be obtained, using the given protocol.iiThisiiii imustiiii ibeiiiaiifullyiiii iquali®ediiiiiii idomainiiiiii iname,iiiii inotiii iaiinickname.iiiiiiiii

Before anyiii data areiii retrieved, using FTPiiii, the user will generally need to be asked to provide a login id and a password for the machine named by the site parameter. Foriii isecurity iiiiiii ireasons, iiiiiii isuchiiii ianiiiidii iandiii ipassword iiiiiiii iareiii inotiii ispeci®ed iiiiiii iasii icontent-type iiiiiiiiii iparameters, iiiiiiiiii ibutiii imustiiii ibeiiiobtained iiiiiii ifromiiii itheiii iuser.iiii

In addition, the following optional parameters may also appear when the access-type is FTP or ANON-FTP:

DIRECTORY -- A directory from which the data named by NAME should be retrieved. MODE -- A transfer mode for retrieving the information, e.g. "image",ii iwithiiii ivalues iiiii iasii ispeci®ed iiiiiii ibyii itheiii iFTPiiii iandiii iTFTPiiiii iprotocolsiiiiiiii i[RFC-783]iiiiiiiii i[RFC-959].

iiiiiiiiii IfiiiMODEiiiiii iisiiinotiii ispeci®ed,iiiiiiii iaiidefaultiiiiii imodeiiiii iofiii"ASCII"iiiiiii iisiiitoiiibeii iassumed.

iiiiiiii

7.3.3.2 The"anon-ftp" access-type

The "anon-ftp" access-type is identical to the "ftp" access type, except that the user need not be asked to provide a name and password for the speci®ed site. Instead, the ftp protocol will be used with login "anonymous" and a password that corresponds to the user’s email address.

7.3.3.3 The"local-®le" and "afs" access-types

An access-type of "local-®le" indicates that the actual body is accessible as a ®le on the local machine. An access-type of "afs" indicates that the ®le is accessible via the global AFS ®le system. In both cases, only a single parameter is required:

MIME Multipurpose Internet Mail Extensions February 1993

NAME -- The name of the ®le that contains the actual body data.

The following optional parameter may be used to describe the locality of reference for the data, that is, the site or sites at which the ®le is expected to be visible:

SITE -- A domain speci®er for a machine or set of machines that are known to have access to the data ®le. Asterisks may be used for wildcard matching to a part of a domain name, such as "*.bellcore.com", to indicate a set of machines on which the data should be directly visible, while a single asterisk may be used to indicate a ®le that is expected to be universally available, e.g., via a global ®le system.

7.3.3.4 The"mail-server" access-type

The "mail-server" access-type indicates that the actual body is available from a mail server. The mandatory parameter for this access-type is:

SERVER -- The email address of the mail server from which the actual body data can be obtained.

Because mail servers accept a variety of syntaxes, some of which is multiline, the full command to be sent to a mail server is not included as a parameter on the content-type line. Instead, it is provided as the "phantom body" when the content-type is message/external-body and the access-type is mail-server.

Aniii ioptional iiiiiii iparameter iiiiiiii iforiii ithisiii iaccess-type iiiiiiiiii iis:ii

SUBJECT iiiiiiiii i--ii iTheiii isubjectiiiiii ithatiii iisii itoii ibeii iusediiii iinii itheiii imailiiii ithatiii iisii isentiiii itoii iobtain iiiii itheiii idata.iiii iNoteiiii ithatiii ikeyingiiiiii imailiiii iserversiiiiii ionii iSubjectiiiiii ilinesiiii iisii iNOTiiii irecommended, iiiiiiiiiiii ibutiii isuchiiii imailiiii iserversiiiiii iareiii iknowniiiiii itoiiiexist.iiiii

Note that MIME does not de®ne a mail server syntax. Rather, it allows the inclusion of arbitrary mail server commands in the phantom body. Implementations mustiiii include the phantom body in the body of the message it sends to the mail server address to retrieve the relevant data.

Itiiiisiiiworth iiiii inoting iiiii ithat,iiii iunlikeiiiii iotheriiii iaccess-types, iiiiiiiiiii imail-server iiiiiiiii iaccessiiiii iisiiiasynchronous iiiiiiiiiii iandiii iwilliii ihappen iiiiii iatii ianii iunpredictable iiiiiiiiiii itimeiiii iinii itheiii ifuture.iiiiii iForiii ithisiii ireason,iiiiii iiti iisii iimportantiiiiiiii ithatiii ithere iiii ibeii iaiimechanism iiiiiiiii ibyii iwhichiiiii itheiii ireturnediiiiiii idataiiii icaniii ibeii imatchediiiiiii iupii iwithiiii itheiii ioriginaliiiiiii imessage/external-body iiiiiiiiiiiiiiiiiii ientity.iiiii iMIMEiiiiii imailserversiiiiiiiiii imustiiii iuseiii itheiii isameiiii iContent-IDiiiiiiiii i®eldiiii ionii itheiii ireturned iiiiiii imessage iiiiiii ithatiii iwasiii iusediiii iinii itheiii ioriginaliiiiiii imessage/external-body iiiiiiiiiiiiiiiiiii ientity,iiiii itoii ifacilitate iiiiiii isuchiiii imatching.

iiiiiiii

MIME Multipurpose Internet Mail Extensions February 1993

7.3.3.5 Examples and Further Explanations

With the emerging possibility of very wide-area ®le systems, it becomes very hard to know in advance the set of machines where a ®le will and will not be accessible directly from the ®le system. Therefore it may make sense to provide both a ®le name, to be tried directly, and the name of one or more sites from which the ®le is known to be accessible. An implementation can try to retrieve remote ®les using FTP or any other protocol, using anonymous ®le retrieval or prompting the user for the necessary name and password. If an external body is accessible via multiple mechanisms, the sender may include multiple parts of type message/external-body within an entity of type multipart/alternative.

However, the external-body mechanism is not intended to be limited to ®le retrieval, as shown by the mail-server access-type. Beyond this, one can imagine, for example, using a video server for external references to video clips.

If an entity is of type "message/external-body", then the body of the entity will contain the header ®elds of the encapsulated message. The body itself is to be found in the external location. This means that if the body of the "message/external-body" message contains two consecutive CRLFs, everything after those pairs is NOT part of the message itself. For most message/external-body messages, this trailing area must simply be ignored. However, it is a convenient place for additional data that cannot be included in the content-type header ®eld. In particular, if the "access-type" value is "mail-server", then the trailing area must contain commands to be sent to the mail server at the address given by NAME@SERVER iiiiiiii, where NAME and SERVERiiiiiiii are the values of the NAME

and SERVER iiiiiiii parameters, respectively.

The embedded message header ®elds which appear in the body of the message/externalbody data can be used to declare the Content-type of the external body. Thus a complete message/external-body message, referring to a document in PostScript format, might look like this:

From: Whomever To:iiiii iSomeone iiiiiiiii

Subject: whatever MIME-Version: 1.0 Message-ID: <id1@host.com> iiiiiiiiiiiiiiiii

Content-Type: multipart/alternative; boundary=42

--42 Content-Type: message/external-body;

name="BodyFormats.ps"; site="thumper.bellcore.com"; access-type=ANON-FTP; directory="pub"; mode="image";

MIME Multipurpose Internet Mail Extensions February 1993

expiration="Fri, 14 Jun 1991 19:13:14 -0400 (EDT)"

Content-type: application/postscript

--42 Content-Type: message/external-body;

name="/u/nsb/writing/rfcs/RFC-MIME iiiii.ps"; site="thumper.bellcore.com"; access-type=AFS expiration="Fri, 14 Jun 1991 19:13:14 -0400 (EDT)"

Content-type: application/postscript

--42 Content-Type: message/external-body;

access-type=mail-server server="listserv@bogus.bitnet"; expiration="Fri, 14 Jun 1991 19:13:14 -0400 (EDT)"

Content-type: application/postscript

get RFC-MIME.DOC iiiiiiiiiiiiiii

--42--

Like the message/partial type, the message/external-body type is intended to be transparent, that is, to convey the data type in the external body rather than to convey a message with a body of that type. Thus the headers on the outer and inner parts must be merged using the same rules as for message/partial. In particular, this means that the Content-type header is overridden, but the From and Subject headers are preserved.

Note that since the external bodies are not transported as mail, they need not conform to the 7-bit and line length requirements, but might in fact be binary ®les. Thus a Content- Transfer-Encoding is not generally necessary, though it is permitted.

Note that the body of a message of type "message/external-body" is governed by the basic syntax for an RFC 822 message. In particular, anything before the ®rst consecutive pair of CRLFs is header information, while anything after it is body information, which is ignored for most access-types.

Theiii iformal iiiiii igrammar iiiiiiii iforiii icontent-type iiiiiiiiii iheaderiiiiii i®eldsiiiii iforiii idataiiii iofiiitypeiiii imessageiiiiiii iisiiigiveniiiii iby:iii

message-type iiiiiiiiiiiiiiii i:=iiii i"message" iiiiiiiiiiii i"/"iiiii imessage-subtype iiiiiiiiiiiiiiiiii

message-subtype iiiiiiiiiiiiiiiiiii i:=iiii i"rfc822"iiiiiiiiii iiiiiiiiiiiiiiiiiiiiiii/ iiii"partial"iiiiiiiiiiii i2#3partial-param iiiiiiiiiiiiiiiiiiiii i iiiiiiiiiiiiiiiiiiiiii/ iiii"external-body" iiiiiiiiiiiiiiiiiii i1*external-param iiiiiiiiiiiiiiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiiiextension-token iiiiiiiiiiiiiiiiii

partial-param iiiiiiiiiiiiiiiii i:=iiiiiiiiiiiiiii(";" iiiiii i"id"iiiiii i"="iiiii ivalue)iiiiiiii

Borenstein & Freed DRAFT - expires 8/1/93 [Page 40]

MIME Multipurpose Internet Mail Extensions February 1993

iiiiiiiiiiiiiiiiiiiiii/ iiiii(";"iiiiii i"number"iiiiiiiiiii i"="iiiii i1*DIGIT)iiiiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiiii(";"iiiiii i"total"iiiiiiiiii i"="iiiii i1*DIGIT)iiiiiiiiii iiiiiiiiiiiiiii; iiiiidiiii i&iiiinumberiiiiiiiii irequired;iiiiiiiiiiii itotaliiiiiii irequirediiiiiiiiiii iforiiiii ilastiiiiii ipartiiiii

external-param iiiiiiiiiiiiiiiiii i:=iiii iiiiiiiiii(";" iiiiii i"access-type" iiiiiiiiiiiiiiiii i"="iiiii iatype)iiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiii(";"iiiiii i"expiration" iiiiiiiiiiiiiiii i"="iiiii idate-time) iiiiiiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiii(";"iiiiii i"size"iiiiiiiii i"="iiiii i1*DIGIT)iiiiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiii(";"iiiiii i"permission" iiiiiiiiiiiiiiii i"="iiiii i("read"iiiiiiiiii i/iiii"read-write")) iiiiiiiiiiiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiii(";"iiiiii i"name"iiiiiiiii i"="iiiii iivalue)iiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiii(";"iiiiii i"site"iiiiiiiii i"="iiiii ivalue)iiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiii(";"iiiiii i"dir"iiiiiii i"="iiiii ivalue)iiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiii(";"iiiiii i"mode"iiiiiiiii i"="iiiii ivalue)iiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiii(";"iiiiii i"server"iiiiiiiiiii i"="iiiii ivalue)iiiiiiii iiiiiiiiiiiiiii; iiiiaccess-type iiiiiiiiiiiiiii irequired;

iiiiiiiiiiii iothersiiiiiiiii irequirediiiiiiiiiii ibasediiiiiii ioniiii iaccess-typeiiiiiiiiiiiiii

atype iiiiiii i:=iiii i"ftp"iiiiiii i/iiii"anon-ftp" iiiiiiiiiiiii i/iiii"tftp"iiiiiiiii i/iiii"local-file"iiiiiiiiiiiiiiii i iiiiiiiiiiiiiiiiiiiiii/ iiii"afs"iiiiiii i/iiii"mail-server" iiiiiiiiiiiiiiiii i/iiiiextension-token iiiiiiiiiiiiiiiiii

Borenstein & Freed DRAFT - expires 8/1/93 [Page 41]

MIME Multipurpose Internet Mail Extensions February 1993

7.4 The Application Content-Type

The "application" Content-Type is to be used for data which do not ®t in any of the other categories, and particularly for data to be processed by mail-based uses of application programs. This is information which must be processed by an application before it is viewable or usable to a user. Expected uses for Content-Type application include mailbased ®le transfer, spreadsheets, data for mail-based scheduling systems, and languages for "active" (computational) email. (The latter, in particular, can pose security problems which mustiiii be understood by implementors, and are considered in detail in the discussion of the application/PostScript content-type.)

For example, a meeting scheduler might de®ne a standard representation for information about proposed meeting dates. An intelligent user agent would use this information to conduct a dialog with the user, and might then send further mail based on that dialog. More generally, there have been several "active" messaging languages developed in which programs in a suitably specialized language are sent through the mail and automatically run in the recipient’s environment.

Such applications may be de®ned as subtypes of the "application" Content-Type. This document de®nes twoiii isubtypes:

iiiiiiii ioctet-stream, iiiiiiiiiii iandiii iPostScript.

iiiiiiiii

In general, the subtype of application will often be the name of the application for which the data are intended. This does not mean, however, that any application program name may be used freely as a subtype of application. Such usages (otheriiiii ithaniiii isubtypesiiiiiii ibeginning iiiiiiii iwithiiii i"x-")iiii must be registered with IANA, as described in Appendix E.

7.4.1 TheApplication/Octet-Stream(primary) subtype

The primary subtype of application, "octet-stream", may be used to indicate that a body contains binary data. The set of possible parameters includes, but is not limited to:

TYPE -- the general type or category of binary data. This is intended as information for the human recipient rather than for any automatic processing.

PADDING -- the number of bits of padding that were appended to the bitstream comprising the actual contents to produce the enclosed byteoriented data. This is useful for enclosing a bitstream in a body when the total number of bits is not a multiple of the byte size.

Aniii iadditional iiiiiiii iparameter, iiiiiiiii i"conversions", iiiiiiiiiiii iwasiii ide®nediiiiii iinii i[RFC-1341] iiiiiiiiii ibutiii ihasiii ibeeniiii iremoved.

iiiiiiii

NOTE:

iiiiii iRFCiiii i1341iiii ialsoiiii ide®nediiiiii itheiii iuseiii iofii iai i"NAME"iiiiiii iparameteriiiiiiiii iwhichiiiii iwasiii iidentical iiiiiii iwithiiii itheiii iglobaliiiii i"FILENAME" iiiiiiiiiiii iparameter iiiiiiiii ide®ned iiiiii iiniiithisiii idocument.

iiiiiiiii iItiiiisii irecommended iiiiiiiiiiii ithatiii iimplementations iiiiiiiiiiiiii itreatiiii i"NAME" iiiiiii iasii iai isynonym iiiiiii iforiii i"FILENAME" iiiiiiiiiiii iifi iiti iisii iencountered.

iiiiiiiiiii iHowever, iiiiiiii iimplementations iiiiiiiiiiiiii imustiiii igenerateiiiiiii

MIME Multipurpose Internet Mail Extensions February 1993

i"FILENAME" iiiiiiiiiiii iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiratherÜ ithaniiii i"NAME", iiiiiiii iandiii ipreference iiiiiiiii imustiiii ibeiiigiveniiiii itoiii"FILENAME" iiiiiiiiiiii iifiibothiiii iparameters iiiiiiiii iappear iiiiii ionii iaiireceived iiiiiii imessage.

iiiiiiii

The recommended action for an implementation that receives application/octet-stream mail is to simply offer to put the data in a ®le, with any Content-Transfer-Encoding undone, or perhaps to use it as input to a user-speci®ed process.

To reduce the danger of transmitting rogue programs through the mail, it is strongly recommended that implementations NOT implement a path-search mechanism whereby an arbitrary program named in the Content-Type parameter (e.g., an "interpreter=" parameter) is found and executed using the mail body as input.

7.4.2 TheApplication/PostScript subtype

Aii iContent-Type iiiiiiiiiii iofii i"application/postscript" iiiiiiiiiiiiiiiiiii iindicatesiiiiiii iai iPostScriptiiiiiiiii iprogram.iiiiiiii iCurrentlyiiiiiiii itwoiii ivariants iiiiiii iofii itheiii iPostScript iiiiiiiii ilanguage iiiiiiii iareiii iallowed;

iiiiiii itheiii ioriginal iiiiiii ileveliiii i1i ivariantiiiiii iisii idescribed iiiiiiii iinii i[POSTSCRIPT] iiiiiiiiiiiii iandiii itheiii imoreiiii irecentiiiii ileveliiii i2i ivariantiiiiii iisii idescribediiiiiiii iinii i[POSTSCRIPT2].

iiiiiiiiiiiiiii

Theiii iPostScript iiiiiiiii ilanguage iiiiiiii ide®nition iiiiiiii iprovides iiiiiii ifacilities iiiiiii iforiii iinternal iiiiii ilabelling iiiiiii iofiiitheiii ispeci®ciiiiii ilanguage iiiiiiii ifeatures iiiiiii iaiigiveniiiii iprogram iiiiiii iuses.iiii iThisiiii ilabelling, iiiiiiii icallediiiii itheiii iPostScript iiiiiiiii idocument iiiiiiii istructuring iiiiiiiii iconventions, iiiiiiiiiii iisiiiveryiiii igeneraliiiiii iandiii iprovidesiiiiiii isubstantially iiiiiiiiii imoreiiii iinformation iiiiiiiiii ithaniiii ijustiii itheiii ilanguage iiiiiiii ilevel.iiiii iTheiii iuseiii iofiiidocument iiiiiiii istructuring iiiiiiiii iconventions, iiiiiiiiiii iwhileiiiii inotiii irequired, iiiiiiii iisii istrongly iiiiiii irecommended iiiiiiiiiiii iasii ianii iaidiii itoii iinteroperability.

iiiiiiiiiiiii iDocuments iiiiiiiii iwhichiiiii ilackiiii iproperiiiiii istructuring iiiiiiiii iconventions iiiiiiiiii icannotiiiiii ibeiiitestediiiii itoiiiseeiii iwhetheriiiiiii ioriiinotiii itheyiiii iwilliii iworkiiii iiniiiaiigiveniiiii ienvironment.

iiiiiiiiiii iAsiii isuch,iiiii isomeiiiii isystemsiiiiiii imayiiii iassumeiiiiii itheiii iworstiiiii iandiii irefuseiiiii itoii iprocessiiiiii iunstructured iiiiiiiiii idocuments.

iiiiiiiiii

The execution of general-purpose PostScript interpreters entails serious security risks, and implementors are discouraged from simply sending PostScript email bodies to "off-the-shelf" interpreters. While it is usually safe to send PostScript to a printer, where the potential for harm is greatly constrained, implementors should consider all of the following before they add interactive display of PostScript bodies to their mail readers.

The remainder of this section outlines some, though probably not all, of the possible problems with sending PostScript through the mail.

Dangerous operations in the PostScript language include, but may not be limited to, the PostScript operators delete®le, rename®le, ®lenameforall, and ®le. File is only dangerous when applied to something other than standard input or output. Implementations may also de®ne additional nonstandard ®le operators; these may also pose a threat to security. Filenameforall, the wildcard ®le search operator, may appear at ®rst glance to be harmless. Note, however, that this operator has the potential to reveal

MIME Multipurpose Internet Mail Extensions February 1993

information about what ®les the recipient has access to, and this information may itself be sensitive. Message senders should avoid the use of potentially dangerous ®le operators, since these operators are quite likely to be unavailable in secure PostScript implementations. Message-receiving and -displaying software should either completely disable all potentially dangerous ®le operators or take special care not to delegate any special authority to their operation. These operators should be viewed as being done by an outside agency when interpreting PostScript documents. Such disabling and/or checking should be done completely outside of the reach of the PostScript language itself; care should be taken to insure that no method exists for reenabling full-function versions of these operators.

The PostScript language provides facilities for exiting the normal interpreter, or server, loop. Changes made in this "outer" environment are customarily retained across documents, and may in some cases be retained semipermanently in nonvolatile memory. The operators associated with exiting the interpreter loop have the potential to interfere with subsequent document processing. As such, their unrestrained use constitutes a threat of service denial. PostScript operators that exit the interpreter loop include, but may not be limited to, the exitserver and startjob operators. Message-sending software should not generate PostScript that depends on exiting the interpreter loop to operate. The ability to exit will probably be unavailable in secure PostScript implementations. Messagereceiving and -displaying software should, if possible, disable the ability to make retained changes to the PostScript environment. Eliminate the startjob and exitserver commands. If these commands cannot be eliminated, at least set the password associated with them to a hard-to-guess value.

PostScript provides operators for setting system-wide and device-speci®c parameters. These parameter settings may be retained across jobs and may potentially pose a threat to the correct operation of the interpreter. The PostScript operators that set system and device parameters include, but may not be limited to, the setsystemparams and setdevparams operators. Message-sending software should not generate PostScript that depends on the setting of system or device parameters to operate correctly. The ability to set these parameters will probably be unavailable in secure PostScript implementations. Message-receiving and -displaying software should, if possible, disable the ability to change system and device parameters. If these operators cannot be disabled, at least set the password associated with them to a hard-to-guess value.

Some PostScript implementations provide nonstandard facilities for the direct loading and execution of machine code. Such facilities are quite obviously open to substantial abuse. Message-sending software should not make use of such features. Besides being totally hardware-speci®c, they are also likely to be unavailable in secure implementations of PostScript. Message-receiving and -displaying software should not allow such operators to be used if they exist.

PostScript is an extensible language, and many, if not most, implementations of it provide a number of their own extensions. This document does not deal with such extensions explicitly since they constitute an unknown factor. Message-sending software should not make use of nonstandard extensions; they are likely to be missing from some

MIME Multipurpose Internet Mail Extensions February 1993

implementations. Message-receiving and -displaying software should make sure that any nonstandard PostScript operators are secure and don’t present any kind of threat.

It is possible to write PostScript that consumes huge amounts of various system resources. It is also possible to write PostScript programs that loop in®nitely. Both types of programs have the potential to cause damage if sent to unsuspecting recipients. Message-sending software should avoid the construction and dissemination of such programs, which is antisocial. Message-receiving and -displaying software should provide appropriate mechanisms to abort processing of a document after a reasonable amount of time has elapsed. In addition, PostScript interpreters should be limited to the consumption of only a reasonable amount of any given system resource.

Finally, bugs may exist in some PostScript interpreters which could possibly be exploited to gain unauthorized access to a recipient’s system. Apart from noting this possibility, there is no speci®c action to take to prevent this, apart from the timely correction of such bugs if any are found.

7.4.3 iiiiiiOtheriiiii iApplication iiiiiiiiii isubtypes iiiiiii

Itii iisii iexpected iiiiiii ithatiii imanyiiiii iotheriiii isubtypesiiiiiii iofii iapplicationiiiiiiiii iwilliii ibeii ide®nediiiiii iinii itheiii ifuture.iiiiii iMIME iiiiii iimplementations iiiiiiiiiiiiii imustiiii igenerally iiiiiiii itreatiiii ianyiii iunrecognized iiiiiiiiiii isubtypes iiiiiii iasii ibeingiiiii iequivalent iiiiiiiii itoiiiapplication/octet-stream.

iiiiiiiiiiiiiiiiiiii

Theiii iformal iiiiii igrammar iiiiiiii iforiii icontent-type iiiiiiiiii iheaderiiiiii i®eldsiiiii iforiii iapplication iiiiiiiii idataiiii iisiiigiveniiiii iby:iii

application-type iiiiiiiiiiiiiiiiiiiii i:=iiii ii"application" iiiiiiiiiiiiiiiii i"/"iiiii iapplication-subtype iiiiiiiiiiiiiiiiiiiiiii

application-subtype iiiiiiiiiiiiiiiiiiiiiiii i:=iiii i("octet-stream" iiiiiiiiiiiiiiiiiii i*stream)iiiiiiiiiii i iiiiiiiiiiiiiiiiiiiiiiiiiiiii/ iiii"postscript"iiiiiiiiiiiiiiii i/iiiiextension-tokeniiiiiiiiiiiiiiiiii

stream iiiiiiiii i:=iiii iii[";"iiiiii i"name"iiiiiiiii i"="iiiii ivalue]iiiiiiii iiiiiiiiiiiiiii[";" iiiiii itypeiiiiii i"="iiiii ivalue]iiiiiiii iiiiiiiiiiiiiii[";" iiiiii ipaddingiiiiiiiiii i"="iiiii ipadding]iiiiiiiiii

padding iiiiiiiiii i:=iiii i"0"iiiii i/iiii"1"iiiii i/iiiii"2"iiiii i/iiiii"3"iiiii i/iiii"4"iiiii i/iiii"5"iiiii i/iiii"6"iiiii i/iiii"7"iiii

MIME Multipurpose Internet Mail Extensions February 1993

7.5 The Image Content-Type

A Content-Type of "image" indicates that the bodyiiii icontainiiiiii s an image. The subtype names the speci®c image format. These names are case insensitive. Two initial subtypes are "jpeg" for the JPEG format, JFIF encoding, and "gif" for GIF format [GIF].

The list of image subtypes given here is neither exclusive nor exhaustive, and is expected to grow as more types are registered with IANA, as described in Appendix E.

Theiii iformal iiiiii igrammar iiiiiiii iforiii itheiii icontent-type iiiiiiiiii iheaderiiiiii i®eldiiii iforiii idataiiii iofiiitypeiiii iimageiiiii iisiiigiveniiiii iby:iii i image-type iiiiiiiiiiiii i:=iiii i"image"iiiiiiiiii i"/"iiiii i("gif"iiiiiiiii i/iiii"jpeg"iiiiiiiii i/iiiiextension-token)iiiiiiiiiiiiiiiiiiii

7.6 The Audio Content-Type

A Content-Type of "audio" indicates that the body contains audio data. Although there is not yet a consensus on an "ideal" audio format for use with computers, there is a pressing need for a format capable of providing interoperable behavior.

The initial subtype of "basic" is speci®ed to meet this requirement by providing an absolutely minimal lowest common denominator audio format. It is expected that richer formats for higher quality and/or lower bandwidth audio will be de®ned by a later document.

The content of the "audio/basic" subtype is audio encoded using 8-bit ISDN mu-lawiiiiii [PCM]. When this subtype is present, a sample rate of 8000 Hz and a single channel is assumed.

Theiii iformal iiiiii igrammar iiiiiiii iforiii itheiii icontent-type iiiiiiiiii iheaderiiiiii i®eldiiii iforiii idataiiii iofiiitypeiiii iaudioiiiii iisiiigiveniiiii iby:iiii

audio-type iiiiiiiiiiiii i:=iiii i"audio"iiiiiiiiii i"/"iiiii i("basic"iiiiiiiiiii i/iiiiextension-token) iiiiiiiiiiiiiiiiiiii

7.7 The Video Content-Type

A Content-Type of "video" indicates that the body contains a time-varying-picture image, possibly with color and coordinated sound. The term "video" is used extremely generically, rather than with reference to any particular technology or format, and is not meant to preclude subtypes such as animated drawings encoded compactly. The subtype "mpeg" refers to video coded according to the MPEG standard [MPEG].

Note that although in general this document strongly discourages the mixing of multiple media in a single body, it is recognized that many so-called "video" formats include a representation for synchronized audio, and this is explicitly permitted for subtypes of "video".

MIME Multipurpose Internet Mail Extensions February 1993

Theiii iformal iiiiii igrammar iiiiiiii iforiii itheiii icontent-type iiiiiiiiii iheaderiiiiii i®eldiiii iforiii idataiiii iofiiitypeiiii ivideoiiiii iisiiigiveniiiii iby:iiii

video-type iiiiiiiiiiiii i:=iiii i"video"iiiiiiiiii i"/"iiiii i("mpeg"iiiiiiiiii i/iiiiextension-token) iiiiiiiiiiiiiiiiiiii

7.8 Experimental Content-Type Values

A Content-Type value beginning with the characters "X-" is a private value, to be used by consenting mail systems by mutual agreement. Any format without a rigorous and public de®nition must be named with an "X-" pre®x, and publicly speci®ed values shall never begin with "X-". (Older versions of the widely-used Andrew system use the "X- BE2" name, so new systems should probably choose a different name.)

In general, the use of "X-" top-level types is strongly discouraged. Implementors should invent subtypes of the existing types whenever possible. The invention of new types is intended to be restricted primarily to the development of new media types for email, such as digital odors or holography, and not for new data formats in general. In many cases, a subtype of application will be more appropriate than a new top-level type.

Summary

Using the MIME-Version, Content-Type, and Content-Transfer-Encoding header ®elds, it is possible to include, in a standardized way, arbitrary types of data objects with RFC 822 conformant mail messages. No restrictions imposed by either RFC 821 or RFC 822 are violated, and care has been taken to avoid problems caused by additional restrictions imposed by the characteristics of some Internet mail transport mechanisms (see Appendix B). The "multipart" and "message" Content-Types allow mixing and hierarchical structuring of objects of different types in a single message. Further Content-Types provide a standardized mechanism for tagging messages or body parts as audio, image, or several other kinds of data. A distinguished parameter syntax allows further speci®cation of data format details, particularly the speci®cation of alternate character sets. Additional optional header ®elds provide mechanisms for certain extensions deemed desirable by many implementors. Finally, a number of useful Content-Types are de®ned for general use by consenting user agents, notably text/richtext, message/partial, and message/external-body.

MIME Multipurpose Internet Mail Extensions February 1993

Acknowledgements

This document is the result of the collective effort of a large number of people, at several IETF meetings, on the IETF-SMTP and IETF-822 mailing lists, and elsewhere. Although any enumeration seems doomed to suffer from egregious omissions, the following are among the many contributors to this effort:

Harald Tveit Alvestrand Timo Lehtinen Randall Atkinson John R. MacMillan Philippe Brandon Rick McGowan Kevin Carosso Leo Mclaughlin Uhhyung Choi Goli Montaser-Kohsari Cristian Constantinof Keith Moore Mark Crispin Tom Moore Dave Crocker Erik Naggum Terry Crowley Mark Needleman Walt Daniels John Noerenberg Frank Dawson Mats Ohrman Hitoshi Doi Julian Onions Kevin Donnelly Michael Patton Keith Edwards David J. Pepper Chris Eich Blake C. Ramsdell Johnny Eriksson Luc Rooijakkers Craig Everhart Marshall T. Rose Patrik Fa..ltstro ..m Jonathan Rosenberg Erik E. Fair Jan Rynning Roger Fajman Harri Salminen Alain Fontaine Michael Sanderson James M. Galvin Masahiro Sekiguchi Philip Gladstone Mark Sherman Thomas Gordon Keld Simonsen Phill Gross Bob Smart James Hamilton Peter Speck Steve Hardcastle-Kille Henry Spencer David Herron Einar Stefferud Bruce Howard Michael Stein Bill Janssen Klaus Steinberger Olle Ja..rnefors Peter Svanberg Risto Kankkunen James Thompson Phil Karn Steve Uhler Alan Katz Stuart Vance Tim Kehres Erik van der Poel Neil Katin Guido van Rossum Kyuho Kim Peter Vanderbilt Anders Klemets Greg Vaudreuil John Klensin Ed Vielmetti Valdis Kletniek Ryan Waldron Jim Knowles Wally Wedel Stev Knowles Sven-Ove Westberg Bob Kummerfeld Brian Wideen Pekka Kytolaakso John Wobus Stellan Lagerstro ..m Glenn Wright Vincent Lau Rayan Zachariassen Donald Lindsay David Zimmerman

Bobiiiii iBraden iiiiiiii iiiiiiiiiiiiiiiiiiiiiiiBrian iiiiii iiCapouchiiiiiiiiii i

Peter iiiiii iiClitherow iiiiiiiiiiii iiiiiiiiiiiiiiiiiDave iiiiii iCollier-Brown iiiiiiiiiiiiiiii

John iiiiii iCoonrod iiiiiiiiii iiiiiiiiiiiiiiiiiiiiiJim iiiii iDavisiiiiii

Borenstein & Freed DRAFT - expires 8/1/93 [Page 48]

MIME Multipurpose Internet Mail Extensions February 1993

Axel iiiiii iDeininger iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiDana iiiiii iSiiiiEmeryiiiiii ii Martin iiiiiiii iForssen iiiiiiiiiiiiiiiiiiiiiiiiiiiiStephen iiiiiiiiii iGildeaiiiiiii Mark iiiiii iHorton iiiiiiii iiiiiiiiiiiiiiiiiiiiiiWarner iiiiiiii iLoshiiiii Laurence iiiiiiiiiii iLundblade iiiiiiiiiiii iiiiiiiiiiiiiiCharlesiiiiiiiiii iLynniiiii Larry iiiiii iiMasinter iiiiiiiiiiiiiiiiiiiiiiiiiiiiiMichael iiiiiiiiii iJ.iiii iMcInernyiiiiiiiiii Joniiiii iPosteliiiiiiii iiiiiiiiiiiiiiiiiiiiiiiChrister iiiiiiiiiii iRomsoniiiiiii Yutaka iiiiiiii iSatoiiiiii iiiiiiiiiiiiiiiiiiiiiiRichard iiiiiiiiii iAlaniiiiii iSchaferiiiiiiiii Larry iiiiii iiW.iiii iVirdeniiiiiiii iiiiiiiiiiiiiiiiiRhys iiiiii iWeatherlyiiiiiiiiiii Dave iiiiii iWecker iiiiiii

The authors apologize for any omissions from this list, which are certainly unintentional.

Borenstein & Freed DRAFT - expires 8/1/93 [Page 49]

MIME Multipurpose Internet Mail Extensions February 1993

Appendix A -- Minimal MIME-Conformance

The mechanisms described in this document are open-ended. It is de®nitely not expected that all implementations will support all of the Content-Types described, nor that they will all share the same extensions. In order to promote interoperability, however, it is useful to de®ne the concept of "MIME-conformance" to de®ne a certain level of implementation that allows the useful interworking of messages with content that differs from US ASCII text. In this section, we specify the requirements for such conformance.

A mail user agent that is MIME-conformant MUST:

1. Always generate a "MIME-Version: 1.0" header ®eld.

2. Recognize the Content-Transfer-Encoding header ®eld, and decode all received data encoded with either the quoted-printable or base64 implementations. Encode any data sent that is not in seven-bit mail-ready representation using one of these transformations and include the appropriate Content-Transfer-Encoding header ®eld, unless the underlying transport mechanism supports non-seven-bit data, as SMTP does not.

3. Recognize and interpret the Content-Type header ®eld, and avoid showing users raw data with a Content-Type ®eld other than text. Be able to send at least text/plain messages, with the character set speci®ed as a parameter if it is not US-ASCII.

4. Explicitly handle the following Content-Type values, to at least the following extents:

Text:

-- Recognize and display "text" mail with the character set "US-ASCII."

-- Recognize other character sets at least to the extent of being able to inform the user about what character set the message uses.

-- Recognize the "ISO-8859-*" character sets to the extent of being able to display those characters that are common to ISO-8859-* and US-ASCII, namely all characters represented by octet values 0-127.

-- For unrecognized subtypes, show or offer to show the user the "raw" version of the data.

MIME Multipurpose Internet Mail Extensions February 1993

Message:

--Recognize and display at least the primary (822) encapsulation.

Multipart:

-- Recognize the primary (mixed) subtype. Display all relevant information on the message level and the body part header level and then display or offer to display each of the body parts individually.

-- Recognize the "alternative" subtype, and avoid showing the user redundant parts of multipart/alternative mail.

-- Treat any unrecognized subtypes as if they were "mixed".

Application:

-- Offer the ability to remove either of the two types of Content-Transfer-Encoding de®ned in this document and put the resulting information in a user ®le.

5. Upon encountering any unrecognized Content-Type, an implementation must treat it as if it had a Content-Type of "application/octet-stream" with no parameter sub-arguments. How such data are handled is up to an implementation, but likely options for handling such unrecognized data include offering the user to write it into a ®le (decoded from its mail transport format) or offering the user to name a program to which the decoded data should be passed as input. Unrecognized prede®ned types, which in a MIME-conformant mailer might still include audio, image, or video, should also be treated in this way.

A user agent that meets the above conditions is said to be MIME-conformant. The meaning of this phrase is that it is assumed to be "safe" to send virtually any kind of properly-marked data to users of such mail systems, because such systems will at least be able to treat the data as undifferentiated binary, and will not simply splash it onto the screen of unsuspecting users. There is another sense in which it is always "safe" to send data in a format that is MIME-conformant, which is that such data will not break or be broken by any known systems that are conformant with RFC 821 and RFC 822. User agents that are MIME-conformant have the additional guarantee that the user will not be shown data that were never intended to be viewed as text.

MIME Multipurpose Internet Mail Extensions February 1993

Appendix B -- General Guidelines For Sending Email Data

Internet email is not a perfect, homogeneous system. Mail may become corrupted at several stages in its travel to a ®nal destination. Speci®cally, email sent throughout the Internet may travel across many networking technologies. Many networking and mail technologies do not support the full functionality possible in the SMTP transport environment. Mail traversing these systems is likely to be modi®ed in such a way that it can be transported.

There exist many widely-deployed non-conformant MTAs in the Internet. These MTAs, speaking the SMTP protocol, alter messages on the ¯y to take advantage of the internal data structure of the hosts they are implemented on, or are just plain broken.

The following guidelines may be useful to anyone devising a data format (Content-Type) that will survive the widest range of networking technologies and known broken MTAs unscathed. Note that anything encoded in the base64 encoding will satisfy these rules, but that some well-known mechanisms, notably the UNIX uuencode facility, will not. Note also that anything encoded in the Quoted-Printable encoding will survive most gateways intact, but possibly not some gateways to systems that use the EBCDIC character set.

(1) Under some circumstances the encoding used for data may change as part of normal gateway or user agent operation. In particular, conversion from base64 to quoted-printable and vice versa may be necessary. This may result in the confusion of CRLF sequences with line breaks in text bodies iiiiii. As such, the persistence of CRLF as something other than a line

break mustiiii not be relied on.

(2) Many systems may elect to represent and store text data using local newline conventions. Local newline conventions may not match the RFC822 CRLF convention -- systems are known that use plain CR, plain LF, CRLF, or counted records. The result is that isolated CR and LF characters are not well tolerated in general; they may be lost or converted to delimiters on some systems, and hence mustiiii not be relied on.

(3) TAB (HT) characters may be misinterpreted or may be automatically converted to variable numbers of spaces. This is unavoidable in some environments, notably those not based on the ASCII character set. Such conversion is STRONGLY DISCOURAGED, but it may occur, and mail formats mustiiii not rely on the persistence of TAB (HT) characters.

(4) Lines longer than 76 characters may be wrapped or truncated in some environments. Line wrapping and line truncation are STRONGLY DISCOURAGED, but unavoidable in some cases. Applications which require long lines mustiiii somehow differentiate between soft and hard line breaks. (A simple way to do this is to use the quoted-printable encoding.)

MIME Multipurpose Internet Mail Extensions February 1993

(5) Trailing "white space" characters (SPACE, TAB (HT)) on a line may be discarded by some transport agents, while other transport agents may pad lines with these characters so that all lines in a mail ®le are of equal length. The persistence of trailing white space, therefore, mustiiii not be relied on.

(6) Many mail domains use variations on the ASCII character set, or use character sets such as EBCDIC which contain most but not all of the US- ASCII characters. The correct translation of characters not in the "invariant" set cannot be depended on across character converting gateways. For example, this situation is a problem when sending uuencoded information across BITNET, an EBCDIC system. Similar problems can occur without crossing a gateway, since many Internet hosts use character sets other than ASCII internally. The de®nition of Printable Strings in X.400 adds further restrictions in certain special cases. In particular, the only characters that are known to be consistent across all gateways are the 73 characters that correspond to the upper and lower case letters A-Z and a-z, the 10 digits 0-9, and the following eleven special characters:

"’" (ASCII code 39) "(" (ASCII code 40) ")" (ASCII code 41) "+" (ASCII code 43) "," (ASCII code 44) "-" (ASCII code 45) "." (ASCII code 46) "/" (ASCII code 47) ":" (ASCII code 58) "=" (ASCII code 61) "?" (ASCII code 63)

A maximally portable mail representation, such as the base64 encoding, will con®ne itself to relatively short lines of text in which the only meaningful characters are taken from this set of 73 characters.

Please note that the above list is NOT a list of recommended practices for MTAs. RFC 821 MTAs are prohibited from altering the character of white space or wrapping long lines. These BAD and illegal practices are known to occur on established networks, and implementations iiiiiiiiiiiiii should be robust in dealing with the bad effects they can cause.

MIME Multipurpose Internet Mail Extensions February 1993

Appendix C -- A Complex Multipart Example

What follows is the outline of a complex multipart message. This message has ®ve parts to be displayed serially: two introductory plain text parts, an embedded multipart message, a richtext part, and a closing encapsulated text message in a non-ASCII character set. The embedded multipart message has two parts to be displayed in parallel, a picture and an audio fragment.

MIME-Version: 1.0 From: Nathaniel Borenstein <nsb@bellcore.com> To:iiiii iNediiiii iFreediiiiiii i<ned@innosoft.com> iiiiiiiiiiiiiiiiiiiiii

Subject: A multipart example Content-Type: multipart/mixed;

boundary=unique-boundary-1

This is the preamble area of a multipart message. Mail readers that understand multipart format should ignore this preamble. If you are reading this text, you might want to consider changing to a mail reader that understands how to properly display multipart messages. --unique-boundary-1

...Some text appears here... [Note that the preceding blank line means no header fields were given and this is text, with charset US ASCII. It could have been done with explicit typing as in the next part.]

--unique-boundary-1 Content-type: text/plain; charset=US-ASCII

This could have been part of the previous part, but illustrates explicit versus implicit typing of body parts.

--unique-boundary-1 Content-Type: multipart/parallel;

boundary=unique-boundary-2

--unique-boundary-2 Content-Type: audio/basic Content-Transfer-Encoding: base64

... base64-encoded 8000 Hz single-channel

mu-law iiiiiiii-format audio data goes here....

--unique-boundary-2

Borenstein & Freed DRAFT - expires 8/1/93 [Page 54]

MIME Multipurpose Internet Mail Extensions February 1993

Content-Type: image/gif Content-Transfer-Encoding: Base64

... base64-encoded image data goes here....

--unique-boundary-2--

--unique-boundary-1 Content-type:

iiiiiiiiiiiiiiiii itext/richtext iiiiiiiiiiiiiiii

This is <bold><italic>richtext.</italic></bold> <nl><nl>Isn’t it <bigger><bigger>cool?</bigger></bigger>

--unique-boundary-1 Content-Type: message/rfc822

From: (mailbox iiiiiiiii in US-ASCII) To:iiiii i(address iiiiiiiiiii iiniiii iUS-ASCII) iiiiiiiiiii Subject: (subject in US-ASCII) Content-Type: Text/plain; charset=ISO-8859-1 Content-Transfer-Encoding: Quoted-printable

... Additional text in ISO-8859-1 goes here ...

--unique-boundary-1--

Borenstein & Freed DRAFT - expires 8/1/93 [Page 55]

MIME Multipurpose Internet Mail Extensions February 1993

Appendix D -- Collected Grammar

This appendix contains the complete BNF grammar for all the syntax speci®ed by this document. By itself, however, this grammar is incomplete. It refers to several entities that are de®ned by RFC 822. Rather than reproduce those de®nitions here, and risk unintentional differences between the two, this document simply refers the reader to RFC 822 for the remaining de®nitions. Wherever a term is unde®ned, it refers to the RFC 822 de®nition.

application-subtype iiiiiiiiiiiiiiiiiiiiiiii i:=iiii i("octet-stream" iiiiiiiiiiiiiiiiiii i*stream)iiiiiiiiiii i iiiiiiiiiiiiiiiiiiiiiiiiiiiii/ iiii"postscript"iiiiiiiiiiiiiiii i/iiiiextension-tokeniiiiiiiiiiiiiiiiii application-type iiiiiiiiiiiiiiiiiiiii i:=iiii ii"application" iiiiiiiiiiiiiiiii i"/"iiiii iapplication-subtype iiiiiiiiiiiiiiiiiiiiiii attribute := token atype iiiiiii i:=iiii i"ftp"iiiiiii i/iiii"anon-ftp" iiiiiiiiiiiii i/iiii"tftp"iiiiiiiii i/iiii"local-file"iiiiiiiiiiiiiiii i iiiiiiiiiiiiiiiiiiiiii/ iiii"afs"iiiiiii i/iiii"mail-server" iiiiiiiiiiiiiiiii i/iiiiextension-token iiiiiiiiiiiiiiiiii audio-type iiiiiiiiiiiii i:=iiii i"audio"iiiiiiiiii i"/"iiiii i("basic"iiiiiiiiiii i/iiiiextension-token) iiiiiiiiiiiiiiiiiiii body-part = <"message" as defined in RFC 822, with all header fields optional, and with the specified delimiter not occurring anywhere in the message body, either on a line by itself or as a substring anywhere.> boundary := 0*69<bchars> bcharsnospace bchars := bcharsnospace / " " bcharsnospace := DIGIT / ALPHA / "’" / "(" / ")" / "+" / "_" / "," / "-" / "." / "/" / ":" / "=" / "?"

charset iiiiiiiiii i:=iiii i"us-ascii" iiiiiiiiiiiii i/iiii"iso-8859-1" iiiiiiiiiiiiiiii i/iiii"iso-8859-2" iiiiiiiiiiiiiiii i/iiii"iso-8859-3" iiiiiiiiiiiiiiii i iiiiiiii/ iiii"iso-8859-4" iiiiiiiiiiiiiiii i/iiii"iso-8859-5" iiiiiiiiiiiiiiii i/iiii"iso-8859-6" iiiiiiiiiiiiiiii i/iiii"iso-8859-7" iiiiiiiiiiiiiiii i iiiiiiii/ iiii"iso-8859-8" iiiiiiiiiiiiiiii i/iiii"iso-8859-9" iiiiiiiiiiiiiiii i/iiiiextension-token iiiiiiiiiiiiiiiiii iiiiiiii; iiiicaseiiiiii iinsensitive iiiiiiiiiiiiiii i close-delimiter := "--"iiiiii iboundaryiiiiiiiiiii i"--"iiiiii iCRLFiiiii ; Again,iiiiiiiii inoiiii ispaceiiiiiii ibyiiii i"--"iiiii, content iiiiiiiiii i:=iiii ii"Content-Type" iiiiiiiiiiiiiiiiii i":"iiiii itypeiiiiii i"/"iiiii isubtypeiiiiiiiiii i*(";"iiiiiii iparameter)iiiiiiiiiiii iiiiiiiiiiiiiii; iiiicase-insensitive iiiiiiiiiiiiiiiiiiiii imatchingiiiiiiiiiii iofiiii itypeiiiiii iandiiiii isubtypeiiiiiiiii Content-Description := *text Content-ID := msg-id delimiter := "--"iiiiii iboundaryiiiiiiiiiii iCRLFiiiii ;iiiitakeniiiiiii ifromiiiiii iContent-Typeiiiiiiiiiiiiiiii ifield.iiiiiiii

Borenstein & Freed DRAFT - expires 8/1/93 [Page 56]

MIME Multipurpose Internet Mail Extensions February 1993

;iiiiThere iiiiiii imustiiiiii ibeiiii inoiiii ispaceiiiiiii i

; between "--" and boundary.

encapsulation := delimiter body-partiiiiiiiiiiii iCRLFiiiii

encoding iiiiiiiiiii i:=iiii i"Content-Transfer-Encoding iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii i":"iiiii imechanismiiiiiiiiiii

epilogue iiiiiiiiiii i:=iiii idiscard-text iiiiiiiiiiiiiiii iiiiiiiiiiiiiiiiiiii; iiiitoiiii ibeiiii iignorediiiiiiiiii iuponiiiiii ireceipt.iiiiiiiiii

extension-token iiiiiiiiiiiiiiiiiii i:=iiii iix-tokeniiiiiiiiii i/iiiiiana-tokeniiiiiiiiiiii

external-param iiiiiiiiiiiiiiiiii i:=iiii iiiiiiiiii(";" iiiiii i"access-type" iiiiiiiiiiiiiiiii i"="iiiii iatype)iiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiii(";"iiiiii i"expiration" iiiiiiiiiiiiiiii i"="iiiii idate-time) iiiiiiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiii(";"iiiiii i"size"iiiiiiiii i"="iiiii i1*DIGIT)iiiiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiii(";"iiiiii i"permission" iiiiiiiiiiiiiiii i"="iiiii i("read"iiiiiiiiii i/iiii"read-write")) iiiiiiiiiiiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiii(";"iiiiii i"name"iiiiiiiii i"="iiiii iivalue)iiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiii(";"iiiiii i"site"iiiiiiiii i"="iiiii ivalue)iiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiii(";"iiiiii i"dir"iiiiiii i"="iiiii ivalue)iiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiii(";"iiiiii i"mode"iiiiiiiii i"="iiiii ivalue)iiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiii(";"iiiiii i"server"iiiiiiiiiii i"="iiiii ivalue)iiiiiiii iiiiiiiiiiiiiii; iiiiaccess-type iiiiiiiiiiiiiii irequired;

iiiiiiiiiiii iothersiiiiiiiii irequirediiiiiiiiiii ibasediiiiiii ioniiii iaccess-typeiiiiiiiiiiiiii

filename iiiiiiiiiii i:=iiii i"filename" iiiiiiiiiiiii i"="iiiii i"value"iiiiiiiii iiiiiiii; iiiisuggested iiiiiiiiiiii inameiiiiii itoiiii iuseiiiii iifiiii ibody-partiiiiiiiiiiii iisiiii istorediiiiiiiii ilocallyiiiiiiiii

iana-token iiiiiiiiiiiii i:=iiii i<aiiii ipublicly-defined iiiiiiiiiiiiiiiiiiiii iextensioniiiiiiiiiiii itoken,iiiiiiii iiiiiiiiiiiiiiiregisterediiiiiiiiiiiii iwithiiiiii iIANA,iiiiiii iasiiii ispecifiediiiiiiiiiiii iiniiii i iiiiiiiiiiiiiiiappendixiiiiiiiiiii iE>iii

qp-iffy iiiiiiiiii i:=iiii iiiiiiii"[" iiiii i/iiiii"]"iiiii i/iiiii<">iiiii i/iiiii"\"iiiii i/iiiii"@"iiiii i iiiiiiii/ iiiii"!"iiiii i/iiiii"#"iiiii i/iiiii"$"iiiii i/iiiii"Ã"iiiii i/iiiii"’"iiiii i iiiiiiii/ iiiii"{"iiiii i/iiiii"|"iiiii i/iiiii"}"iiiii i/iiiii"Ä"iiiii i/iiiii"‘"iiii

image-type iiiiiiiiiiiii i:=iiii i"image"iiiiiiiiii i"/"iiiii i("gif"iiiiiiiii i/iiii"jpeg"iiiiiiiii i/iiiiextension-token)iiiiiiiiiiiiiiiiiiii

mechanism iiiiiiiiiiii i:=iiii iiiiiiiii"7bit"iiiiiiiii i iiiiiiiiiiiiiiiiiiiiii/ iiii"quoted-printable" iiiiiiiiiiiiiiiiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiii"quoted-base64" iiiiiiiiiiiiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiii"8bit"iiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiii"binary"iiiiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiiix-tokeniiiiiiiii

message-subtype iiiiiiiiiiiiiiiiiii i:=iiii i"rfc822"iiiiiiiiii iiiiiiiiiiiiiiiiiiiiiii/ iiii"partial"iiiiiiiiiiii i2#3partial-param iiiiiiiiiiiiiiiiiiiii i iiiiiiiiiiiiiiiiiiiiii/ iiii"external-body" iiiiiiiiiiiiiiiiiii i1*external-param iiiiiiiiiiiiiiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiiiextension-token iiiiiiiiiiiiiiiiii

message-type iiiiiiiiiiiiiiii i:=iiii i"message" iiiiiiiiiiii i"/"iiiii imessage-subtype iiiiiiiiiiiiiiiiii

MIME-Version := 1*DIGIT iiiiiiiiii i"."iiiii i1*DIGIT iiiiiiiii

multipart-body := preamble 1*encapsulation close-delimiter epilogue

Borenstein & Freed DRAFT - expires 8/1/93 [Page 57]

MIME Multipurpose Internet Mail Extensions February 1993

multipart-subtype iiiiiiiiiiiiiiiiiiiiii i:=iiii i"mixed"iiiiiiiiii i/iiii"parallel"iiiiiiiiiiiii i/iiii"digest"iiiiiiiiiii i iiiiiiiiiiiiiiiiiiiiii/ iiii"alternative" iiiiiiiiiiiiiiiii i/iiii"extension-token" iiiiiiiiiiiiiiiiiiiii multipart-type iiiiiiiiiiiiiiiii ii:=iii ii"multipart" iiiiiiiiiiiiii ii"/"iiii iimultipart-subtype iiiiiiiiiiiiiiiiiiiii ii";"iiii ii"boundary" iiiiiiiiiiii ii"="iiii iiboundary iiiiiiiiii discard-text iiiiiiiiiiiiiiii i:=iiii i*[*textiiiiiiiiii iCRLF]iiiiii octet iiiiiii i:=iiii i"="iiiii i2(DIGIT iiiiiiiiii i/iiii"A"iiiii i/iiii"B"iiiii i/iiii"C"iiiii i/iiii"D"iiiii i/iiii"E"iiiii i/iiii"F")iiiii iiiiiiii; iiiioctetiiiiiii imustiiiiii ibeiiii iusediiiiii iforiiiii icharactersiiiiiiiiiiiii i>iiii127,iiiiii i=,iiii iSPACE,iiiiiiiii ioriiii iTAB,iiiii iiiiiiii; iiiiandiiiii iisiiii irecommended iiiiiiiiiiiiiii iforiiiii itheiiiii i"qp-iffy"iiiiiiiiiiii icharactersiiiiiiiiiiiii itoo.iiiii padding iiiiiiiiii i:=iiii i"0"iiiii i/iiii"1"iiiii i/iiiii"2"iiiii i/iiiii"3"iiiii i/iiii"4"iiiii i/iiii"5"iiiii i/iiii"6"iiiii i/iiii"7"iiii parameter := attribute "=" value parms iiiiiii i:=iiii iifilename iiiiiiiiiii i/iiiiparameter iiiiiiiiiii partial-param iiiiiiiiiiiiiiiii i:=iiiiiiiiiiiiiii(";" iiiiii i"id"iiiiii i"="iiiii ivalue)iiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiiii(";"iiiiii i"number"iiiiiiiiiii i"="iiiii i1*DIGIT)iiiiiiiiii iiiiiiiiiiiiiiiiiiiiii/ iiiii(";"iiiiii i"total"iiiiiiiiii i"="iiiii i1*DIGIT)iiiiiiiiii iiiiiiiiiiiiiii; iiiiidiiii i&iiiinumberiiiiiiiii irequired;iiiiiiiiiiii itotaliiiiiii irequirediiiiiiiiiii iforiiiii ilastiiiiii ipartiiiii preamble := discard-text iiiiiiiiiiiiiii ; to be ignored upon receipt.

ptext iiiiiii i:=iiii ioctetiiiiiii i/iiii<anyiiiiii iASCIIiiiiiii icharacteriiiiiiiiiiii iexceptiiiiiiiii i"=",iiiiii iSPACE,iiiiiiiii ioriiii iTAB>iiiii iiiiiiii; iiiicharacters iiiiiiiiiiiii iiniiii i"qp-iffy" iiiiiiiiiiii iareiiiii ialsoiiiiii inotiiiii irecommended iiiiiiiiiiiiii quoted-printable iiiiiiiiiiiiiiiiiiiii i:=iiii i([*(ptextiiiiiiiiiiii i/iiiiSPACEiiiiiii i/iiiiTAB)iiiiii iptext]iiiiiiiii i["="]iiiiiii iCRLF)iiiiii iiiiiiii; iiiiMaximum iiiiiiiiii ilineiiiiii ilengthiiiiiiiii iofiiii i78iiii icharactersiiiiiiiiiiii stream iiiiiiiii i:=iiii iii[";"iiiiii i"name"iiiiiiiii i"="iiiii ivalue]iiiiiiii iiiiiiiiiiiiiii[";" iiiiii itypeiiiiii i"="iiiii ivalue]iiiiiiii iiiiiiiiiiiiiii[";" iiiiii ipaddingiiiiiiiiii i"="iiiii ipadding]iiiiiiiiii subtype := token text-subtype iiiiiiiiiiiiiiii i:=iiii i"plain"iiiiiiiiii i/iiii"richtext"iiiiiiiiiiii text-type iiiiiiiiiiii i:=iiii i"text"iiiiiiiii i"/"iiiii itext-subtype iiiiiiiiiiiiiiii i[";"iiiiii i"charset"iiiiiiiiiiii i"="iiiii icharset]iiiiiiiiii token := 1*<any (ASCII)iiiiiiiii CHAR except SPACE, CTLs, or tspecials> tspecials iiiiiiiiiiii i:=iiii ii"("iiiii i/iiii")"iiiii i/iiii"<"iiiii i/iiii">"iiiii i/iiii"@"iiii iiiiiiiiiiiiii/ iiiii","iiiii i/iiii";"iiiii i/iiii":"iiiii i/iiii"\"iiiii i/iiii<">iiii iiiiiiiiiiiiii/ iiiii"/"iiiii i/iiii"["iiiii i/iiii"]"iiiii i/iiii"?"iiiii i/iiii"="iiii iiiiiiiiiiiiiii; iiiiMustiiiiii ibeiiii iiniiii iquoted-string, iiiiiiiiiiiiiiiiii i iiiiiiiiiiiiiii; iiiitoiiii iuseiiiii iwithingiiiiiiiiii iparameteriiiiiiiiiiii ivaluesiiiiiiii

type := "application" / "audio" ; case-insensitive

Borenstein & Freed DRAFT - expires 8/1/93 [Page 58]

MIME Multipurpose Internet Mail Extensions February 1993

/ "image" / "message" / "multipart" / "text" / "video" / extension-token iiiiiiiiiiiiiiiiii ; All values case-insensitive

value := token / quoted-string

video-type iiiiiiiiiiiii i:=iiii i"video"iiiiiiiiii i"/"iiiii i("mpeg"iiiiiiiiii i/iiiiextension-token iiiiiiiiiiiiiiiiii) ii

x-token := <The two characters "X-" oriiii i"x-"iiiii followed, with no intervening white space, by any token>

Borenstein & Freed DRAFT - expires 8/1/93 [Page 59]

MIME Multipurpose Internet Mail Extensions February 1993

Appendix E -- IANA Registration Procedures

MIME has been carefully designed to have extensible mechanisms, and it is expected that the set of content-type/subtype pairs and their associated parameters will grow signi®cantly with time. Several other MIME ®elds, notably character set names, accesstype parameters for the message/external-body type, and possibly even Content- Transfer-Encoding values, are likely to have new values de®ned over time. In order to ensure that the set of such values is developed in an orderly, well-speci®ed, and public manner, MIME de®nes a registration process which uses the Internet Assigned Numbers Authority (IANA) as a central registry for such values.

In general, parameters in the content-type header ®eld are used to convey supplemental information for various content types, and their use is de®ned when the content-type and subtype are de®ned. New parameters should not be de®ned as a way to introduce new functionality.

In order to simplify and standardize the registration process, this appendix gives templates for the registration of new values with IANA. Each of these is given in the form of an email message template, to be ®lled in by the registering party.

E.1 Registration of New Content-type/subtype Values

Note that MIME is generally expected to be extended by subtypes. If a new fundamental top-level type is needed, its speci®cation mustiiii be published as an RFC or submitted in a form suitable to become an RFC, and be subject to the Internet standards process.

To: IANA@isi.edu Subject: Registration iiiiiiiiiiiiiiii iofiiii inewiiiii iMIMEiiiiii i iiiiiicontent-type/subtype iiiiiiiiiiiiiiiiiiiiiiiii

MIME type name:

(If the above is not an existing top-level MIME type, please explain why an existing type cannot be used.)

MIME subtype name:

Required parameters:

Optional parameters:

Encoding considerations:

Security considerations:

MIME Multipurpose Internet Mail Extensions February 1993 Published specification: (The published specification must be an Internet RFC or RFC-to-be if a new top-level type is being defined, and must be a publicly available specification in any case.) Person & email address to contact for further information:

E.2 Registration of New Character Set Values

To: IANA@isi.edu Subject: Registration of new MIME character set value MIME character set name: Published specification: (The published specification must be an Internet RFC or RFC-to-be or an international standard.) Person & email address to contact for further information:

E.3 Registration of New Access-type Values for Message/external-body To: IANA@isi.edu Subject: Registration of new MIME Access-type for Message/external-body content-type MIME access-type name: Required parameters: Optional parameters: Published specification: (The published specification must be an Internet RFC or RFC-to-be.) Person & email address to contact for further information:

MIME Multipurpose Internet Mail Extensions February 1993

Appendix F -- Summary of the Seven Content-types

[Note iiiii ithatiii itheiii i"®lename" iiiiiiiii iparameter iiiiiiii iisiiivalidiiii iforiii iallii iMIMEiiiiii icontent-types.]

iiiiiiiiiiii ________________________________________________________________ Content-type: text Subtypesde®ned bythis document: plain, richtext Important Parameters: charset Encoding notes: quoted-printable generally preferred if an encoding is needed and the character set is mostly an ASCII superset.

Security considerations: Rich text formats such as TeX and Troff often contain mechanisms for executing arbitrary commands or ®le system operations, and should not be used automatically unless these security problems have been addressed. Even plain text may contain control characters that can be used to exploit the capabilities of "intelligent" terminals and cause security violations. User interfaces designed to run on such terminals should be aware of and try to prevent such problems.

________________________________________________________________ Content-type: multipart Subtypesde®ned bythis document: mixed, alternative, digest, parallel. Important Parameters: boundary Encoding notes: No content-transfer-encoding is permitted. ________________________________________________________________ Content-type: message Subtypesde®ned bythis document: rfc822, partial, external-body Important Parameters: id, number, total,iiaccess-type, iiiiiiiiii iexpiration, iiiiiiiii isize,iiii iperimssion, iiiiiiiiii iname,iiiii isite,iiii idirectory, iiiiiiii imode,iiiii iserver,iiiiii isubjectiiiiii Encoding notes: No content-transfer-encoding is permitted. Speci®cally,iiiiiiiiii ionlyiiii i"7bit"iiiiii isii ipermitted iiiiiiii iforiii i"message/partial", iiiiiiiiiiiiiii iandiii ionlyiiii i"7bit",iiiiii i"8bit",iiiiii ioriii"binary"iiiiiii iareiii ipermittediiiiiiii iforiii iotheriiii isubtypes iiiiiii iofiii"message".

iiiiiiiii

MIME Multipurpose Internet Mail Extensions February 1993 ________________________________________________________________ Content-type: application Subtypesde®ned bythis document: octet-stream, postscript Important Parameters: i®lename, iiiiiiii itype,iiii ipadding iiiiiii Deprecated Parameter: inameiiiii iisiiianii iobsoleteiiiiiii isynonymiiiiiii iforiii i®lenameiiiiiii Encoding notes: base64iiiiii ipreferred iiiiiiii iforiii iunreadable iiiiiiiii isubtypes.

iiiiiiii Security considerations: This type is intended for the transmission of data to be interpreted by locally-installed programs. If used, for example, to transmit executable binary programs or programs in general-purpose interpreted languages, such as LISP programs or shell scripts, severe security problems could result. Authorsiiiiiii of mail-reading agents are cautioned against giving their systems the power to execute mail-based application data without carefully considering the security implications. While it is certainly possible to de®ne safe application formats and even safe interpreters for unsafe formats, each interpreter should be evaluated separately for possible security problems. ________________________________________________________________ Content-type: image Subtypesde®ned bythis document: jpeg, gif Important Parameters: none Encoding notes: base64 generally preferred ________________________________________________________________ Content-type: audio Subtypesde®ned bythis document: basic Important Parameters: none Encoding notes: base64 generally preferred ________________________________________________________________ Content-type: video Subtypesde®ned bythis document: mpeg

MIME Multipurpose Internet Mail Extensions February 1993 Important Parameters: none Encoding notes: base64 generally preferred

MIME Multipurpose Internet Mail Extensions February 1993

Appendix G -- Canonical Encoding Model

There was some confusion, in earlier drafts of this memo, regarding the model for when email data was to be converted to canonical form and encoded, and in particular how this process would affect the treatment of CRLFs, given that the representation of newlines varies greatly from system to system. For this reason, a canonical model for encoding is presented below.

The process of composing a MIME entityiiiii can be modelediiiiiii as being done in a number of steps. Note that these steps are roughly similar to those steps used in RFC1113 andiii iareiii iperformed iiiiiiiii iforiii ieachiiii i’innermost iiiiiiiii ilevel’iiiii ibody:iiiii

Step 1. Creation of local form.

The bodyiiii to be transmitted is created in the system’s native format. The native character set is used, and where appropriate local end of line conventions are used as well. The may be a UNIX-style text ®le, or a Sun raster image, or a VMS indexed ®le, or audio data in a system-dependent format stored only in memory, or anything else that corresponds to the local model for the representation of some form of information.

Step 2. Conversion to canonical form.

The entire bodyiiii, including "out-of-band" information such as record lengths and possibly ®le attribute information, is converted to a universal canonical form. The speci®c content type of the bodyiiii as well as its associated attributes dictate the nature of the canonical form that is used. Conversion to the proper canonical form may involve character set conversion, transformation of audio data, compression, or various other operations speci®c to the various content types.

For example, in the case of text/plain data, the text must be converted to a supported character set and lines must be delimited with CRLF delimiters in accordance with RFC822. Note that the restriction on line lengths implied by RFC822 is eliminated if the next step employs either quoted-printable or base64 encoding.

Step 3. Apply transfer encoding.

A Content-Transfer-Encoding appropriate for this bodyiiii is applied. Note that there is no ®xed relationship between the content type and the transfer encoding. In particular, it may be appropriate to base the choice of base64 or quoted-printable on character frequency counts which are speci®c to a given instance of aiibodyiiii.

MIME Multipurpose Internet Mail Extensions February 1993

Step 4. Insertion into entityiiiii.

The encoded object is inserted into a MIME entityiiiii with appropriate headersiiiiii. Theiii ientityiiiii iisiiitheniiii iinserted iiiiiii iintoiii itheiii ibodyiiii iofiiiaiihigher-level iiiiiiiiii ientityiiiii i(message iiiiiiii ioriiimultipart) iiiiiiii iifiiineeded.

iiiiiii

It is vital to note that these steps are only a model; they are speci®cally NOT a blueprint for how an actual system would be built. In particular, the model fails to account for two common designs:

1. In many cases the conversion to a canonical form prior to encoding will be subsumed into the encoder itself, which understands local formats directly. For example, the local newline convention for text bodiesiiiiii might be carried through to the encoder itself along with knowledge of what that format is.

2. The output of the encoders may have to pass through one or more additional steps prior to being transmitted as a message. As such, the output of the encoder may not be conformant iiiiiiiiii with the formats speci®ed

by RFC822. In particular, once again it may be appropriate for the converter’s output to be expressed using local newline conventions rather than using the standard RFC822 CRLF delimiters.

Other implementation variations are conceivable as well. The only important aspect of this discussion is that the resulting messages are consistent with those produced by the model described here.

MIME Multipurpose Internet Mail Extensions February 1993

Appendix iiiiiiiii iHiii--iiiChanges iiiiiiii ifromiiiii iRFCiiii i1341iiii

Thisiiii idocument iiiiiiii iisiiiaiirelatively iiiiiiii iminoriiiii irevision iiiiiii iofiiiRFCiiii i1341.iiiii iForiii itheiii iconvenience iiiiiiiiii iofiiithoseiiiii ifamiliar iiiiiiii withiiiii RFCiiiii 1341,iiiiii theiiii technicaliiiiiiiii changesiiiiiiii fromiiiii thatiiii documentiiiiiiii iareiii isummarizediiiiiiiiii iinii ithisiii iappendix.

iiiiiiii 1.iiiTheiii ide®nition iiiiiiii iofiii"tspecials" iiiiiiiii ihasiii ibeeniiii ichangediiiiiii itoiiinoii ilongeriiiii iincludeiiiiii i".".iii 2.ii iTheiii ide®nition iiiiiiii iofiiibase64iiiiii ihasiii ibeeniiii ienhancediiiiiiii itoiiipermitiiiiii i"===="iiiiii itoiiimarkiiii itheiii iterminationiiiiiiiiii iofiiidata.iiii 3.iiiTheiii iContent-ID iiiiiiiii i®eldiiii iisiiinowiiii imandatory iiiiiiiii iforiii imessage/external-body iiiiiiiiiiiiiiiiiii iparts.iiiii 4.ii iTheiii itext/richtext iiiiiiiiii itypeiiii i(including iiiiiiiii itheiii ioldiii iSectioniiiiii i7.1.3iiii iandiii iAppendixiiiiiiii iD)ii ihasiii ibeeniiii imoved iiiiii itoiiiaiiseparate iiiiiii idocument.

iiiiiiiiii 5.ii iTheiii irulesiiii ionii iheaderiiiiii imergingiiiiiii iforiii imessage/partial iiiiiiiiiiiii idataiiii ihaveiiii ibeeniiii ichangediiiiiii itoiiitreatiiii itheiii iEncrypted iiiiiiiii iandiii iMIME-Version iiiiiiiiiiiii iheaders iiiiii iasiiispecial iiiiii icases.iiiii 6.ii iiThereiiiii iisiiiaiinewiiii iheaderiiiiii i®eld,iiii i"Content-MD5", iiiiiiiiiiiiii iforiii itheiii ilong-awaited iiiiiiiiiii imessage iiiiiii iintegrity iiiiiii icheck.

iiiiii 7.ii iTheiii ide®nition iiiiiiii iofiiitheiii iexternal-body iiiiiiiiiii iaccess-type iiiiiiiiii iparameter iiiiiiii ihasiii ibeeniiii ichanged iiiiiii isoiiithatiii iiti icaniii ionlyiiii iindicate iiiiiii iaiisingleiiiii iaccessiiiii imethodiiiiii i(whichiiiiii iwasiii iallii ithatiii imadeiiiii isense).iiiiii 8.ii iThereiiiii iisii iai inewiiii i"Subject" iiiiiiii iparameter iiiiiiii iforiii imessage/external-body, iiiiiiiiiiiiiiiiiii iaccess-type iiiiiiiiii imailserver, iiiiiiiiii itoiiipermitiiiiii iMIME-based iiiiiiiiiii iuseiii iofiiimailiiii iserversiiiiii ithatiii irelyiii ionii iSubjectiiiiii i®eldiiii iinformation.iiiiiiiiii 9.iiiTheiii i"conversions" iiiiiiiiiiii iparameter iiiiiiii iforiii iapplication/octet-stream iiiiiiiiiiiiiiiiiiii ihasiii ibeeniiii iremoved.iiiiiiiii 10.iii iAii i"®lename" iiiiiiiii iparameter iiiiiiii iisii inowiiii ide®nediiiiii iforiii iALLiiii icontent-types.

iiiiiiiiiiii iSectioniiiiiii 7.4.1iiiii nowiiii ideprecates iiiiiiiii itheiii iuseiii iofii itheiii i"name"iiiiii iparameteriiiiiiii iforiii iapplication/octet-stream, iiiiiiiiiiiiiiiiiiii iasii ithisiii iisii inowiiii isuperseded iiiiiiiii ibyii i"®lename".

iiiiiiiii 11.iii iTheiii iformal iiiiii igrammar iiiiiiii iforiiii multipart iiiiiiiii bodies iiiiiii hasiiii beeniiiii changed iiiiiiii soiii thatiiii aiiCRLFiiiiii isiii noii ilonger iiiii irequired iiiiiii ibefore iiiii itheiii i®rstiii iboundary iiiiiiii iline.iiii 12.iii iMIME iiiiii ientities iiiiii iofii itypeiiii i"message/partial" iiiiiiiiiiiiii iareiii inowiiii irequirediiiiiii itoii iuseiii ionlyiiii itheiii i"7bit"iiiii itransfer-encoding.

iiiiiiiiiiiiiiii(Speci®ally,iiiiiiiiii i"binary"iiiiiii iandiii i"8bit"iiiii iareiii inotiii ipermitted.)iiiiiiiii 13.iiiiTheiii i"application/oda" iiiiiiiiiiiiii icontent-type iiiiiiiiii ihasiii ibeeniiii iremoved.

iiiiiiii 14.iii iAii inoteiiii ihasiii ibeeniiii iaddediiiii itoii itheiii iendiii iofii isectioniiiiii i7.2.3,iiiii iexplainingiiiiiiiii itheiii isemanticsiiiiiiii iofii iContent-ID iiiiiiiii iiniiiaiimultipart/alternative iiiiiiiiiiiiiiiii iMIMEiiiiii ientity.iiiii

MIME Multipurpose Internet Mail Extensions February 1993

15.iii iTheiii iformal iiiiii isyntax iiiiii iforiii itheiii i"MIME-Version" iiiiiiiiiiiiii i®eldiiii ihasiii ibeeniiii itightened,iiiiiiii ibutiii iinii iaiiwayiiii ithatiii iisiiicompletely iiiiiiiii icompatible iiiiiiiii iwithiiii itheiii ionlyiiii iversioniiiiii inumberiiiiii ide®nediiiiii iiniiiRFCiiii i1341.iiiii

16.iii iInii iSection iiiiii i7.3.1,iiiii itheiii ide®nition iiiiiiii iofii imessage/rfc822 iiiiiiiiiiiii ihasiii ibeeniiii irelaxediiiiii iregardingiiiiiiii imandatory iiiiiiiii i®elds.iiiii

Alliii iotheriiii ichanges iiiiiii ifromiiii iRFCiiii i1341iiii iwereiiii ieditorialiiiiiii ichangesiiiiiii iandiii idoii inotiii iaffectiiiii itheiii itechnicaliiiiiiii icontent iiiiii iofii iMIME.

iiiiii iConsiderable iiiiiiiiiii iformaliiiiii igrammar iiiiiiii ihasiii ibeeniiii iadded,iiiiii ibutiii ithisiii ire¯ectsiiiiii itheiii iprose iiiii ispeci®cation iiiiiiiiii ithatiii iwasiii ialreadyiiiiii iiniiiplace.iiiii

MIME Multipurpose Internet Mail Extensions February 1993

References

[US-ASCII] Coded Character Set--7-Bit American Standard Code for Information Interchange, ANSI X3.4-1986.

[ATK] Borenstein, Nathaniel S., Multimedia Applications Development with the Andrew Toolkit, Prentice-Hall, 1990.

[GIF] Graphics Interchange Format (Version 89a), Compuserve, Inc., Columbus, Ohio, 1990.

[ISO-2022] International Standard--Information Processing--ISO 7-bit and 8-bit coded character sets--Code extension techniques, ISO 2022:1986.

[ISO-8859] Information Processing -- 8-bit Single-Byte Coded Graphic Character Sets -- Part 1: Latin Alphabet No. 1, ISO 8859-1:1987. Part 2: Latin alphabet No. 2, ISO 8859- 2, 1987. Part 3: Latin alphabet No. 3, ISO 8859-3, 1988. Part 4: Latin alphabet No. 4, ISO 8859-4, 1988. Part 5: Latin/Cyrillic alphabet, ISO 8859-5, 1988. Part 6: Latin/Arabic alphabet, ISO 8859-6, 1987. Part 7: Latin/Greek alphabet, ISO 8859-7, 1987. Part 8: Latin/Hebrew alphabet, ISO 8859-8, 1988. Part 9: Latin alphabet No. 5, ISO 8859-9, 1990.

[ISO-646] International Standard--Information Processing--ISO 7-bit coded character set for information interchange, ISO 646:1983.

[MPEG] Video Coding Draft Standard ISO 11172 CD, ISO IEC/TJC1/SC2/WG11 (Motion Picture Experts Group), May, 1991.

[PCM] CCITT, Fascicle III.4 - Recommendation G.711, Geneva, 1972, "Pulse Code Modulation (PCM) of Voice Frequencies".

[POSTSCRIPT] Adobe Systems, Inc., PostScript Language Reference Manual, Addison-Wesley, 1985.

[POSTSCRIPT2] iiiiiiiiiiiiii iAdobeiiiiii iSystems,iiiiiiii iInc.,iiii iPostScriptiiiiiiiii iLanguageiiiiiiii iReferenceiiiiiiii iManualiiiiiii, i iAddison-Wesley, iiiiiiiiiiiiii iSecondiiiiii iEdition,iiiiiii i1990.iiiii

[X400] Schicker, Pietro, "Message Handling Systems, X.400", Message Handling Systems and Distributed Applications, E. Stefferud, O-j. Jacobsen, and P. Schicker, eds., North-Holland, 1989, pp. 3-41.

[RFC-783] Sollins, K.R. TFTP Protocol (revision 2). June, 1981, MIT, RFC-783.

[RFC-821] Postel, J.B. Simple Mail Transfer Protocol. August, 1982, USC/Information Sciences Institute, RFC-821.

MIME Multipurpose Internet Mail Extensions February 1993

[RFC-822] Crocker, D. Standard for the format of ARPA Internet text messages. August, 1982, UDEL, RFC-822.

[RFC-934] Rose, M.T.; Stefferud, E.A. Proposed standard for message encapsulation. January, 1985, Delaware and NMA, RFC-934.

[RFC-959] Postel, J.B.; Reynolds, J.K. File Transfer Protocol. October, 1985, USC/Information Sciences Institute, RFC-959.

[RFC-1049] Sirbu, M.A. Content-Type header ®eld for Internet messages. March, 1988, CMU, RFC-1049.

[RFC-1113] Linn, J. Privacy enhancement for Internet electronic mail: Part I - message encipherment and authentication procedures. August, 1989, IAB Privacy Task Force, RFC-1113.

[RFC-1154] Robinson, D.; Ullmann, R. Encoding header ®eld for Internet messages. April, 1990, Prime Computer, Inc., RFC-1154.

[RFC-1321] iiiiiiiiii iRivest,iiiiii iR.,iii iTheiii iM5iii iMessage-Digest iiiiiiiiiiiii iAlgorithm.

iiiiiiiii iApril,iiiii i1992,iiiii iMITiiii i&iiiRSA,iiiii iRFC-1321.

iiiiiiiii

[RFC-1342] Moore, Keith, Representation of Non-Ascii Text in Internet Message Headers. June, 1992, University of Tennessee, RFC-1342.

[RFC-1343] iiiiiiiiii iBorenstein, iiiiiiiiii iNathaniel, iiiiiiiii iAii iUseriiii iAgentiiiii iCon®guration iiiiiiiiiii iMechanism iiiiiiiiii iforiii iMultimedia iiiiiiiiii iMailiiii iFormatiiiiii iInformation.

iiiiiiiiiiiRFC-1343.iiiiiiiii

[RFC-1344] iiiiiiiiii iBorenstein, iiiiiiiiii iNathaniel, iiiiiiiii iImplications iiiiiiiiii iofii iMIMEiiiiii iforiii iInternetiiiiiii iMailiiii iGateways.iiiiiiiii iJune,iiiii i1992,iiiii iBellcore, iiiiiiii iRFC-1344 iiiiiiiii

[RFC-1345] iiiiiiiiii iiSimonsen, iiiiiiiii iKeld,iiiii iCharacter iiiiiiii iMnemonics iiiiiiiiii i&ii iCharacter iiiiiiii iSets.iiii iJune,iiiii i1992,iiiii iRFCiiii i1345iiii

Security Considerations

Security issues are discussed in Section 7.4.2 and in Appendix F. Implementors should pay special attention to the security implications of any mail content-types that can cause the remote execution of any actions in the recipient’s environment. In such cases, the discussion of the application iiiiiiiii /postscript content-type in Section 7.4.2 may serve as a

model for considering other content-types with remote execution capabilities.

MIME Multipurpose Internet Mail Extensions February 1993

Authors’ Addresses

For more information, the authors of this document may be contacted via Internet mail:

Nathaniel S.Borenstein MRE2D-296, Bellcore 445 SouthSt.

Morristown, NJ 07962-1910

Phone: +1 201 829 4270 Fax: +1 201 829 7019 Email: nsb@bellcore.com

NedFreed InnosoftInternational, Inc.

250 WestFirst Street Suite 240 Claremont, CA91711

Phone: +1 714 624 7907 Fax: +1 714 621 5319 Email: ned@innosoft.com

MIME iiiiii iisiiiaiiresultiiiii iofiiitheiii iworkiiii iofiiitheiii iInternetiiiiiii iEngineeringiiiiiiiiii iTaskiiii iForceiiiii iWorkingiiiiiii iGroupiiiii ionii iEmail iiiii iExtensions.

iiiiiiiiiiiThe iii ichairman iiiiiiii iofiiithatiii igroup,iiiiii iGregiiii iVaudreuil, iiiiiiiii imayiiii ibeiiireachediiiiiii iat:ii

Gregory iiiiiii iM.iii iVaudreuil iiiiiiii

Corporation iiiiiiiiii iforiii iNational iiiiiii iResearch iiiiiiii iInitiatives iiiiiiii

Suite iiii i100iii

1895 iiii iPreston iiiiiii iWhiteiiiii iDriveiiiii

Reston, iiiiii iVAiiii22091iiiii

Phone:

iiiiiiii+1 iii i703-620-8990 iiiiiiiiiiii iiFax:iiiiiii+1 iii i703-620-0913 iiiiiiiiiiii iEmail:

iiiiii igvaudre@cnri.reston.va.us iiiiiiiiiiiiiiiiiiiiii

MIME Multipurpose Internet Mail Extensions February 1993

Borenstein & Freed DRAFT - expires 8/1/93 [Page i]