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What is Zulu good for?

. Injecting custom frames

security holes

- Debugging a wireless
Network

— Launching De-authentication
and De-association attacks

— Testing wireless device
drivers




What is Zulu?

. A command line tool to inject
wireless frames

. Allows the user to set and Z ‘ ’I ,l l

unset most fields in a
wireless frame

. Supports 20 command line
options

. Works with Madwifi-ng
drivers

. Includes code from lorcon to

allow the channel and essid
to be set




What is the goal of Zulu?

. The vision behind Zulu

- Easy to use

- Command line wireless frame injection tool

— An hping tool for the wireless world

- Minimal required options good default values
— Plenty of options to customize frames

- Requires no programming knowledge

- Works with unmodified drivers




Command Line Options

Usage: zulu -t <type of frame> -i <interface> [options ....]

Optional Arguments

-s <Src mac> --duration <duration>
-d <dest mac> --to_ap

-n <# of frames to send>  —-from_ap

--delay <n> --adhoc

-W -I -p -m -0 --brldge

-f <fragement #> —-cf_ack

--sequence <sequence #> --¢f_poll

--ssid <ssid string> --null_data

--script <file name>
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Simple Example of Zulu

zulu -1 athO -t assoc-request

[@) (Untitled) - Ethereal EEE)

File Edit View Go Capture Analyze 5Statistics Help

ENCyc DEUx®B Qe 0FE [EE QY
Eilter: I |1| 4 Expression...l a}glearl W &pp]y‘

. | Source | Destination |’mt0cd | Info

00:40:06:45:fb:0c ff:ff:ff:ff:ff:ff TEEE B Association Regquest, SSID: "zulu" !

nn_nn_ oo oo oo no o0 a0 oo - ;o rrmmr o

=~ IEEE B02.11
Type/Subtype: Association Request (0)
~ Frame Control: Ox0000 (Normal)
Version: 0
Type: Management frame (0)
Subtype: 0
' Flags: 0x0
Duration: 0
Destination address: ff:ff:ff:ff:ff:ff (Ef:ff:ff:fE:£fF:£fF)
Source address: 00:40:96:45:fb:0c (00:40:96:45:fb:0c)
BSS Id: 00:40:96:45:fb:0c (00:40:96:45:fb:0c)
Fragment number: 0
Sequence number: 0

I TEEE 8N72 11 wiraloce TAN manaoamant frama z
(elelvivim44 00 00 0D 90 00 0O 61 74 68 30 00 0O 0D 0O |
(0SLVINN00 00 00 0D 00 0D 0O 44 00 01 OO0 00 00 04 00

(iopiacd4 70 b4 9b 44 00 02 00 00 04 OO0 OO DO 00 00 —

(J0ElV 44 00 03 00 00 00 D4 Ob 00 00 00 44 00 04 00

Frame (frame), 184 bytes P: 447 D: 21 M: 0 Drops: 28
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zulu -1 athO -t assoc-request -s 001122334455
-d 665544332211
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File Edit View Go Capture Analyze Statistics Help
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[ Eilter: lean.sa = 00:11:22:33:44:55 || wlan.da == 00:40:96:45:fb:0c |_] & Expression.. l bcjeagl v Apphfl

|Saurce | Destination |’r0t0c0] | Infa

0 00:11:22:33:44:55 66:55:44:33:22:11 IEEE B Association Request, S5ID: "zulu"
[4] | [1]
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=~ IEEE 802.11 i
Type/Subtype: Association Request (0) Al
= Frame Control: Ox0000 (Normal)
Version: 0
Type: Management frame (0)
Subtype: O
> Flags: 0Ox0
Duration: 0
Destination address: 66:55:44:33:22:11 (66:55:44:33:22:11)
Source address: 00:11:22:33:44:55 (00:11:22:33:44:55)
BSS Id: 00:11:22:33:44:55 (00:11:22:33:44:55)
Fragment number: 0
Sequence number: 0
> IEEE B02.11 wireless LAN management frame

[] (1]

ID000 44 00 00 00 90 00 00 00 61 74 68 30 00 00 00 00 D....... ath0

0010 00 00 00 00 00 00 00 OO 44 00 01 OO OO DO O4 00  ........ |

0020 75 d3 b9 9b 44 00 02 00O OO0 OO 04 00 OO 00 OO OO  w...D... ........ i
0030 44 00 03 00 OO OO 04 00 Gb00000044{}0040{} b — D
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File: (Untitled) 69 KB 00:00:03 P: 245 D 1 M: 0 Drops: 0




omplex Zulu Example

zulu -1 athO -t 5

-5 001122334455
—d 665544332211
P

--bridge
--sequence 1234
--ssid owned

& (Untitled) - Ethereal

File Edit View Go Capture Analyze Statistics Help
& DEx@& @

7 itter: [wlan.sa == 00:11:22:33:44:55 || wlan.da == 00:40:96:45:1b:0c | ¥ | Expressian... 3 Clear| o Apsly]

2T 3 EE Q8

| Source | Destination | *rotocol | Info

(4] | |
[» Frame 113 (185 bytes on wire, 185 bytes captured)
[» Prism Monitoring Header
~ IEEE 802.11
Type/Subtype: Association Request (0)
=~ Frame Control: Ox1BOO (Normal)
Version: 0
Type: Management frame (0)
Subtype: O
= Flags: Ox1B
DS status: Frame part of WDS (To DS: 1 From DS: 1) (Ox03)

.0.. = More Fragments: This is the last fragment
.... 1... = Retry: Frame is being retransmitted
...l ..., = PWR MGT: STA will go to sleep
0. = More Data: No data buffered
0000 44 00 00 00 90 00 00 00 61 74 68 30 00 00 0O OO D....... athO....

0010 0O 00 00 OO0 00 OO OO 00 44 00 01 00 OO 00 04 00
0020 ef 3a eb 9b 44 00 02 00 0O 0O 04 OO0 0O 00 00 0O £ .
0030 44 00 03 00 00 OO O4 00 Ob OO 00 OC 44 00 04 00 D....... ST .

P:223D: 1 M: 0 Drops: 0

File: (Untitled) 50 KB 00:00:03
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Scripting in Zulu
zulu -1 athO —file script.txt

script.tx

DATA 10
Beacon 20
RTS 30

This script will send out 10 date frames followed by 20 Beacons and 30 RTS
frames all with default settings




How Is Zulu different from other
wireless frame generation tools?

File2air

* Lets you inject custom frames, but requires
detailed knowledge of the frame structure

libwlan and libradiate

e Both are meant as programming libraries to
allow programmers to inject wireless frames

AirJack and FakeAP

 Limited injection capabilities

PcapZ2air

* Allows you to inject packets from a pcap file
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Future Work

. Support for more wireless device drivers
. Testing of Zulu on more Linux platforms

. Better documentation

. Evaluation of command line options to
make it easier to use

. Improved scripting support

. Better integration of lorcon




Where can | get Zulu?

moblog.colorado.edu/zulu
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