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Introduction

A Note on Internet Security

The Internet is now the largest public information data network in the world. As the Internet grows, businesses are seeking to take advantage of its benefits without risking exposure of private and sensitive company information to the public. And with the explosive growth of the corporate Intranet, security has become more complex. As more sensitive information is exposed, companies face even greater risks from more intelligent, motivated and resourceful threat agents such as electronic impersonators, spoofers, and eavesdroppers.

Companies spend significant amounts of time and money creating ad-hoc solutions to address potential security breaches, thereby creating new and even more significant interoperability and management vulnerabilities. Vanguard is addressing this problem by developing end to end security solutions with central management features for the protection of enterprise communication, internally (LAN) and externally (business partners).

MAILguardian™

MAILguardian™ is a stand-alone security software package that protects the privacy of e‑mail communications. It installs quickly and easily, encrypts and authenticates the mail and attachments, and is completely transparent to the user.

MAILguardian supports the standard Internet E‑mail protocols (SMTP/POP3) and therefore can secure any standard Internet e‑mail package on Windows 95 and Windows NT based computers. It is an end-to-end security solution that provides:

· Privacy

· Authentication

· Digital signature

· Automatic key management

· Simple and rapid deployment

· All software solution

What is a Secure Channel?

A secure channel is a connection between two MAILguardian users. The secure channel is an agreement between both parties, which specifies the security parameters of the message transmission (encryption algorithms, digital signature and encryption key). 

Once the channel has been established, it is saved in the user’s computer and every future e-mail message transmitted between the two parties will automatically and transparently be secured. 

How is a Secure Channel Established?

There are three ways of creating a secure channel:

Request 
Secure Channel
To request a secure channel you define the e-mail address of your correspondent. The next time you send e‑mail to any address your correspondent will receive a message from MAILguardian requesting to establish a secure channel. The next time your correspondent sends e‑mail, MAILguardian will send a confirmation to your computer. From this point onward all e‑mail communication will go by way of the secure channel. This procedure is described fully on page 12.

On-line Creation
Unlike the Request Secure Channel option, On-Line Creation guarantees that even the first e‑mail communication goes securely through the channel. After agreeing upon a shared secret, you and your correspondent open MAILguardian, define the address of the correspondent, and then enter and confirm the shared secret. The two computers exchange profile information and a secure channel is established. This procedure is described fully on page 14.

Automatic Creation
You may also automatically attempt to establish a secure channel with every correspondent who is using MAILguardian. This option is described fully on page 15.

How to Use MAILguardian

Once you establish your secure channels there is very little that you have to do except to set MAILguardian to work according to your preferences. You do not even have to open the program for it to secure your e‑mail communication. Depending on how you set it up MAILguardian can:

· Ask you before accepting requests to establish a secure channel (page 17)

· Check if you want to send non-secure e‑mail (page 18)

· Show you the encryption/decryption process (page 19)

If you send e‑mail from different computers, you can use the export and import functions (page 23) to move your secure channels from computer to computer.

If you have several different e‑mail addresses—one for work, another for home—you can also create different profiles containing the list of correspondents you normally send e‑mail to from each location. See page 10 for more information about Current Profile.

System Requirements

· PC using 486 CPU or higher

· 8 MB RAM.

· 5 MB free hard disk space

· MS Windows 95 or Windows NT 4.0

· TCP/IP connection

For more details please contact:

UniPress Software, Inc.
2025 Lincoln Highway
Edison, NJ  08817
U.S.A


Tel: (800) 222-0550

       (732) 287-2100

       (415) 674-3579  (West Coast)

Fax: (732) 287-4929



E‑mail:
info@unipress.com
sales@unipress.com
support@unipress.com

Or visit our web site: www.unipress.com

Installation

The installation process differs for an NT server or Windows 95 and Windows NT workstations. If you are installing on Windows NT Server, log on as the administrator.

Close all Internet applications, including browsers, ftp and e‑mail, insert the CD-ROM into its drive, and run Setup.exe.

First-Time Installation
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The MAILguardian installation wizard will guide you through the installation process.
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After reading and accepting the license agreement, you will be prompted to enter the product registration number.

Note:
Do not enter the same registration number on two different workstations. Two users with the same registration number cannot create a secure channel.

The following screen will provide last minute information about the program.

Note:
A Readme text file can be found in your MAILguardian program folder which you can read at your convenience.
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Next you can change the default folder for the program files.

Note:
To install MAILguardian to a network drive, you should first make sure that the drive is mapped into your environment. For more information about the map function see your Windows documentation or Windows on-line help.
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You now have the option to create a new program group for MAILguardian or to add it to an existing program group. It is recommended to create a separate group for MAILguardian.

A screen will monitor the installation process as it copies files and creates the necessary 

folders and program groups.

Note:
MAILguardian will install an updated version of Winsock if necessary.

Next you will be prompted to enter your e-mail address. 
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You will be then be prompted to restart the computer in order for configuration changes to be made in Windows.
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When your computer restarts, you will automatically be connected to Vanguard’s website for on-line registration.

Upgrading MAILguardian
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To upgrade the program first close MAILguardian and begin the installation process as described on page 4. The installation wizard will look for the previous version and ask if you wish to continue or end the installation process.
Note:
If your MAILguardian program folder is shared by other applications make sure to back up the folder before performing the upgrade.

Uninstalling MAILguardian

If you wish to uninstall MAILguardian from your system close all internet applications, such as e‑mail, browsers, or ftp, and select the Install/Uninstall tab from Start Ø Control Panel.
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Note:
On Windows NT, first log-on as the administrator.

Click Add/Remove to begin the Remove process.
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When the remove process is finished you will be prompted to restart your computer.
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Note:
The uninstall process does not remove Winsock Version 2 for Windows 95. Run “UninstWs2” from your system group. (c:\windows\system) if you wish to remove Winsock Version 2

MAILguardian Settings
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MAILguardian Main Screen

1.
Current Profile
  6.
  Toolbar

2.
Digital signature
  7.
  Secure Channel Menu

3.
Cipher
  8.
  View Menu

4.
Address with closed padlock (secure channel)
  9.
  Settings Menu

5.
Address with open padlock (non-secure channel)
10.
  Help Menu

Current Profile

The e‑mail address that you entered when you first installed MAILguardian will appear as your Current Profile. You can create as many profiles for yourself as you wish, based on the number of locations from which you send and receive e‑mail. Typically, you might have a profile for work, another for home, and possibly a third for travel. Each profile has its own list of addresses with secure channels, but regardless of which profile is selected as the Current Profile, MAILguardian will monitor the security of all of your e‑mail. For more information see page 22.

Digital Signature Key

The digital signature key currently selected. See page 21.

Cipher

Encryption method currently selected. See page 21.

Address with Closed Padlock (Secure Channel)
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Each e-mail address that you have a secure channel with will have a closed padlock icon. All e‑mail with these correspondents is secure.

Address with Open Padlock (Non-secure Channel)

An e-mail address with an open padlock indicates that a secure channel has not yet been completed. E‑mail sent to this correspondent is not secure.
Toolbar

The toolbar includes three icons.

Secure Channel Menu
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Ø Request Secure Channel (p. 12) and On-line Creation (page 14)
Delete the selected Secure Channel (page 16)
Import previously exported Secure Channels (page 24)
Export Secure Channels for backup or for later import (page 23)


Exit MAILguardian

View Menu
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Show (or hide) the MAILguardian toolbar
Show (or hide) the MAILguardian status bar
Update Secure Channel information

Settings Menu
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Encryption protocols (page 19) and Preferences (page 22)
Add, modify and remove e‑mail address (page 22)

Help Menu
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Online help for Mailguardian

Version number and contact information for MAILguardian
Option to enter your registration number

Sending/Receiving Messages with MAILguardian

Creating a Secure Channel

There are several ways to establish secure channels using MAILguardian. Far the simplest is the automatic method, described on page 15. However, in order to have more control over the process, you may use the options available on the Secure Channel Menu.

Request Secure Channel

Requesting a secure channel is a process you initiate and which is responded to by your correspondent at a later time. Only after your correspondent responds is your channel secure.

In this example, you, Sally, want to request a secure channel with Joe.
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Select Secure Channel Ø New Ø 
Request Secure Channel
or press the Request Secure Channel icon on the tool bar
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Type in Joe’s e‑mail address.

Press Start. You will see the following screen.
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Press OK. The next time you send e‑mail to any address a message will be sent to Joe’s computer with your request. Joe’s e‑mail address will appear on your MAILguardian main screen with an open padlock, indicating that a secure channel has been requested but not yet completed.
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The next time Joe checks his e‑mail, he will receive a message from your MAILguardian with your request for a secure channel. Depending on how he has configured MAILguardian for accepting requests, the next time he sends e‑mail MAILguardian will also send a confirmation to your computer.

Next time you check your e-mail, the confirmation will be received and the padlock icon in the address screen will close. All further correspondence with Joe will go by way of the secure channel.
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Note:
Until the padlock is closed any e‑mail you send to Joe will not be secure. To see how MAILguardian handles non-secure e‑mail see the discussion on page 19.

On-line Creation

In order to avoid the possibility of sending any non-secure e‑mail you can create a secure channel on-line.

In this example, you, Frank, will create a secure channel on-line with Phyllis. First both of you agree, by phone, on a shared secret code that will be used to establish the secure channel. It can be from 8 to 255 characters long. In this case you choose the phrase “No time like the present.”

Now, both you and Phyllis:
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Select Secure Channel Ø New Ø 
On-line Creation
or press the New On-line Creation icon on the toolbar.


[image: image24.png]e you and you cortespondent have entered the
same shared secre, you wil have a secue charnel
Orlythen il al e &-mails be secred.

From: rank@def.com
I phylis@uvw com
Shaed et

T

Vel Shared Secret

e





Both of you then fill in the following dialog box and type in the shared secret. Your dialog box looks like the one below.

Note:
The shared secret is only used to establish the secure channel.

Verify the shared secret and press Create. Your computers will exchange the on-line request to establish a secure channel. Phyllis’s address will appear in your MAILguardian address screen with a closed padlock icon, indicating that all e‑mail will go by way of the secure channel.

Automatic Secure Channel Creation

You can automatically attempt to establish a secure channel with every correspondent with whom you exchange e‑mail. If your correspondent is using MAILguardian and accepts the request, your MAILguardian will receive a message in return and the secure channel creation will be completed.
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To automatically establish a channel select Automatically request secure channels in the Preferences tab under the Settings Ø Security Settings.

Automatically created channels are secure only after your correspondent’s MAILguardian replies to your MAILguardian’s request. The padlock icon next to your correspondent’s address will close only when the secure channel is established.

MAILguardian can be configured to reject automatic secure channel requests (page 16). If your correspondent rejects your request you should use On-line Creation (page 14).

Deleting a Secure Channel

When you no longer need one or more of your secure channels you can delete them. Select the channel or channels you wish to delete and select Secure Channel Ø Delete or press the delete secure channel icon on the toolbar
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.

You will be prompted to confirm the deletion. Press OK or Cancel.
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Accepting Secure Channel Requests

In the Preferences tab under the Settings Ø Security Settings you can set how you wish to respond to MAILguardian requests to establish a secure channel.
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Your MAILguardian options are:

Ask me if I want a secure channel with this person
Select this option when you want to confirm every attempt to establish a secure channel.

Always create a secure channel upon request
Select this option if you want every attempt to establish a secure channel to be accepted.

Never create a secure channel upon request
This is the default option. Keep this option selected if you want to establish secure channels only using the On-Line process (page 14).

Note:
If your choose not to accept an attempt at creating a secure channel, you will receive an e‑mail message stating “Rejected secure channel request from joe@abc.com.”

Sending Mail

There are times when you will send non-secure messages, either to people who do not have MAILguardian, or as the first communication in automatic secure channel creation (page 15). Select one of the options under Sending Mail to inform MAILguardian how to handle such messages.
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Sending Mail

Warn me when sending non-secure e‑mail
This is the default option. Select this option if you want to confirm sending a non-secure message

Automatically request secure channels
See page 15

Sending Non-Secure E‑mail

Some of your e‑mail correspondents—friends and family—will not be using  MAILguardian. When you send a non-secure e‑mail you will see the dialog box below:
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You have three options:

Send without encryption
This is the default option. Select this option to send this message unencrypted.

Don’t send
Select this option if you do not want to send this e‑mail until a secure channel is established

Always send unencrypted to non-secure recipients
Select this option if you have many correspondents without MAILguardian and you don’t want to confirm sending unencrypted e‑mail all the time.

Showing Encrypting/Decrypting Progress

When you send or receive e‑mail MAILguardian encrypts or decrypts the message. MAILguardian will notify you with a progress screen that will appear briefly when the process is taking place.
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If you do not want to see this animation screen you can disable it. In the Preferences tab under the Settings Ø Security Settings unselect Show progress when encrypting/decrypting e‑mails.
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Additional Security Preferences

In the Encryption Methods tab under the Settings Ø Security Settings you can see the Cipher and Digital Signature used by MAILguardian.

Additional encryption methods may be acquired from the distributor, as they become available.
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Utilities

E‑mail Addresses

Press Settings Ø E-mail Addresses to manage the different e‑mail address for all those correspondents with whom you have, or are in the process of establishing, secure channels.

Each e‑mail address can have its own list of correspondents and secure channels. See Current Profile (page 10) for more information.
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Options:

Set current
The Current Profile displayed. It appears with a yellow smiley face icon. To change the current address select another address and press Set current

Add
Use this when you add a new e‑mail address

Remove
To remove an existing e‑mail address

Note:
Regardless of which address is chosen as the Current Profile, MAILguardian will monitor all e‑mail and maintain all secure channels.

Import and Export

You can save your secure channels to a disk using the export function. These exported files can be used for backup, or can be imported to another computer from which you send and receive secure e‑mail.

Exporting

Press Secure Channel Ø Export to save your secure channels to a file.
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You will be asked to provide and confirm password during the export process and import process. 

The password must be at least eight characters long.
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Importing

When you wish to use the secure channel information you exported to a disk, press Secure Channel Ø Import.  MAILguardian will look for *.SEC files. 
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Select the exported file you wish to use, and press Open.

You will be prompted for your password. 
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The profile will be merged into the existing database.

Troubleshooting

Installation stops during

installation process:


1.
Make sure that all Internet applications like browsers, FTP, telnet and e-mail are not running.

2.
Reinstall MAILguardian.

I can’t establish an automatic 

secure channel:


1.
Make sure that “Automatically request secure channels” is selected in your settings.

2.
Check that “Never create a secure channel upon request” is not selected in your correspondent’s settings.

3.
If the options are set correctly, contact your correspondent and create an on-line secure channel.

I receive “Error Creating Secure

Channel” or “Secure Channel 

Already Exists” error message:


Probably you and your correspondent did not use the same

channel creation method (one used the On-line Creation 

method while the other used the Automatic Creation method).

1.
Both parties should delete the channel.

2.
Create a new channel, making sure that you and your correspondent use the same method.

I receive a corrupted message 

from my correspondent:


1.
Ask your correspondent to resend the message.

2.
If the problem persists, check if the secure channel was defined correctly at both sides (padlock appears closed, and you both have the same shared secret).

3.
Both you and your correspondent should delete the channel and create a new one.

I’ve changed the default settings

but the secure channel has not 

changed:


The change will effect only future created secure channels.

If you want the new settings to take place, you and your correspondent should delete the secure channel and create a new one. 

My mail application “hangs” after 

the progress screen disappears:
Long mail messages, especially those with long attachments may take several seconds to send, after the progress screen has disappeared.

MAILguardian does not work 

(progress screen doesn’t appear 

when I send/receive secure mail):


1.
Make sure that “Show progress” is selected in your settings.

2.
Check if other TCP/IP applications are working properly. If not reinstall TCP/IP

3.
If TCP/IP applications are working properly, uninstall MAILguardian and reinstall.

4.
If problem persists, contact support.

Technical Support

Technical support can be obtained through e‑mail, phone and fax.

UniPress Software, Inc.
2025 Lincoln Highway
Edison, NJ  08817
Tel: (800) 222-0550

       (732) 287-2100

       (415) 674-3579


Fax: (732) 287-4929


E‑mail:
info@unipress.com
sales@unipress.com
support@unipress.com

If you encounter a problem using MAILguardian, please tell us so we will be able to fix it. It will be very helpful if you capture the screen image when the problem occurs (using Alt+Print Screen) and send it to us along with a description of the problem.

For more information regarding updates and new products please visit our site at:

http://www.unipress.com
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